Generic Test Cases for Unified Data

pository (UDR) of a 5G Network

Test
CI:::se Clause Name Case Test Case Name Test Case Description (for UDR NF) Expected Results for Pass (for UDR NF)
. No.
TC1 TC_MGMT_PROTOCOLS_OEM_D |To verify that all management and maintenance protocols available in the DUT The management and maintenance protocols running on the DUT
ECLARATION are in accordance with the OEM declaration. match those specified in the OEM declaration.
To verify tt;at the L|JDR suppgrts _mut_ual al:]thentlcat'l]on .through Mutu;l Tlt;S hth Mutual authentication is successfully established when valid
(mTLS) :nh mutual SSH aut e!1t|cat||_on. These mechan|§m5 ensurr\e that bOtf the credentials are used; however, communication cannot be established
TC2 TC_MUTUAL_AUTH_UDR UDR an _t g mapagemegt entlty. (;\: |int{tester) authenticate eac ?]t er bel olre if invalid credentials are provided and mutual authentication fails.
communication, in accordance with the latest ITSAR on cryptographic controls. The protocols and cipher suites used comply with Table 1 of the
Authentication for latest ITSAR on cryptographic controls.
Product To verify that the UDR WebUI management interface operates exclusively over | The UDR WebUTI is accessible only through HTTPS/TLS using a valid
2.1.1 | Management and HTTPS with TLS, using a valid server certificate and secure cryptographic controls |server certificate.
Maintenance TC3 TC_HTTPS_UDR_WebUI to protect all login, API, and operational interactions, with no HTTP access Access to the UDR WebUI over HTTP is not permitted.
interfaces permitted and all database connections secured via SSL/TLS in accordance with | All API communications and database connections are secured using
the latest TTSAR. SSL/TLS.
To verify that all other protocols deployed on the management and maintenance |All protocols deployed on the management and maintenance
interfaces of the DUT enforce mutual authentication using secure cryptographic  |interfaces of the DUT enforce mutual authentication using secure
TC4 | TC_OTHER_MGMT_PROTOCOLS
- - - controls prescribed in Table 1 of the latest ITSAR on Cryptographic Controls. cryptographic controls prescribed in Table 1 of the latest ITSAR on
crvntoaranhic controls.
Tcs TC_INSECURE_AUTH_PROTOCO |To verify that the DUT does not support any insecure or deprecated The DUT does not support insecure or deprecated authentication
L authentication nrotocols. nrotocals.
TC_MGMT_TRAFFIC_PROTECTI |To verify that all protocols available on the DUT that handle management traffic |All protocols available on the DUT that handle management traffic to
TC 1 | ON_PROTOCOLS_OEM_DECLAR |to and from the DUT are as per the OEM declaration. and from the DUT are as per the OEM declaration.
ATION
To verify that all HTTPS-based management traffic is secured using cryptographic |The DUT ensures that all HTTPS-based management traffic is
protocols and algorithms compliant with Table 1 of the latest ITSAR on secured using cryptographic protocols and algorithms compliant with
TC_PROTECT _HTTPS_DATA_INF cryptographic controls. Table'l gf the Iate§t ITSAR on cryptogra_phic contrgls, permitting
TC2 O TRANSFER negotiation only with approved TLS versions and cipher suites. Any
- attempt to establish communication using deprecated or insecure
protocols or cryptographic algorithms is denied.
2.1.2 - o . To verify that SSH management sessions of the UDR are protected using industry-| The DUT ensures that all management traffic over SSH is protected
Traffic Protection " - - - 5 N " !
standard cryptographic algorithms and secure protocol versions. The test ensures |using protocols and cryptographic algorithms compliant with ITSAR
TC_PROTECT_SSH_DATA_INFO _ : Ny ° o
TC3 TRANSFER that the UDR supports only approved SSHv2 algorithms in accordance with Table |requirements, permitting only approved key exchange methods,
- 1 of the latest ITSAR on cryptographic controls and 3GPP TS 33.310 Annex F and |ciphers, and hashing algorithms while rejecting deprecated or
reiects denrecated antions. insecure options.
. " - The DUT ensures that all other protocols handling management
To verify that all other protocols handling management traffic to and from the
TC_OTHER_MGMT_TRAFFIC_PR |10 VefY " pr ndling management tratit ) traffic to and from the DUT strictly use secure cryptographic controls
TC4 OTECTION PROTOCOLS DUT strictly use secure cryptographic controls prescribed in Table 1 of the latest ibed in Table 1 of the latest ITSAR on Crypt hic Control
_| ITSAR for Cryptographic Controls. prescribed in Table 1 of the lates on Cryptographic Controls.
TC5 TC—INSECURE—ﬁUTH—PROTOCO To verify any insecure or deprecated authentication protocol available in the DUT. -rl)-:lcioDcl(J;ll; does not support insecure or deprecated authentication
To verify that user roles are defined in the UDR according to Role-Based Access | The DUT supports Role-Based Access Control (RBAC) by defining
Control (RBAC). The UDR shall support at least three distinct user roles — Admin, |multiple user roles (minimum three) and associating users with
TC1 TC_ROLE_VERIFICATION OAM (privilege management for UDR Management and Maintenance), and User — |specific roles, such that role information is clearly maintained and
stored in the database used by the UDR. identifiable within the system, in compliance with ITSAR
reauirements.
. J - . The UDR enforces Role-Based Access Control (RBAC) privileges
TC_ACCESS_ENFORCEMENT_Fu | T Verify that the UDR enforces Role-Based Access Control (RBAC) privileges via |, o\ 41 its HTTPS Management API such that only users with the
Role-based access TC2 its HTTPS Management API. Users with the admin role can create and delete user X " ¥
2.1.3 N RCHONAE accounts, while other user roles are restricted and cannot perform these actions G (R EIR (EHES) @ @EER @l GECHS UEay ERRRIls) Wil
control policy ! " |users with other roles are restricted from performing these actions.
q " The DUT enforces Role-Based Access Control at the operating
To verify that the UDR container enforces Role-Based Access Control (RBAC) at . N .
TC3 [[CTACCECS ENLORCENENIAED) the operating system level using standard Linux permission roles, namely Owner systelm‘level b_y applying app_roprlate ﬁle ‘perm|55|ons S| GEes
R_CONTAINER restrictions using standard Linux permission roles (Owner, Group,
(root), Group, and Others. and Others)
TC_USER_CREATION_WITHOUT To verify tlhat the UDR'enforces Role-Based Access Control (RBAC) for new users (A ngw user created wit.hlout specifying a role is aytomz.atically )
TC4 ROLE created without an assigned role. assigned the lowest-privileged role, or user creation without a role is
- unsuccessful.
The DUT ensures that all local user accounts are protected with at
Tc1 TC_ACCOUNT_PROTECTION_LO |To verify that all local user accounts on the DUT are protected with at least one |least one valid authentication attribute, such as a password. It is not
Us_er . CAL authentication attribute possible to access any predefined or newly created account without
2.1.4 authentication - oroner authentication.
Local/Remote To verify that all remote user accounts on the DUT enforce a combination of at  |All remote user accounts accessed through SSH on the DUT enforce
TC_ACCOUNT_PROTECTION_RE - . " o o .
TC2 MOTE least two authentication mechanisms, such as a public key and password (2FA), |a combination of at least two authentication mechanisms.
when accessed remotelv via SSH.
. N . A The DUT restricts remote login for the root or highest-privileged user
To verify that the sec control restricting remote root login is properl
Tcy | TC_VERIFICATION_OF_REMOTE Con"’,lgrl'l e e o e e ey o direct ro o i n%rms through the |SUCh that remote access via SSH is not permitted. Root access is
_ROOT_LOGIN_RESTRICTION ! permitted only through the local system console.
system console.
Remote login TC_VERIFICATION_VIA_REMOT |To verify that the remote root login restriction is effective not only for command- |The DUT ensures that remote root login is restricted across all
2.1.5 restrictions for | TC2 | E_ADMINISTRATION_SOFTWAR |line tools but also for graphical remote administration software, as required by ~ |access methods, including graphical or application-based remote
privileged users E the policv. tools.
To verify that the highest-privileged or root user is unable to remotely access the | \q. 9 ; el n
R er configuration, the highest privileged user or root is not allowed
<3 TC_REMOTE_LSSIN_RESTRICTI zg;clé)sll\]nf altl other supported remote management protocols (e.g., HTTPS, to connect remotely using any supported remote management
1 €tc.). protocol. All such remote login attempts are denied.
To verify that only the UDR service account (O&M user) can read and write log The DUT enforces authorization controls on log files such that only
TC1 | TC_AUTHORIZATION_LOG_FILE files, while an unprivi_leged user Fqserl) cannot read, write, modify, or delete thg o&m u.szler can perform operat.ions such as readjng and wrjtipg,
them, thereby enforcing least privilege. while unprivileged users are restricted from accessing or modifying
the files.
To verify that the system configuration file /etc/hosts can only be modified by the | The DUT system configuration file /etc/hosts is modifiable only by
TC_AUTHORIZATION_CONFIGU L ) . -
TC2 root user. O&M users and unprivileged users may read but not write, confirming |the root user. O&M users and unprivileged users may have read
RATION_FILE - N " N
least-privileae enforcement. access but are not permitted to modifv the file.
3 . . The DUT ensures that sensitive system files such as /etc/shadow are
TC_AUTHORIZATION_FILE_ACC |To verify that /etc/shadow is accessible only by root; both O&M user and : N
Authorization TC3 ESS unprivileged user must be denied read/write access. accessible onlylt(l) root and are fully restricted from access by O&M
2.1.6 I _ _ _ _ _ _ users and unorivileaed users. ___ _ _ _
Policy To verify that the sticky bit is correctly configured on the /tmp directory, ensuring |The DUT enforces proper authorization controls in shared directories
Tca TC_AUTHORIZATION_STICKYBI |that an unprivileged user cannot delete files created by another user (e.g., UDR) [by implementing mechanisms such as the sticky bit, ensuring that
T within the shared directory, thereby enforcing proper access control and users can only modify or delete their own files and cannot interfere
protection of shared resources with files created bv other users.
To verify the authorization level of a user who has higher privileges than the
Tcs TC_INTERMEDIATE_ROLE_VERI |lowest-privileged role and lower privileges than the highest-privileged role, and to [The user is able to perform only those operations permitted for the

FICATION

ensure that access rights are enforced according to the assigned role.

assigned role. Operations requiring higher privileges are denied.




TC_APPLICATION_PRIVILEGE_V

No application or service is found to be running with

TC6 ERIFICATION To verify that the applications are not running with system/administrator rights. system/administrator privileges in the DUT.
. TC1 | TC_ACCOUNT NUM_UNIQUE Tol creaFe mL_JItlpIe user accounts and verify that each account is assigned a Thg DUT dogs not permit multiple users to be created with the same
mbiot unigue identifier. uniaue identifier.
21.7 Identification of © TC_ACCOUNT_DEFAULTS To verify that the default sgtup of the DUT does not allow the use of group The DUT ensures that the default system configuration does not
the User and accounts or aroup credentials. allow aroup accounts or shared credentials.
Group Accounts TC3 | TC_ACCOUNT_NAME_UNIQUE To verify that multiple user accounts cannot be created with the same account The DUT does not permit multiple user accounts to be created with
name. the same account name.
TC1 TC_AUTH_PROTOCOLS_OEM_D |To verify that all authentication protocols available in the DUT are in accordance |The authentication protocols available in the DUT match those
ECLARATION with the OEM declaration. specified in the OEM declaration.
TC2 TC_SSH_ACCESS To venfy thlat the DUT supports SSH access with at least two-factor The DUT supports SSH access with at least two-factor authentication
authentication (2FA). (2FA).
TC3 | TC_SFTP_ACCESS WITH_2FA To verify that the DUT supports SFTP access with two-factor authentication. The DUT enforce§ se_cure athentlcatlon for SFTP access using at
least two authentication attributes.
To verify that the DUT supports access to the WebUI only after successful two-  [The DUT ensures that access to the WebUI is secured through
TC4 | TC_WEBUL ACCESS_WITH_2FA factor authentication over HTTPS. HTTPS and reauires at least two authentication attributes.
s TC_LOCAL_MANAGEMENT_CON |To verify that users can log in locally at the system console with at least one Authentication is successful with at least one authentication
SOLE ACCESS authentication attribute. attribute.
221 Authentication ce TC_HTTPS_ACCESS_CONTROL_ |To verify that the DUT's HTTPS Service-Based Interface (SBI) enforces two The DUT enforces authentication for HTTPS-based system functions
- Policy VERIFICATION authentication attributes. using at least two authentication attributes.
To verify that all other authentication protocols available in the DUT enforce at ;rhh: SGJ.IT :rI:fsoL:zSatthlitailtl t?;g?frazigrizttllgggtoigaz?rfofﬁIzsaevra:alggclni:1:5
TC7 | TC_OTHER _AUTH_PROTOCOLS |least two-factor authentication for user accounts and single-factor authentication . A -
. and single-factor authentication for machine accounts or local
for machine accounts or local access. access
Tc8 TC_MACHINE_ACCOUNT_AUTHE | To verify that machine accounts can authenticate using at least one The DUT supports at least one authentication attribute for all
NTICATION authentication attribute and access the permitted system functions. supported protocols.
To verify that communications between systems (including BGP, OSPFv2/v3, Authentication using at least one authentication attribute is
RIPv2, IS-IS, TACACS+, RADIUS, RADSEC, etc.) require authentication using at  |successful.
co TC_COMM_BTW_SYSTEMS least one authentication attribute when communicating with the DUT.
To verify that all authentication and related service protocols used by the DUT for |All authentication and related service protocols used by the DUT for
TC_EXT_AUTH_PROTOCOLS_OE - 3 . R L " — . P . A
TC1 communicating with an external authentication entity are in accordance with the |communicating with an external authentication entity are in
M_DECLARATION . ; 3
OEM declaration. accordance with the OEM declaration.
222 Authentication To verify that all authentication protocols (TACACS+, RADIUS, RADSEC etc.) The DUT ensures that all other authentication protocols available in
- Support — External TC OTHER EXT AUTH PROTOC available in the DUT for communicating with an external authentication entity use |the DUT for communicating with an external authentication entity
TC2 - - OES - secure cryptographic controls compliant with Table 1 of the latest ITSAR on use secure cryptographic controls compliant with Table 1 of the
Cryptographic Controls. latest ITSAR on Cryptographic Controls.
To verify that the DUT enforces a configurable time delay after each incorrect The DUT enforces a configurable delay after each incorrect
TC_INVALID_LOGIN_TIMER_DE ! " ] o N ) ;
TC1 LAY password attempt, preventing rapid repeated login attempts. authentication attempt, preventing rapid repeated login attempts.
To verify that the DUT automatically locks a user account after the configured The DUT locks a user account after a defined number of consecutive
TC_INVALID_LOGIN_ACCOUNT_ o - ) s N ]
TC2 number of consecutive incorrect password attempts and provides a secure and failed authentication attempts and provides a controlled mechanism
BLOCKING N .
controlled account-unlock mechanism after lockout. for unlockina the account.
TC_BLACKLISTED_PASSWORD._ To verify that the DUT correctly rejects any password that appears in the defined |The DUT enforces a passyvord policy that rejects weak or gommonly
TC3 REJECTION password blacklist (e.g., common or weak passwords). used passwords by checking them against a defined blacklist.
Protection - , — - - -
223 Brute Force and Tca TC_BRUTE_FORCE_ATTACK_PR ;I'o verlg tt:(at thl:ef DUT’ ; pa_ssword ctzmpletxﬁy is strong enoukg_;h t(t) re|5|st brute- Tl'heI DUT ?nforc;as;:ts_trong perl]ssv_vord <t:omp_)tlg><|ty rt;aqttnrimentstatmdks
Dictionary Attacks OTECTION orce attacks performed using an automated password-cracking tool. implements protection mechanisms to mitigate brute-force attacks.
To verify that the DUT activates CAPTCHA after a configured number of The DUT enforces CAPTCHA verification after multiple failed login
Tcs TC_CAPTCHA_ACTIVATION_AFT |consecutive failed authentication attempts. attempts and requires the CAPTCHA challenge to be completed
ER_FAILED_LOGINS successfully before allowing further authentication attempts.
To verify that the DUT is protected against dictionary-based attacks by preventing | The DUT implements mechanisms such as password policies,
TC6 TC_DICTIONARY_ATTACKS_PRO|authentication using commonly used or weak passwords from predefined blacklist enforcement, and account lockout to prevent dictionary
TECTION wordlists, ensuring that such passwords cannot be exploited using automated attacks through automated password-guessing tools.
nassword-auessina tools.
To verify that the DUT enforces a minimum password length of 8 characters. The |The DUT enforces a minimum password length of at least 8
Tcl TC_PASSWORD_MINIMUM_LEN |DUT must reject any password that does not meet this minimum requirement. characters and rejects any password that does not meet this
GTH requirement. The DUT does not permit the absolute minimum
nassword lenath to he confiaured helow 8 characters.
To verify that the DUT enforces password complexity by requiring passwords to | The DUT enforces password complexity requirements such that
o) TC_PASSWORD_COMPLEXITY_4 |contain all four character categories: uppercase letters, lowercase letters, digits, |passwords include at least one uppercase letter, one lowercase
_CATEGORIES and special characters. letter, one digit, and one special character, and rejects any password
Enforce Strong that does not meet these criteria.
22.4 D To verify that the DUT enforces a configurable minimum password length and The DUT allows configuration of the minimum password length and
e 1C3 TC_PASSWORD_CONFIGURE_MI | configurable sets of allowable special characters, including Unicode-based the allowed special characters/Unicode character classes, and rejects
N_LENGTH_SPECIAL_CHAR |character-class requirements. passwords that do not comply with the configured policy.
To verify that the DUT does not store passwords in plaintext and that passwords |The DUT does not store passwords in plaintext. Passwords are
TC4 TC_PASSWORD_STORE are stored using secure hashing and salting mechanisms. securely stored using salted and hashed cryptographic mechanisms.
To verify that the DUT/central system checks and enforces the password The DUT/central system checks and enforces the password
TC5 | TC_WHILE_CHANGING_PWDS |requirements when a user changes a password or enters a new password. requirements when a user changes a password or enters a new
password.
To verify that the DUT enforces an inactivity session timeout for local and remote |The DUT implements an inactivity timeout for user sessions, and the
TC_INACTIVITY_SESSION_TIME = = P ] . !
TC1 OUT CONFIGURE access for both privileged and non-privileged users, and records the relevant user session is terminated after the configured timeout period.
Inactivity S - events in the loas.
2.2.5 Timeout To verify that the DUT supports configuration of the inactivity session timeout for |The DUT allows configuration of the inactivity session timeout, and
T TC_INACTIVITY_SESSION_TIME |local and remote access for both privileged and non-privileged users. the session automatically terminates after the configured inactivity
OUT_VERIFY timeout and requires reauthentication for further access.
To verify that the DUT allows users to change their passwords at any time and The DUT allows users to change their passwords at any time and
TC1 TC_PASSWORD_CHANGE enforces a mandatory password change upon initial login after successful enforces a mandatory password change upon initial login after
authentication. successful authentication.
TC2 TC_PASSWORD_EXPIRE To verify that the DUT enforces password expiry and notifies users before expiry. s PUT CIIfREES [FEESEIE Gy, pr_owdes Expiynatification=jand
reauires a password chanae upon exbirv.
To verify that the DUT enforces password history and prevents reuse of previous |The DUT enforces a password history policy that prevents reuse of
2.2.6 |Password Changes| TC3 TC_PASSWORD_HISTORY pas._swords. The DUT must stgre at least th(_e last three passwords and prevent previously used passwords, with a configurable history vaIUPT greater
their reuse. The number of disallowed previous passwords shall be configurable |than zero and at least three previously used passwords retained.
and areater than zero.
To verify that the DUT enforces a minimum password age policy of one day. The |The DUT enforces a minimum password age of at least one day,
TC4 TC_PASSWORD_AGE DUT must restrict password change attempts until the minimum age period has  |preventing password changes until the minimum age requirement
passed. has been met.
Tcs TC_PASSWORD_CHANGE_OF U To\verify lthat the| DUT enforces| pessword|change|uponluserirolelmedificationt The DUT enforces password change when user roles or privileges

SER ROLES

are modified.




TC_HIDING_PASSWORD_DISPL

To verify that password input on the DUT is hidden while creating a user and
when a user logs in, ensuring that individual characters are not displayed in

Ta AY plaintext during input. This shall be verified for local login, remote login, and web The DUT ensures that password input is not displayed in plaintext.
access.
Protected To verify that the DUT hides password input during password change operations. |The DUT ensures that password input during password change
2.2.7 Authentication TC2 TC*HIDINGD*CDI;QEEEQPASSWOR operations is not displayed in plaintext and remains hidden from
K - view.
TC3 TC_MGMT_PROTOCOLS To verify protected agthgntication feedback during login using available Thg DUT enforces protected authentication feedback during login
manaaement authentication protocols. using manaaement protocols.
TC4 | TC_MANAGEMENT_PROTOCOL |10 Verify that the DUT enforces protected authentication feedback during 10gin |-y byt enforces protected authentication feedback.
using management protocol.
TC_PREDEFINED_AUTHENTICAT To verify that all predefined _or default authentication'attributes (such as default The} DUT ensures that all predefined or default authenticatioq
TC1i | 1ON ATTRIBUTES DELETED DI usern{ames apd passworgs) in the DUT are deleted, disabled, or forced for a_ttrlbutes, such gs default usernames, passwords, or credentla!s, are
Removal of - S ABLE_D ~ " |updation during first login. either deleted, disabled, or forced to be updated upon first login.
228 Pre::;::ﬁf or T2 TC_CRYPTOGRAPHIC_DEFAULT |To verify that the DUT removes or replaces all predefined or default cryptographic|The DUT ensures that all predefined or default cryptographic keys
authentication KEY REMOVAL DISABLED |kevs. ; — ; are removed or replaced with securelv aenerated kevs.' :
attributes To verify that all predefined or default authentication attributes, such as default |The DUT ensures that all predefined or default authentication
T3 TC OEM_MANUAL usernames and passwords, are forced to be updated by following the procedure |attributes, such as default usernames, passwords, or credentials, are
- - provided in the OEM manual. no longer available after completion of the procedure.
TC1 TC_LOGOUT_FUNCTION To verify that the DUT allows {i user to log out at any time and terminates all The DUT successfully terminates all user sessions and associated
. associated processes and sessions. processes upon logout.
2.2.9 Logout Function TC_DFBUGGING_MODE_DETAC To verify that the DUT allows detached/debug processes to continue running The DUT allows detached/debug processes to continue after logout
TC2 | HED_PROCESS_CONTINUES_AF after user logout (if supported). while terminating the interactive session
TER LOGOUT ) |
Tcl TC_FAILED_LOGIN_ATTEMPTS_ [To verify that the DUT enforces a configurable limit on consecutive failed login Ipioalsj;-czetwgz?lgg I?C:Twsz::ti;cctgl;r: dagﬁ;';:?oc?:f;%l:re:&ll:Thb:r
TEMPORARY_LOCK attempts and applies a temporary lock for user and administrative accounts. defined delay 9 P 9 Y
To verify that the DUT supports permanent lockout for non-administrative The DUT permanently locks non-administrative accounts after
Policy regarding | TC2 TC_FAILED_LOGIN_ATTEMPTS_ |accounts and only temporary lockout for administrative accounts after the exceeding the configured number of failed attempts, while
2.2.10 | consecutive failed PERMANENT_LOCK configured number of failed login attempts. administrative accounts are temporarily locked and regain access
login attempts _ i i i after the defined d_elav. :
TC_FAILED_LOGIN_ATTEMPTS_ |To verify that the DUT enforces a default maximum value of consecutive failed The DUT temporarily locks the account after exceeding the default
TC3 . . - ) X
DEFAULT loain attempts as less than or equal to 8. maximum of 8 consecutive failed loain attempts.
TCa TC_FAILED_LOGIN_ATTEMPTS_ |To verify that the DUT applies a block delay (increasing the delay after every rh? Dlg apptlles fit?‘ mcdrefasnl'ntgbtl)loik ddTIay aftetr cot:sec;tlve fal(ljed
BLOCK_DELAY failed attempt) with default value as greater than 5s. 0gin attempts, with a default block delay greater than > seconds.
To verify that the DUT automatically suspends a user account after a defined or  |The DUT automatically suspends the account after “X” days of non-
2.2.11 Suspend Account TC1 TC_ACCOUNT_EXPIRY_FUNCTL configured period of inactivity (X" days). use, where the number of days is configurable, and prevents login
on Non-Use ON ! B .
until the account is reactivated.
To verify the integrity of the software image in accordance with the latest ITSAR |The DUT updates the software only after validating the integrity of
TC1 | TC_SW_PKG_INTEGRITY_VALID |on cryptographic controls when performing a legitimate (non-tampered) software |the software image in accordance with Table 1 of the latest ITSAR
update. on crvotoaraphic controls.
TC SW PKG INTEGRITY TAMP To verify the integrity of the software image in accordance with the latest ITSAR |The DUT validates the integrity of the software image as per Table 1
TC2 I 7ERED - on cryptographic controls when performing an illegitimate (tampered) software  |of the latest ITSAR on cryptographic controls and restricts the
2.3.1 Secure Update undatg. : : upndate in case of a tampered software ilmaae. —
Tc3 TC_SW_PKG_INTEGRITY_NO_SI |To verify that the DUT does not perform a software update using an unsigned The DUT does not update the software in the absence of a digital
GNATURE software imaqe. sianature on the software image.
TC4 TC_SW_PKG_INTEGRITY_UNAU |To verify that a software update cannot be performed on the DUT by an The DUT rejects software update requests from unauthorized users.
THORIZED unauthorized user.
TS5 TC_SW_PKG_INTEGRITY_EXPIR |To verify that the DUT rejects a software update using an image with an expired |The DUT does not update the software if the digital certificate of the
ED diaital certificate. software imaae has expired.
To verify the integrity of the software image in accordance with the latest ITSAR |The DUT upgrades the software only after validating the integrity of
TC1 | TC_SW_PKG_INTEGRITY_VALID |on cryptographic controls when performing a legitimate (non-tampered) software |the software image in accordance with Table 1 of the latest ITSAR
uparade. on crvptoaraphic controls.
TC SW PKG INTEGRITY TAMP To verify the integrity of the software image in accordance with the latest ITSAR |The DUT validates the integrity of the software image as per Table 1
TC2 - - 7ERED - on cryptographic controls when performing an illegitimate (tampered) software  |of the latest ITSAR on cryptographic controls and restricts the
2.3.2 Secure Upgrade unarage. , i uparade in case of a tampered software i'maae. _
Tc3 TC_SW_PKG_INTEGRITY_NO_SI |To verify that the DUT does not perform a software upgrade using an unsigned | The DUT does not upgrade the software in the absence of a digital
GNATURE software imaqe. sianature on the software image.
TC4 TC_SW_PKG_INTEGRITY_UNAU |To verify that a software upgrade cannot be performed on the DUT by an The DUT rejects software upgrade requests from unauthorized users.
THORIZED unauthorized user.
s TC_SW_PKG_INTEGRITY_EXPIR | To verify that the DUT rejects a software upgrade using an image with an expired | The DUT does not upgrade the software if the digital certificate of
ED diaital certificate. the software imaae has expired.
TC1 TC SDoC Verification To verify that the OEM has submitted the SDoC in the prescribed format. The OEM submits the SDoC in the prescribed format.
2.3.3 Source Code To verify the internal test report, excluding intellectual property-related The internal test report is submitted, including a summary of security
Security Assurance| TC2 | TC_Internal_Report_Verification |information, and ensuring that it includes a summary of the number of security  |vulnerabilities/weaknesses classified by risk.
vulnerabilities/weaknesses classified bv risk.
Known Malware To verify that the OEM submits a Self-Declaration of Conformity (SDoC) in the The OEM has submitted the SDoC in the prescribed format.
23.4 and backdoor Tc1 TC_KNOWN_MALWARE_DECLAR |prescribed format, stating that the product is free from all known malware as per
Check ATION_VALIDATION the malware signature database prescribed by NCCS and is also free from
backdoors.
The OEM submits list of necessary software components
PRE Obtain complete list of necessary software components available in the |along with their functions. The OEM submits undertaking -
RE Q_ PRE-REQUISITE DUT along with their functions. Obtain OEM undertaking - “"UDR does “UDR does not contain software that is not used in the
not contain software that is not used in the functionality of the UDR.” |functionality of the UDR.”
o TC_VERIFICATION_OF_INSTALL 'fl_l'lc;:egltfz )tt:\al;}\;i?etoi;ytgzil)lusilc_)ft\uare components (packages, libraries, binary 'fl_l'lt:; DUT lists all installed software packages, libraries, and binary
ED_SOFTWARE_AND_FILES re . .
No L d
2.3.5 To verify the list of necessary software components (along with their functions) | The OEM submits a list of necessary software components, along
SciLies TC2 TC_VEE;E(E:STIS%’:%/_\‘SEEM‘SU submitted by the OEM for accuracy and completeness. To verify that the OEM with their functions, and the undertaking in the prescribed format.
- undertakina is in the prescribed format.
TC_CONSOLIDATION_OF_OEM_ | To cross-check that the software components actually available in the DUT The software components installed in the DUT match the list of
TC3 | PROVIDED_AND_INSTALLED_S |exactly match the list of components submitted by the OEM. software components submitted by the OEM.
OFT WARE
TC_VERIFICATION_OF_ORPHAN |To verify that the DUT does not contain any orphaned packages or unnecessary |The DUT does not contain any orphaned packages or unnecessary
TC4 | ED_AND_UNWANTED_PACKAGE [files. files.
3
TC_To_verify_OEM_Documentat To \(erify that the OEM docqmentation provides the .req.uired prqtocols and The .OEM documentati.on clgarly specifies the required protocols and
TC1 ion services for the DUT, including a complete communication matrix. services for the DUT, including a complete and accurate
communication matrix.
T2 TC_To_verify_Unnecessary_serv | To verify that unnecessary or vulnerable services can be disabled on the DUT and |The DUT permits unnecessary services to be disabled and restricted.
23.6 Ur_mecessary ices are disabled remain disabled after reboot.
services removal 1C3 TC_To_verify_protocol_services |To verify that running services do not have any known vulnerabilities. The DUT has no known vulnerabilities in its running services.

disabled if vulnerable




TC4

TC_SERVICE_SCAN_VERIFICATI

To scan the available services on all interfaces after a factory reset or permanent
disabling of the relevant protocol.

The scan report properly documents all available ports for their
respective functions, and only documented and required services are

ON found to be available on the DUT.
TC1 | TC_FIRMWARE_PROTECTION To verify lthat the DUT firmware has a protection mechanism against The DUT firmware is protected against unauthorized access.
unauthorized access.
Restricting System| TC2 | TC_INTENDED_BOOT_MODE To verify that the DUT can boot only from the intended memory devices as The DUT boots only from the intended memory devices declared by
2.3.7 B declared bv the OEM. the OEM.
To verify that the DUT cannot boot from unintended memory devices. The DUT does not boot from unintended memory devices and boots
TC3 | TC_UNINTENDED_BOOT_MODE only from the intended memory devices declared by the OEM.
Tcl TC_TIME_SYNC_PROTOCOLS_O |To verify that all protocols available on the DUT for time synchronization are in  |All protocols available on the DUT for time synchronization are in
EM DECLARATION accordance with the OEM declaration. accordance with the OEM declaration.
To verify that communication between the DUT and the NTP server is secured as |The DUT uses secure protocols for communication with the NTP
T2 TC_Secure Time Synchronization |prescribed in Table 1 of the latest ITSAR on Cryptographic Controls. server as prescribed in Table 1 of the latest ITSAR on Cryptographic
For_ITSAR_Tablel_Comparison Controls.
Tc3 TC_Audit Log Verification ‘SI':tt\?:Zgy that audit logs are generated by the DUT for all changes to time The DUT logs all events related to changes in time settings.
Secure Time Tca TC_PTP_IMPLEMENTATION To vgnfy that. the DUT implements secure PTP in accordance with the applicable |PTP is successfully configured on the DUT with security requirements
2.3.8 Synchronization securitv reauirements. as per RFC 7384.
To manually change the time settings on the DUT using a privileged user account |A privileged user can successfully change the time settings on the
TC5 | TC_MANUALLY_CHANGE_TIME |and verify that the settings are retained after reboot and power-off. DUT manually, and the settings are retained after power-off.
To configure the DUT as an NTP client using a privileged user account to If the DUT does not retain time settings on its own, a privileged user
TC6 TC*NTP*CLIENJNCONFIGURAH synchronize time with an NTP server, if the DUT does not retain time settings by |can configure the DUT as an NTP client.
itself.
To configure and verify authentication between the DUT and the NTP/PTP server |The tester can successfully configure the authentication attributes of
TC7 | TC_AUTH_BTW_DUT_AND_NTP |so that the tester can configure the DUT's authentication attributes for accessing |the DUT for accessing the external NTP server.
the external NTP server.
PRE_ PRE-REQUISITE Obtain the list of essential services required for the operation of the OEM submits the list of essential services required for the
REQ DUT, as declared by the OEM. operation of the DUT.
i Tcl TC_SERVICE_BINDING_TO_SPE |To verify that running services are bound to their respective interfaces. DUT services are not reachable from any interface other than the
Restricted CIFIC INTERFACES interface to which thev are bound.
2.3.9 Reachability of © TC_REACHABILITY_TO_LEGITIM|To verify that only legitimate peers can connect to the DUT. The DUT is not reachable by illegitimate peers.
Services ATE PEERS ONLY
To verify that administrative services (e.g., SSH, HTTPS, RDP, ZTP, NETCONF, Administrative services (e.g., SSH, HTTPS, RDP, ZTP, NETCONF,
<3 TC_ADM_SERVICES_RESTRICTI [SNMP, etc.) are restricted to interfaces in the management plane only and are SNMP, etc.) are restricted to interfaces in the management plane
ON reachable only through authorized and configured management interfaces. only and are accessible only through authorized and configured
manaaement interfaces.
CRYPTO_MODULE_SELF_TESTIN To perform a self-test to identify failures in security mechanisms during boot-up  |[The DU‘!’ perforn_15 a self-test to detect failures '|n security
TC1 G (power-on or reboot). mechanisms during the boot-up of cryptographic modules, software,
firmware. etc.
CRYPTO_MODULE_CONDITIONA |To verify that the DUT performs a conditional self-test whenever a cryptographic |The DUT performs a conditional self-test each time a cryptographic
TC2 - L - o
L TESTING alaorithm is initiated. algorithm is initiated.
TC3 TC SEC MECH FAIL To perform a self-test to identify failures in the security mechanisms when The DUT performs a self-test to identify failures in its security
2.3.10 Self Testing i - instructed bv the administrator. mechanisms when instructed bv the administrator.
TC_CRYPTO_MODULE_INTEGRI To verify thz?t the mtggn?y pf the cryptographic module is checked before any The DpT invokes cryptographlc operations only after verifying the
TC4 cryptographic operation is invoked. integrity of the cryptographic module and does not downgrade the
TY_CHECK_FAILS N
modaule to an insecure state.
To verify that if the cryptographic module integrity verification fails, the If the cryptographic module integrity check fails, the module enters
TC_CRYPTO_MODULE_FAILURE X N - . P o X
TCS INDICATOR cryptographic module enters an error state and an appropriate error indicator is |an error state, which is verified through the corresponding alarms
- displaved. and loas.
PRE_ PRE-REQUISITE Obtain OEM declaration for the list of software and hardware functions |The OEM submits list of software and hardware components
REQ available in the DUT along with their functionality. available in DUT, along with their functionality.
TC_VERIFICATION_OF_INSTALL |To verify the list of installed hardware, software, and active services in the DUT. |The DUT lists the installed hardware, software, and active services.
TC1 | ED_SOFTWARE_AND_ACTIVE_S
ER VICES
To verify that the OEM declaration accurately documents all functions required for [The OEM submits documentation that includes a complete, accurate,
© TC_VERIFICATION_OF_OEM_DE |operation and does not include unused or optional components. and minimal list of software and hardware functions required for the
2.4.1 No Unused CLARED_FUNCTIONS_LIST DUT's operation, along with confirmation that no unused functions
Functions are nresent.
TC_IDENTIFICATION OF DUT To verify that the hardware and software functions available within the DUT The hardware and software functions available within the DUT
TC3 | FUNCTIONS_AND_VALIDATION exactly match the list of necessary functions declared by the OEM. exactly match the list of necessary functions declared by the OEM.
_AG AINST_ REQUIREMENT
TC__VERIFICATION_OF_SOFTW To verify that unused software functions in the DUT can be individually deleted, |Unused software functions in the DUT can be individually deleted,
TC4 ; . ] .
ARE FUNC uninstalled. or permanentlv deactivated. uninstalled. or permanentlv deactivated.
Tcs TC_VERIFICATION_OF_HARDW |To verify that unused hardware functions (interfaces) in the DUT can be Unused hardware functions (interfaces) in the DUT can be
ARE FUNC individuallv and permanentlv disabled. individuallv and permanentlv disabled.
To verify that all hardware and software components present and running in the |The DUT does not contain any hardware or software components
TC1 TC_No_Unsupported_componen DUT are still supported and have not reached end of life (EoL) or end of support |that have reached EoL or EoS.
242 No Unsupported ts (EoS)
o Comp 0o)._ . — - - — -
T TC_OEM_UNDERTAKING To verify that the OEM has submitted the undertaking in the prescribed format.  [The OEM has submitted the undertaking in the prescribed format as
recommended on 15/09/2025.
PRE Obtain undertaking from OEM "The UDR does not contain any wireless,
Avoidance of REO PRE-REQUISITE optical, magnetic or any other component that may be used as a covert |The OEM submits the required undertaking.
2.4.3 | Unspecified mode Q channel." .
of Access Tc1 TC_COVERT_CHANNEL_OEM_U |To verify that the OEM has submitted the undertaking in the prescribed format. |The OEM submits the undertaking in the prescribed format.
NDERTAKING
TC_AUDIT_LOG_ACCESS_CONT To verify local acceS§ F:ontrol for reqd! write, and delgtg operations on security Only authoriged users with appropriate privileges have local access
TC1 ROL CLI event log files for privileged, non-privileged, and administrator users. to the security event log files.
25.1 Audit trail storage —
e and protection To verify remote access control for read, write, and delete operations on security |Only authorized users with appropriate privileges have remote
TC_AUDIT_LOG_ACCESS_CONT L L - "
TC2 ROL SSH event log files for privileged, non-privileged, and administrator users. access to the security event log files.
TC_INCORRECT_LOGIN_ATTEM To verify that the DUT records all incorrect user login attempts. The DUT sluccessfully records incorrect login attempts by users. The
TC1 PTS logs contain the username, source IP address, event outcome, and
timestamp.
To verify that the DUT records all access attempts to accounts with system The DUT successfully records user details for all access attempts to
TC2 | TC_ADMINISTRATOR_ACCESS privileges. accounts with system privileges. The logs contain the username,

source IP address, event outcome, session duration, and timestamp.




TC3

TC_ACCOUNT_ADMINISTRATIO

To verify that the DUT records all account administration activities, including
configuration, deletion, enabling, and disabling.

The DUT successfully records all account administration activities,
including configuration, deletion, enabling, and disabling. The logs
contain the administrator username, administered account, activity

N
performed, event outcome (success or failure), and timestamp.
To verify that the DUT records events triggered when system parameter values, |The DUT successfully records events triggered when system
TCa TC_RESOURCE_USAGE such as disk space and CPU load, exceed their defined thresholds for a specified par_ameter values, such as disk space and CPU load, exceed their
period. defined thresholds. The logs contain the exceeded parameter,
threshold value. event outcome. and timestamn.
To verify that the DUT records all configuration changes. The DUT successfully records all configuration changes. The logs
TC5 | TC_CONFIGURATION_CHANGE contain the e_vent, username of the accpunt that initiated the
change, details of the changes made, timestamp, and event
outcome.
To verify that the DUT records any actions that cause a reboot, shutdown, or The DUT successfully records any action that causes a reboot or
TC6 TC_REBOOT/SHUTDOWN/CRAS |crash of the DUT. shutdown and any unintentional crash of the DUT. The logs contain
H the action performed, username, event outcome, and timestamp.
The DUT successfully records all changes in the status of its
TC7 TC—INTERFACZ—ESTATUS—CHAN To verify that the DUT records all changes in the status of interfaces of the DUT. |interfaces. The logs contain the interface name and type, interface
status. event outcome. and timestamb.
To verify that the DUT records all changes to group membership for user The DUT successfully records all changes to group membership for
Tc8 TC_CHANGE_OF_GROUP_MEMB accounts. u(sjer.a_ccoun;:s. The logs cqntain trt}e adrr;linistrator gze;name, g
ERSHIP_OR_ACCOUNTS administere accountf activity performed (group added or removed),
event outcome, and timestamp.
The DUT successfully records password resets performed by the
TC9 | TC_RESETTING._PASSWORDS To vgljfy that the DUT records resetting of user account passwords by the adm!n!strator. The logs canaln the administrator username,
administrator. administered account, activity performed, event outcome, and
timestamn.
Audit Event The DUT successfully records the starting and stopping of services.
2.5.2 et TC10 TC_SERVICES To verify that the DUT records starting and stopping of services on the DUT. The logs contain the service identity, activity performed (start, stop,
etc.). timestamp. and event outcome.
The DUT successfully records unsuccessful certificate validation
TC11 TC?X.5097CE\F_{I:II'§’\I‘CATE7VALID To verify that the DUT records unsuccessful attempt to validate a certificate. attempts. The logs contain the timestamp, reason for failure, subject
identitv. and event tvoe.
To verify that the DUT records attempts to initiate a manual update, initiation of |The DUT successfully records: a. Attempts to initiate a manual
TC12 TC_SECURE_UPDATE the update, and completion of the update. update b. Inlt@tlon of the _updqte c.‘ Completion of the update
The logs contain the user identity, timestamp, event outcome, and
activitv nerformed.
The DUT successfully records changes in its time settings. The logs
. - ] contain the old time value, new time value, timestamp, origin of the
TC13 TC_TIME_CHANGE To verify that the DUT records changes in time settings. ! 4 .
- - Uiy recor ges In i ng attempt to change the time (IP address), subject identity, event
outcome. and user identitv.
To verify that the DUT records any attempt to unlock an interactive session, The DUT successfully records: a. Attempts to unlock an interactive
termination of a remote session by the session-locking mechanism, and session b. Termination of a remote session by the session-locking
Tc14 | TC-SESSION_UNLOCKING/TERM| termination of an interactive session. mechanism c. Termination of an interactive session
INATION The logs contain the user identity, timestamp, event outcome,
subject identity, activity performed, and event type.
To verify that the DUT records the initiation, termination, and failure of trusted The DUT successfully records the initiation, termination, and failure
TC_TRUSTED_COMMUNICATION | communication paths. of trusted communication paths. The logs contain the timestamp,
Tcis | -PATHS_WITH_IT_ENTITIES_A initiator identity (as applicable), target identity (as applicable), user
ND_FOR_AUTHORIZED_REMOT identity (in case of remote administrator access), event type, and
E_ADMINISTRATORS event outcome (success or failure, as applicable).
The DUT successfully records changes to audit data, including
deletion of audit data. The logs contain the timestamp, event type
TC16| TC_AUDIT DATA_CHANGES To verify that the DUT records changes to audit data including deletion of audit .(aUd'.t data de_letlop or m_ofjlflcatlon), event outcome, subject i
data. identity, user identity, origin of the attempt to change the audit data
(IP address), and details of the data deleted or modified.
To verify that the DUT records all uses of identification and authentication The DUT successfully records all uses of identification and
mechanisms during user login. authentication mechanisms during user login. The logs contain the
TC17 | TC_USER_LOGIN_AND_LOGOFF
- - - user identity, origin of the attempt (IP address), timestamp, and
event outcome.
To verify that the DUT records any packet-matching failure against an ACL or a | The DUT successfully records any packet-matching failure against an
TC18 TC_ACL_RULE rule that allows packet traversal through the router. ACL or a rule that allows packet traversal through the router.
Tc1 TC_LOG_EXPORT_PROTOCOLS_ |To verify that all the protocols available in the DUT to export the logs are as per |The protocols available in the DUT for exporting logs match those
OEM DECLARATION the OEM declaration. specified in the OEM declaration.
T2 TC_FORWARDING_SECURITY_E |To verify that the DUT forwards security event logs to an external (syslog) server. | The DUT forwards security event logs to an external (syslog) server.
VENT
T3 LOCAL STORAGE To verify that the DUT stores audit logs locally and has sufficient storage to retain | The DUT generates audit logs locally without an external log server
— at least two davs of audit data. and retains at least two davs of audit data.
To verify that the DUT securely exports security event logs to a centralized or The DUT successfully transmits security logs to the centralized server
2.5.3 | Secure Log Export TCa SECURE_LOG_TRANS_TO_CENT |external system using rsyslog, SFTP, or any other protocol used by the DUT, with |using approved cryptographic controls/protocols as per Table 1 of
R_STORAGE approved cryptographic controls/protocols as per Table 1 of the latest ITSAR on |the latest ITSAR on cryptographic controls.
crvntoaranhic controls.
TC_LOG_BUFFER_BEYOND_THR |To verify the behavior of the DUT when the log buffer exceeds its default Do not finalize this Expected Result until you confirm what the
TCS R " . N
ESHOLD threshold size. applicable reauirement specifies for loa-buffer overflow.
06 TC_DUT_ALERTS_ADMIN_IN_CA To Vﬁl’lfy that thethJr"I' s:jen;js ;nt:ler‘;‘ttl)dthe administrator when the log buffer The EUT sends ag atI:rt;oftheltatﬂmlnrl‘stll('jator when the log buffer
SE_LOG_BUFFER_EXCEEDS | eaches or exceeds the default threshold. reaches or exceeds the default threshold.
To verify that the DUT logs access to personal data and identifies the user who | The DUT successfully logs access to personal data. The logs contain
TC_LOGGING_ACCESS_TO_PER : o Lo . h . ;
3 TC1 SONAL DATA accessed it. The log must contain information identifying who accessed which information about the user and the data accessed. Personal data is
2.5.4 Logging access to - data. The loa must not reveal personal data in clear text. not revealed in clear text.
personal data To verify that personal data stored in the log files does not allow direct Personal data stored in the log files does not allow direct
TC_SECURING_SUBSCRIBER PR |. PP Ny . - o ) e y . -
TC2 IVACY identification of a subscriber and does not result in a privacy violation. identification of a subscriber and does not result in a privacy
violation.
Obtain the list of connected entities with DUT and the method of secure
PRE_ -~ communication with each entity with details of interface, protocol stack . - . -
REQ PRE-REQUISITE implemented, configuration, detailed procedure of establishing The OEM submits information as per pre-requisite.
communication with each entity and any other details required.
TC_SECURE_COMM_PROTOCOL To verify that all protogqls availfible in the DUT ysed to communicatg with All protocols ayéilable ip the DUT used Fo communicate with external
TC1 external connected entities are in accordance with the OEM declaration. connected entities are in accordance with the OEM declaration.

S_OEM_DECLARATION




To verify that the UDR establishes secure cryptographic communication with

The DUT establishes communication strictly using TLS 1.2 or TLS 1.3

TC2 TC_API_ACCESS_OVER_TLS |other NFs over the SBI interface using only approved TLS protocols and cipher with approved cipher suites.
suites.
) To verify that the UDR supports only cipher suites compliant with Table 1 of the |The DUT rejects weak TLS versions and denies any API access
Cryptographic <3 TC_REJECT_API_ACCESS_WITH |latest ITSAR on cryptographic controls and does not support weak TLS versions. |attempted without TLS. The DUT supports only cipher suites
2.6.1 Based Secure OUT_TLS compliant with Table 1 of the latest ITSAR on cryptographic controls.
C ication
TC ALLOW SSH WITH STRON To verify that the UDR accepts SSH connections on the OAM interface using only |The DUT allows SSH connections using SSHv2 with strong, approved
TC4 - G* CIPﬁERS - approved ciphers as per Table 1 of the latest ITSAR on cryptographic controls. cipher suites as per Table 1 of the latest ITSAR on cryptographic
- controls.
Tcs TC_REJECT_SSH_WITH_WEAK_ | To verify that attempts to connect using weak or null SSH ciphers are rejected by |The DUT rejects SSH connections that attempt to use weak or non-
CIPHERS the UDR and that non-compliant ciphers are blocked. approved cipher suites.
To verify that the UDR communicates securely with its internal database using The DUT ensures that the internal database connection uses TLS to
TC_VERIFY_DATABASE_TLS_CO
TC6 - ﬁNECI’ION — " |only approved cryptographic controls, as per Table 1 of the latest ITSAR on encrypt and secure data in transit.
crvbtoaraphic controls.
To verify that all other protocols available in the DUT used to communicate with |The DUT ensures that all other protocols available in the DUT used
Tc7 TC_OTHER_SECURE_COMM_PR |connected entities strictly use secure cryptographic controls prescribed in Table 1 [to communicate with connected entities strictly use secure
OTOCOLS of the latest ITSAR on Cryptographic Controls. cryptographic controls prescribed in Table 1 of the latest ITSAR on
Crvotoaranhic Controls.
To verify that the OEM has submitted self-certified test reports for the The OEM submits the required self-certified test report for the
cryptographic module embedded in the UDR (in the form of hardware, software, |cryptographic module.
Tcl TC_CRYPTOGRAPHIC_MODULE_|or firmware) that provides security services such as authentication, integrity, and
SECURITY_ASSURANCE confidentiality, and that the module is designed and implemented in compliance
Cryptographic with FIPS 140-2 or later, as prescribed by applicable NIST standards.
2.6.2 Module Security - - — - - — .
e a— To verify that the OEM has submitted the undertaking in the prescribed format The OEM provides the undertaking in the prescribed format.
stating that the cryptographic module embedded in the DUT (in the form of
T2 TC_OEM_DECLARATION hardwalfe, §0ftware, or firmware) that Prc_:vic?es se_curity servi.ces such as )
authentication, integrity, and confidentiality is designed and implemented in
compliance with FIPS 140-2 or later, as prescribed by applicable NIST standards.
TC_CRYPTOGRAPHIC_ALGORIT To verify thz?t the QEM hqs submitted sglf-certiﬁed test reports regarding the The.OEM has submitted the rgquired'self-certiﬁed test reports for
TC1 | HMS IMPLEMENTATION SECUR cryptographic algorithms implemented in the cryptographic module of the UDR the implemented cryptographic algorithms.
Cryptographic — = i i i
ryptograp and that they comply with the respective latest FIPS standards for the specific
Algorithms ITY_ASSURANCE ; -
2.6.3 3 gort S crvntoaranhic alaorithms.
implementation To verify that the OEM has submitted an undertaking and self-certified test The OEM submits the undertaking in the prescribed format.
Security Assurance T2 TC_OEM_DECLARATION reports declfaring that all cryptographic algorithms implemented within the DUT's
cryptographic module comply with the respective latest FIPS standards.
Tcl TC_MAINTENANCE_MODE_VERI |To verify that the DUT provides a configurable maintenance mode option to The DUT provides a configurable maintenance mode option to
) FICATION authorized privileaed users only. authorized privileaed users only.
PI‘O_tECtIHQ d_ata To verify that the DUT does not reveal confidential system internal data (such as |The DUT does not reveal confidential system internal data in clear
and l“f?rmat_lon - TC_CONFIDENTIAL_SYSTEM_IN error logs and trace ﬁle§) in clear text through any function qr interface during text through any function or interface during normal or debug
2.6.4 Confidential TC2 TERNAL DATA normal or debug operation when the system is not under maintenance (normal  |operation.
System Internal - operational mode). To verify that error logs, trace files, and alarms/monitors do
Data not reveal confidential svstem internal data
TC3 | TC_CONFIG_BACKUP_EXPORT To VEI’IfY that the configuration backup package does not reveal confidential The confl_guratlon be_ackup package export does not reveal any
svstem internal data. confidential svstem internal data.
TC_SENSITIVE_DATA_ACCESS_ |To verify that read access to sensitive data stored in the DUT is restricted to The DUT restricts read access to sensitive data and allows access
TC1 R R
PROTECTION authorized users onlv. onlv to authorized users.
TC_CLEAR_TEXT_AUTHENTICAT To ver!fy that |dent|ﬁcat|or_1 and authentication data requiring readable access for |The DUT does not store |dent|f|cat|o.n and authgntlcatlon data? in
TC2 operations are not stored in clear text and are protected using encryption or clear text and protects such data using encryption or scrambling
: ION_DATA_PROTECTION " .
Protecting data scrambling. mechanisms.
2.6.5 |and information in To verify that stored files and sensitive system files of the UDR are protected The DUT protects stored files and sensitive system files against
TC_STORED_FILE_INTEGRITY_P 5 - I . - - - o ; . Ny
storage TC3 ROTECTION against unauthorized modification using approved cryptographic integrity and non-|unauthorized modification using approved cryptographic integrity
repudiation controls. and non-repudiation contrals.
N . - g . . The DUT hashes sensitive data using cryptographic controls
TCA | TC_SENSITIVE_DATA_HASHING | 1 Verify that sensitive data not requiring clear-text access is hashed using prescribed in the latest ITSAR on Cryptographic Controls and does
approved cryptographic controls. N
not store such data in clear text.
. " . . OEM provides the list of system functions, software
PRE_ PRE-REQUISITE Obt_am th? yeuotisystem _funchons, so_ftw are t_:omp_onents BnciSenyices components and services available in DUT for copying the
REQ available in DUT for copying the data in transit or in use. A - y
data in transit or in use.
TC_DATA_COPY_PROTECTION_ |To verify that data-copying functions for data in use or transit are permitted only |[The DUT allows data-copying functions only for authenticated and
TC1 . N X
Protection MECHANISMS for aut_hentlcated and authorized users. _ i _ _ authorized users. _ _ i
2.6.6 Copy of Data o TC_LOGGING_AND_AUDITING. ;I'o ve;lfy that the use of system functions for copying data in use or in transit is Thf DU?I; logs the use of system functions for copying data in use or
OF_UNAUTHORIZED_ACCESS |'°998¢: in transit.
TC_UNAUTHORIZED_ DATA_COP To \_/erify all protective_ measures implemer_1tfed ip the DUT against the use of The DUT. implements pro_tective measures that prevent copying of
TC3 available system functions or software residing in the UDR to create copies of data for illegal transmission.
Y_PREVENTION . L
data for illeaal transmission.
PRE_ PRE-REQUISITE Obtain the list of overt channels such as FTP, HTTP, HTTPS IM, P2P, OEM subnmits list of overt channels that can be configured
REQ Email etc. available in the DUT. and initiated in DUT.
TC_Prevention_of_data_exfiltrati| To verify that the UDR has mechanisms to prevent data exfiltration attacks The DUT prevents data exfiltration over overt channels.
TC1 . . . B §
on attack. involvina the theft of data in use and data in transit.
TC_Forbid_auto- To verify that establishment of outbound overt channels is forbidden when they |The DUT prevents auto-origination of outbound overt-channel
Protection against | TC2 |initiation_of_outbound_overt_ch |are auto-initiated or auto-originated by the UDR. connections.
2.6.7 | data exfiltration - annels.
Overt channel TC_Session_logs_generation_of |To verify that session logs are generated for the establishment of every session | The DUT generates session logs for every session initiated by the
TC3 N - )
any_session initiated bv either the user or the DUT. user or the DUT.
Tc4 TC_AUTH_USER_DATA_TRANSF |To verify that an authorized user is able to perform outbound data export (file An authorized user is able to perform outbound data export (file
ER transfer) usina an overt channel such as SFTP or SCP. transfer) usina an overt channel such as SFTP or SCP.
TC UNAUTH USER DATA TRAN To verify that an unauthorized user cannot perform outbound data transfer using |An unauthorized user cannot perform outbound data transfer using
TCS - _SFER_ - an overt channel such as SFTP, SCP, or any other supported mechanism. an overt channel such as SFTP, SCP, or any other supported
mechanism.
Obtain the list of services such as DNS Tunnel, HTTPS Tunnel, ICMP . . - .
ERES PRE-REQUISITE Tunnel, TLS, SSL, SSH, IPSEC VPN, RTP Encapsulation etc. available in | OF Provides the list of tunneling services that can be
REQ the DUT. configured and initiated in DUT
Protection against | TC1 TC_Prevention_of_data_exfiltrati To verify that the UDR has. mechanisms to _prevent. data exfiltration attacks The DUT prevents data exfiltration over covert channels.
2.6.8 | data exfiltration - on attack involvina the theft of data in use and data in transit.
g w— TC_Forbid_auto- To verify that establishment of outbound covert channels and tunnels is forbidden | The DUT prevents auto-origination of outbound covert-channel
TC2 |initiation_of_outbound_covert_c |when they are auto-initiated or auto-originated by the UDR. connections.
hannels
TC_Session_logs_generation_of | To verify that session logs are generated for the establishment of every session | The DUT generates session logs for every session initiated by the
TC3 H -
any_session initiated bv the user or the DUT. user or the DUT.
To verify that the UDR responds correctly to a request containing a valid JSON The DUT safely handles oversized JSON input without crashing or
TC1 JSON input length validation |payload and safely handles a JSON payload with excessive length received from  |exhibiting abnormal behavior and returns a valid error response.

an NF consumer.




JSON data type and structure

To verify the UDR's response to JSON fields with incorrect data types or an invalid

The DUT rejects malformed or incorrectly typed JSON payloads with

e validation JSON pavload structure. appropriate error responses.
TC3 JSON specification compliance |To verify that the UDR validates received JSON requests for the presence of The DUT rejects JSON requests that are missing mandatory fields.
validation mandatorv information elements.
Tca HTTP method error handling To verify that thg UDR correctly handles protocol-level errors caused by The DUT rejects unsupported HTTP methods with appropriate HTTP
unsupported or invalid HTTP methods. error codes.
TC5 | JSON nesting depth handling To ver{fy that the UDR safely handles complex input structures containing The pUT safely handles geeply ne§ted JSON payloads without
System robustness excessive JSON nestina depth. crashing or causing service dlSI’thIOn.. N
. . S To verify that the UDR properly validates and handles input values containing The DUT rejects JSON payloads containing invalid characters or
2.6.9 against TC6 | JSON input value whitelisting X N " ] A
U ted Input characters outside the permitted value set. i disallowed escape seauences throuah input validation.
HTTP/2 protocol robustness fuzz To verify the UDR's behavior and resilience when subjected to malformed or The DUT securely handles malformed or fuzzed HTTP/2 inputs
TC7 p testing fuzzed HTTP/2 traffic on its exposed application port. without impacting service availability or stability during fuzz testing.
To evaluate the UDR's robustness against malformed or fuzzed TLS handshake The DUT securely handles malformed or fuzzed TLS handshake
TC8 s handshatl;est:ﬁzustness fuzz packets at the transport layer. inputs at the transport layer without impacting service stability or
availabilitv.
To verify that the DUT securely validates, rejects, and handles malformed, invalid, | The DUT securely validates and processes unexpected, malformed,
unexpected, oversized, or fuzzed inputs across all supported protocols, interfaces, |invalid, oversized, deeply nested, protocol-violating, or fuzzed inputs
TC_OTHER_PROTOCOLS_INTER - " X - N ) . L
TCO APIs, message formats, and communication channels without causing crashes, by rejecting them with appropriate error responses while maintaining
FACES_COMM_CHANNELS ) N ) ) N : N R PRI By "
resource exhaustion, service disruption, security bypasses, or abnormal behavior. |service availability, stability, integrity, and security.
Tc1 TC_Mechanism_for_secure_back To verify that the DUT provides a mechanism to back up sensitive data, The DUT supports a mechanism to securely store backups of
2.6.10 Security of backup up of sensitive data confiauration data. and loa files. sensitive data. confiauration data. and loa files.
e data o) TC_BACKUP_AND_RESTORATIO |To verify that an effective backup and restoration strategy is implemented and An effective backup and restoration strategy is implemented and
N VERIFICATION documented for the DUT. documented for the DUT.
Tc1 TC_SECURE_DELETION_OF_SEN |To verify that the DUT supports secure deletion of sensitive data by authorized The DUT allows only authorized users to perform secure deletion of
2.6.11 Secure deletion of SITIVE DATA users. sensitive data.
e sensitive data TC_SENSITIVE_DATA_RECOVER |To verify that sensitive data deleted from the DUT cannot be recovered through |Sensitive data securely deleted from the DUT cannot be recovered
TC2 . N
Y VERIFICATION forensic means. throuah forensic means.
TC_PACKET_FILTERING__LOGGI To _verlfy that the DUT s_upports Iogglng of dropped packets and records filtering Thg DUT gener.ates logs for dropped Packets and records filtering
TC1 NG actions for troubleshooting and audit purposes. actions as configured for troubleshooting and audit purposes.
TC_PACKET_FILTERING_IP_POR To verify that the DUT can filter packets based on source IP address, destination |The DUT succes.sful.ly filters traffic based on configured source IP
TC2 T BASED IP address, port number, and protocol header values. addresses, destination IP addresses, port numbers, and protocol
- header values.
Tc3 TC_PACKET_FILTERING_RESET_ | To verify that the DUT provides a mechanism to reset accounting counters The DUT successfully resets accounting counters without affecting
ACCOUNTING associated with filterina rules without affectina active filterina rules. active filterina rules or traffic-filterina operations.
TC_PACKET_FILTERING_ENABL |To verify that the DUT provides a mechanism to individually enable or disable The DUT allows individual filtering rules to be enabled or disabled
TC4 I . . Than
Traffic Filtering — E DISABLE confiaured filterina rules. without affectina other confiaured filterina rules.
To verify that the DUT can filter packets at the Network Layer, perform permit The DUT successfully filters packets at the Network Layer according
2.7.1 Network Level TC_PACKET_FILTERING_ACCEP A o T - . . o 5
- TCS (accept) actions based on configured filtering rules, and maintain accounting to configured permit rules and accurately maintains accounting
Requirement T_NETWORK_LAYER
counters for accepted traffic. counters for accepted traffic.
To verify that the DUT can filter packets at the Network Layer, perform deny The DUT successfully filters packets at the Network Layer according
TC_PACKET_FILTERING_DENY_ N " A - . - :
TC6 (drop) actions based on configured filtering rules, and maintain accounting to configured deny rules and accurately maintains accounting
NETWORK_LAYER ) )
counters for drooped traffic. counters for drooped traffic.
To verify that the DUT can filter packets at the Transport Layer, perform permit |The DUT successfully filters packets at the Transport Layer according
TC_PACKET_FILTERING_ACCEP A o R . . . S A
TC7 (accept) actions based on configured filtering rules, and maintain accounting to configured permit rules and accurately maintains accounting
T_TRANSPORT_LAYER
counters for accepted traffic. counters for accepted traffic.
To verify that the DUT can filter packets at the Transport Layer, perform deny The DUT successfully filters packets at the Transport Layer according
TC_PACKET_FILTERING_DENY_ N " _—— - . - ;
TC8 (drop) actions based on configured filtering rules, and maintain accounting to configured deny rules and accurately maintains accounting
TRANSPORT_LAYER ) )
counters for droobped traffic. counters for drooped traffic.
Tc1 TC_OAM_to_DUT_via_OAM_Inte |To verify that the DUT allows only management-plane traffic through the OAM The DUT allows only management-plane traffic through the OAM
rface interface. interface.
T2 TC_OAM_to_DUT_via_SBI_Inter | To verify that the DUT denies management-plane traffic through the control-plane|The DUT rejects management-plane traffic through the control-plane
face interface. interface.
T3 TC_AMF_to_DUT_via_SBI_Interf|To verify that the DUT allows only control-plane traffic through the control-plane |The DUT allows only control-plane traffic through the control-plane
ace interface. interface.
2.7.2 | Traffic Separation | TC4 TC?AMF?to,D:;;;evia,OAM,Inte To verify that the DUT denies control-plane traffic through the OAM interface. The DUT rejects control-plane traffic through the OAM interface.
To verify that control-plane and O&M traffic are physically separated through out- | The control-plane and O&M networks are physically separated and
TCS TC_PHYSICAL_SEPARATION  |of-band management. independently configurable through distinct hardware ports.
To verify that control-plane and O&M traffic are logically separated through in- The control-plane and O&M networks are logically separated through
TC6 TC_LOGICAL_SEPARATION  |band management when using a single physical interface. distinct configurations, such as VLANs, on the same physical
interface.
ren | TC-SOURGE ADDRESS REACHA L2 e e coming marace, - "> |adares traugh the Incoming nerface befoe procesang he
2.7.3 | Traffic Protection BILITY_VERIFICATION  |P@ 9 9 : o 9 9 P g
Eactisecoling T2 TC_ANTI_SPOOFING_PACKET_R |To verify that the DUT rejects or discards packets received on an interface when |The DUT discards spoofed packets with unreachable source
EJECTION the source IP address is not reachable throuah that interface. addresses and does not process such packets.
PRE_ PRE-REQUISITE Obtain the list of available protection mechanisms against DDoS OEM provides the list of available protection mechanisms
REQ attacks. against DDoS attacks.
Tc1 TC_OEM, Vendor, etc., To verify the list of available protection mechanisms in the DUT against DDoS The DUT has protection mechanisms against DDoS attacks, as
Network Level and document Verification. attacks throuah OEM documentation. documented and verified throuah the OEM documentatio_n.
2.8.1 Application Level | TC2 TC_Syn Flood. To verify that the DUT has a network-level DDoS attack prevention mechanism. ;heec rIi)ali':'g&ossesses a network-level DDoS attack prevention
DDoS T3 TC_Http2 High Request Rate |To verify that the DUT has an application-level DDoS attack prevention The DUT possesses an application-level DDoS attack prevention
Flood mechanism. mechanism.
To verify that the DUT properly handles requests that may lead to memory The DUT has mechanisms to protect against memory exhaustion and
TC4 | TC_Http2 Large Payload Flood |exhaustion or DDoS conditions by rejecting such requests or degrading gracefully |DDoS conditions and does not become impaired, unresponsive,
without crashina or restartina. crash. or restart.
PRE_ PRE-REQUISITE Obtain the list of available protection mechanisms against Excessive OEM provides the list of available protection mechanisms
REQ overload. against Excessive overload.
Tci TC_OEM, Vendor, etc., To verify the OEM documentation regarding the system protection mechanisms | The OEM documentation specifies the system protection mechanisms
2.8.2 Excessive Overload document Verification. for overload situations. and procedures for overload situations.
e Protection T2 | TC Excessive Overload Scenario To verify that the DUT does not enter an insecure state during an excessive The DUT acts predictably during an excessive overload situation in
— overload situation. as specified in the OEM documentation. accordance with the OEM documentation.
To verify that the DUT handles large payloads without memory exhaustion and The DUT behaves predictably under excessive overload conditions
TC3 | TC_Large Data to API Endpoints |maintains a stable and secure state without crashes or undefined behavior. caused by large payloads or memory exhaustion.
TC_VERIFY_ To verify that the DUT's performance does not degrade under a SYN flood attack |The performance of the DUT does not degrade under a SYN flood
TC1 |ROBUSTNESS_AGAINST_SYN_FL|due to excessive CPU or memory utilization. attack.
00D ATTACK
TC_VERIFY_ To verify that the DUT's performance does not degrade under a LAND attack due |The performance of the DUT does not degrade under a LAND attack.
TC2 | ROBUSTNESS_AGAINST_LAND_ |to excessive CPU or memory utilization.

ATTACK




TC_VERIFY_

To verify that the DUT's performance does not degrade under a Smurf attack due

The performance of the DUT does not degrade under a Smurf

Interface TC3 | ROBUSTNESS_AGAINST_SMURF |to excessive CPU or memory utilization. attack.
2.83 ness ATIACK
Requirements TC_VERIFY_ To verify that the DUT's performance does not degrade under a Teardrop attack |The performance of the DUT does not degrade under a Teardrop
TC4 | ROBUSTNESS_AGAINST_TEARD |due to excessive CPU or memory utilization. attack.
ROP_ATTACK
TC_VERIFY_ To verify that the DUT's performance does not degrade under a Ping of Death The performance of the DUT does not degrade under a Ping of
TC5 | ROBUSTNESS_AGAINST_PING_ |attack due to excessive CPU or memory utilization. Death attack.
OF DEATH ATTACK
TC_VERIFY_ROBUSTNESS_AGAI | To verify that the DUT's performance does not degrade when uncorrelated reply |The performance of the DUT does not degrade when uncorrelated
TC6 | NST_UNCORRELATED_REPLY_P |packets are received. reply packets are received.
ACKET ATTACK
PRE_ PRE-REQUISITE Obtain the list of all the protocols supported by DUT at network and OEM provides a document containing list of all protocols
REQ application level. supported by DUT at network and application level.
TC PROTOCOLS UNDER OEM To verify that all protocols available in the DUT at the network and application All protocols available in the DUT at the network and application
TC1 - DECLARATION ~ |levels that are subjected to fuzzing are as per the OEM declaration. levels that are subjected to fuzzing match the OEM declaration.
To fuzz the TCP-IPv4 protocol using generation-based fuzzing and verify the DUT |The TCP-IPv4 protocol passes the fuzzing test, and the DUT remains
TC2 TCP_Protocol_Fuzzing logs for stable operation during fuzzing. in a stable state. The same is verified through the DUT logs.
To fuzz the IPv4 protocol using generation-based fuzzing and verify the DUT logs |The IPv4 protocol passes the fuzzing test, and the DUT remains in a
TC3 IPv4_Protocol_Fuzzing for stable operation during fuzzing. stable state. The same is verified through the DUT logs.
To fuzz the IPv6 protocol using generation-based fuzzing and verify the DUT logs |The IPv6 protocol passes the fuzzing test, and the DUT remains in a
TC4 IPv6_Protocol_Fuzzing for stable operation during fuzzing. stable state. The same is verified through the DUT logs.
To fuzz the ARP client protocol using mutation-based fuzzing and verify the DUT |The ARP client protocol passes the fuzzing test, and the DUT
TCS ARP_Protocol_Fuzzing logs for stable operation during fuzzing. remains in a stable state. The same is verified through the DUT logs.
To fuzz the SSHv2 server protocol using generation-based fuzzing and verify the |The SSHv2 protocol passes the fuzzing test, and the DUT remains in
Fuzzing Network TC6 SSH_Protocol_Fuzzing DUT logs for stable operation during fuzzing. a stable state. The same is verified through the DUT logs.
2.9.1 and Application
f;;l ! To fuzz the SNMPv3 protocol using generation-based fuzzing and verify the DUT |The SNMPv3 protocol passes the fuzzing test, and the DUT remains
TC7 SNMP_Protocol_Fuzzing logs for stable operation during fuzzing. in a stable state. The same is verified through the DUT logs.
To fuzz the IPsec protocol using mutation-based fuzzing and verify the DUT logs |The IPsec protocol passes the fuzzing test, and the DUT remains in a
TC8 IPSec_Protocol_Fuzzing for stable operation during fuzzing. stable state. The same is verified through the DUT logs.
To fuzz the Diameter protocol using generation-based fuzzing and verify the DUT |The Diameter protocol passes the fuzzing test, and the DUT remains
TC9 Diameter_Protocol_Fuzzing  |logs for stable operation during fuzzing. in a stable state. The same is verified through the DUT logs.
To fuzz the HTTP/2 protocol using mutation-based fuzzing and verify the DUT The HTTP/2 protocol passes the fuzzing test, and the DUT remains
TC10 HTTP2_Protocol_Fuzzing logs for stable operation during fuzzing. in a stable state. The same is verified through the DUT logs.
To fuzz the TLS handshake using mutation-based fuzzing and verify the DUT logs |The TLS handshake passes the fuzzing test, and the DUT remains in
TC11 TLS_Handshake_Fuzzing for stable operation during fuzzing. a stable state. The same is verified through the DUT logs.
. To fuzz GTP protocol using generation based fuzzing and verify the DUT logs for |The GTP protocol is PASSED by the fuzzing tool and DUT behaves in
ez SIS EcteceRiuzzing stable operation during fuzzing. a stable state. The same is verified from the DUT logs.
TC_OTHER_PROTOCOLS_FUZZI To fuzz al! other. externally reachaple protocols at the network and applicat!on The DUT remains in a stable state' whgn all externally rgachable
TC13 NG levels available in the DUT and verify the DUT logs for stable operation during protocols at the network and application levels are subjected to
fuzzina. fuzzina.
PRE_ Obtain the list of all services and ports required for the functioning of OEM submits the list of ports and services associated with
PRE-REQUISITE
REQ the DUT. these ports.
Tcl TC_VERIFICATION_OF_NETWO |To verify the availability of network services on the documented ports that are Only the documented network services on the specified ports are
RK SERVICES necessary for the operation of the DUT. available and respondina.
o TC_VERIFICATION_OF _PORT To ;l)erfo;m ? TCIf’ gort scan o; all interfaces of the DUT and verify the results ;I"he I;sgl of open pgrts |dent|f|gd Zh;oug: TCP scqnnln% r;atlc)TJeTs the
2.9.2 Port Scanning _ SCANNING_TCP against the list of documented ports. ist of documented ports required for the operation of the .
o TC_VERIFICATION_OF _PORT To ;l)er:ot;m ?SEDrdpon scart1 zn alltinterfaces of the DUT and verify the results ;!'I'Ite I;sé of opentpgrts Ii;isentifie.jd Zh;ou?: UDP sctgnnin?t:atsﬂ?rs the
_ SCANNING_UDP against the list of documented ports. ist of documented ports required for the operation of the .
s TC_VERIFICATION_OF _PORT To ;l)er:ot;m |a:t S(fI'I('j P port sc;az on rz:ll interfaces of the DUT and verify the results ;!'I'Ite I;sé of opentpgrts Ii;isentifie.jd Zh;ou?: SCTP s;annin;gthmasarjl_es the
_ SCANNING_SCTP against the list of documented ports. ist of documented ports required for the operation of the .
To conduct a credential-based vulnerability scan using a vulnerability The credential-based vulnerability scan report does not contain any
293 Vulnerability Tcl TC_Vulnerability scanning using |assessment/scanning tool against all IP interfaces of the DUT. known vulnerabilities. Any identified vulnerabilities have an
o scanning tool appropriate remediation plan in place to mitigate the associated
risks.
Obtain a documentation on dynamic content sources like e.g. log files (.)EM submlis_a documen!:atlon on dynamic content sources
N like e.g. log files and their paths, and measures that are
and their paths, and measures that are taken to protect system - . .
PRE_ - . o . N taken to protect system functions from growing or dynamic
PRE-REQUISITE functions from growing or dy [ that may file . .
REQ N N N N [ that may file system capacity usage of
system capacity usage of dedicated filesystems, separated from main - - N
- P dedicated filesystems, separated from main system
system functions, or quotas, or at least a file system monitoring. ) .
functions, or quotas, or at least a file system monitoring.
To verify that the DUT logs an event with appropriate message parameters when |The DUT generates an event log with appropriate message
a file system reaches its maximum capacity and supports configuration and parameters when the file system reaches its maximum capacity and
TC_GROWING_CONTENT _HAND enforcer.ne.nt of limits If.or d_ynamic or growing cont_ent, such as log-file size or file- supports_co_nﬁguration and enforcement o_f dynan_1ic.or growing )
Growing content TC1 LING upload limits, as specified in the OEM documentation. content limits. The DUT enforces the configured limits by preventing
2.10.1 : log-file growth or file uploads beyond the defined limits in
handling
accordance with the OEM documentation.
TC_DYNAMIC_CONTENT_FILESY |To verify whether the DUT supports file-system monitoring, such as alerts or The DUT supports file-system monitoring, such as alerts or alarms,
TC2 |STEM_MONITORING_VERIFICAT |alarms, for growing or dynamic content, as specified in the OEM documentation. |for growing or dynamic content, and the monitoring mechanism is
successfullv verified.
TC_DYNAMIC_CONTENT_FILESY |To verify whether the DUT supports file-system monitoring, such as alerts or The DUT supports file-system monitoring, such as alerts or alarms,
TC3 |STEM_MONITORING_VERIFICAT |alarms, for growing or dynamic content, as specified in the OEM documentation. |for growing or dynamic content, and the monitoring mechanism is
successfullv verified.
TC_QUOTA_AND_FILESYSTEM_ | To verify that events related to quota exceedance and file-system monitoring are |The DUT maintains stable performance during events where dynamic
TC4 | MONITORING_STABILITY_VERI |logged and that the DUT maintains stable performance during such events by or growing content exceeds the configured threshold, and such

FICATION

monitorina CPU and memorv utilization.

events are abbrooriatelv loaaed.




PRE_ PRE-REQUISITE Obtain the documentation on necessary ICMP types required for the OEM submits the documentation on necessary ICMP types
REQ DUT to function. required for the DUT to function.
TC ICMPV4 UNSUPPORTED TY To verify that the DUT does not support sending ICMPv4 types that are not The DUT does not support sending any ICMPv4 type other than
TC1 PE_SUPPORT VERIFICATION mentioned in the permitted/optional list in ITSAR, as per the OEM documentation. ;I’:)czsuemr;rgtl;c;id/optlonal in ITSAR or specified in the OEM
TC ICMPV6 UNSUPPORTED TY To verify that the DUT does not support sending ICMPv6 types that are not The DUT does not support sending any ICMPv6 type other than
TC2 PE SUPPOE(T VERIFICATI6N mentioned in the permitted/optional list in ITSAR, as per the OEM documentation. [those permitted/optional in ITSAR or specified in the OEM
2.10.2 | Handling of ICMP S - documentation.
TC ICMPV4 UNSUPPORTED TY To verify that the DUT does not send, respond to, or process ICMPv4 types that |The DUT does not support sending, responding to, or processing any
I = T~ |are not mentioned in the permitted/optional list in ITSAR (ICMP Types 5, 13, and |ICMPv4 type other than those permitted/optional in ITSAR or
TC3 | PE_PROCESSING_VERIFICATIO i X
N 14). specified in the OEM documentation.
TC ICMPV6 UNSUPPORTED TY To verify that the DUT does not send, respond to, or process ICMPv6 types that |The DUT does not support sending, responding to, or processing any
I = T~ |are not mentioned in the permitted/optional list in ITSAR (ICMP Type 137). ICMPv6 type other than those permitted/optional in ITSAR or
TC4 | PE_PROCESSING_VERIFICATIO i X
N specified in the OEM documentation.
Obtain the following lists from OEM: list A (operating system functions |OEM submits list A (operating system functions which a
which a system user can use to explicitly gain higher privileges, and system user can use to explicitly gain higher privileges, and
PRE_ PRE-REQUISITE how these functions are configured) and list B (operating system how these functions are configured) and list B (operating
REQ commands, GUI functions, and files which will execute specifically system commands, GUI functions, and files which will
i limited tasks automatically with higher privileges, even when used by a |execute specifically limited tasks automatically with higher
Authenticated low-privileged user). privileges, even when used by a low-privileged user).
2.10.3 Privilege
Esca:atio:only TC_PRIVILEGE_ESCALATION_A |To verify that the DUT requires authentication when a low-privileged user The DUT does not allow unauthenticated privilege escalation.
TC1 | UTHENTICATION_VERIFICATIO |attempts to perform privilege escalation.
N
To ensure that all List B functions, including SUID, SGID, and Linux capability- All files in List B provide only the specific and limited functions
T TC_LIST_B_FUNCTIONS_PERMI |enabled files present on the DUT, match the OEM-provided list, follow secure justified by the OEM documentation and do not permit unauthorized
SSION_VERIFICATION permission configurations, and do not allow unauthorized privilege escalation. privilege escalation.
TC_UNIQUE_SYSTEM_ACCOUNT |To verify that existing account UIDs are assigned uniquely in the DUT system. The DUT ensures that all existing account UIDs are unique.
TC1
IDENTIFICATION
TC_NEW_USER_ACCOUNT_IDEN|To create a new user account on the DUT and verify the assigned user account [The DUT is able to create a new user account with a unique
TC2 . o 5 o
System Account TIFICATION identifier. identifier.
2.10.4 Identification 1C3 TC_DUPLICATE_USER_ACCOUN |To attempt to create a duplicate user account on the DUT. The DUT does not permit the creation of a duplicate user account
T IDENTIFICATION with the same account identifier or account name.
TC_VERIFY_NON_REPUDIATION To verlfy that users cannot deny actions they performed by validating the non- Aud_lt Iogs accurately record Z_-lCtIOnS Perfqrmed by_ the user against
TC4 CONTROLS repudiation controls. their unique UID. Logs contain sufficient information for
- accountabilitv. includina UID. action. date/time. and result.
PRE Obtain documentation on OS hardening undertaken to sufficiently OEM submits documentation on OS hardening undertaken to
REQ_ PRE-REQUISITE harden the OS and limit kernel based applications/functions only for the |sufficiently harden the OS and limit kernel based
operation of the DUT, from the OEM. applications/functions only for the operation of the DUT.
Tc1 TC_KERNEL_BASED_APPLICATI |To verify that only the kernel-based applications and functions required for the The DUT ensures that only the kernel-based applications and
ON operation of the DUT are available. functions reauired for its operation are present.
T2 TC_IP_PACKET_FORWARDING_ | To verify that IP packet forwarding between interfaces is disabled by default on |The DUT restricts IP packet forwarding between interfaces by
. DISABLING the DUT after a factorv reset. default.
95_ Hardfnlng “ | 1c3 TC_PROXY_ARP_DISABLING To verify that the Proxy ARP feature is disabled by default on the DUT after a The DUT has the Proxy ARP feature disabled by default.
2.10.5 Kernel factorv reset.
Network Functions Tc4 TC_DIRECTED_BROAD_DISABLI | To verify that directed broadcast is disabled by default on the DUT after a factory |The DUT has directed broadcast disabled by default.
NG reset.
To verify that the DUT discards all multicast IPv4 packets (IP ranges 224.0.0.0 The DUT discards all multicast IPv4 packets, and multicast route
TC5 | TC_ IP_MULTICAST_HANDLING |through 239.255.255.255) and that multicast route caching and forwarding are  |caching and forwarding are disabled by default.
disabled bv default after a factorv reset.
Tc6 TC_GRATUITOUS_ARP_DISABLI |To verify that the Gratuitous ARP feature is disabled by default on the DUT after a| The DUT has the Gratuitous ARP feature disabled by default.
NG factorv reset.
Tc7 TC_BROADCAST_ICMP_HANDLI |To verify that responses to ICMP broadcast packets are disabled by default on the [The DUT does not respond to ICMP broadcast or multicast packets
DUT after a factorv reset. bv default.
: NO_AUTOMATIC_LAUNCH_OF_R|To verify that the DUT does not automatically mount or launch an application The DUT does not automatically mount or launch an application
No Automatic TC1 - - " o
Launch of EMOVABLE MEDIA when a removable media device is connected. when a removable media device is connected.
2.10.6 Removable Media TC_AUTOMATIC_LAUNCH_OF_R |To verify the activation/deactivation of automatic launching of compatible The DUT deactivates automatic launching of compatible
for UDR NF TC2 |EMOVABLE_MEDIA_DEACTIVATI |scripts/applications from a USB drive or removable media. applications/scripts from USB or removable media.
ON
PRE Obtain a document from OEM which includes a detailed technical OEM submits a document which includes a detailed technical
REQ_ PRE-REQUISITE description of the system's buffer overflow protection mechanisms and |description of the system's buffer overflow protection
wavs to verifv the same. mechanisms and wavs to verifv the same.
2107 Protection from o TC_DOC_REVIEW_PROTECTION 'CI')clJE I\\//ledr:z\(/: ::]chit;:i::ffer overflow protection mechanisms are mentioned in the 'tl'hh:gglf/lfegooc\ﬁerrnf:::; Egztectlon mechanisms are clearly described in
e Buffer Overflows _FROM_BUFFER_OVERFLOW : ’
TC_PROTECTION_FROM_BUFFE To verify that the DUT implgments robust buffer overflow protection mechanisms |The DUT implements robust. buffer overflow pr_otecti_on mechanisms
TC2 as per the OEM documentation. as per the OEM documentation, and the same is verified through
R_OVERFLOW testing
TC_0OS- To verify that OS-level mount policies and restrictions, such as nosuid or noexec |The DUT ensures that OS-level mount policies and restrictions, such
TC1 | level_restrictions_to_mount_ext |flags, are properly configured for removable media. as nosuid or noexec flags, are properly configured for removable
ernal file svstems media.
TC_OS- To verify that OS-level restrictions are implemented for normal users against the |The DUT provides a mechanism to prevent normal users from
TC2 |level_restrictions_for_Normal_us|mounting or use of removable media for data transfer. mounting or using removable media for data transfer.
External file er
2.10.8 system mount TC_Privilege_escalation_non_su To verify that the DUT prevents privilege escalation attempts using an external The DUT prevents privilege escalation attempts using externally
restriction TC3 - " — . |file system containing writable SUID/SGID files. prepared file systems containing writable SUID/SGID files and blocks
pport_for_normal_users .
unauthorized access attemots.
TC_Privilege_escalation_attempt | To verify that execution of privilege escalation payloads from a mounted file The DUT blocks the execution of privilege escalation payloads from a
TCa _from_external_filesystem  |system is blocked. mounted file system.
PRE_ PRE-REQUISITE Obtain a document from OEM, describing how access control is OEM submits a document describing how access control is
REQ C ed for the filesy in the DUT. C ed for the filesy in the DUT.
To verify that users are permitted to modify only those files, data, directories, or |The DUT ensures that OS-level access permissions are correctly
File-System Tc1 TC_FILESYSTEM_AUTHORIZATI |file systems for which they are authorized according to the OEM documentation. |configured for all users. Users are able to modify only those files,
2.10.9 Authorization ON_PRIVILEGES data, directories, or file systems for which they have the necessary
Privileges privileaes.
TC2 | TC_AUTHORISED_USER_Modify '(I)'gev;llf;f\;:;agi:;\;ctﬂ\orlzed user with the necessary privileges can modify at least | The DUT allows authorized users to modify the file or directory.
T3 TC_UNAUTHORISED_USER _Mod | To verify that an unauthorized user with insufficient privileges cannot modify a file| The DUT does not allow unauthorized users to modify the file or

ifv

or directorv.

directorv.




PRE_

PRE-REQUISITE

Obtain a documentation from OEM, describing the SYN flood attack

OEM submits a documentation, describing the SYN flood
attack prevention mechanism or setting and where to check

SYN Flood attacks | REQ prevention mechanism or setting and where to check for them.
2.10.10 | Prevention for forthems
UDR NF To verify that the DUT supports a SYN flood prevention mechanism by default The SYN flood prevention mechanism or technique is enabled by
TC1 | TC_SYN_FLOOD_PREVENTION |after a factory reset, as described in the vendor documentation. default on the DUT, and the DUT does not become inoperative when
subiected to a SYN flood attack.
PRE Obtain a documentation from OEM, listing the IP Header Options (IPv4) |OEM submits a documentation, listing the IP Header Options
REQ_ PRE-REQUISITE and IP Header Extensions (IPv6) which are required for DUT operation, |(IPv4) and IP Header Extensions (IPv6) which are required
with justification (exception list). for DUT operation, with justification (exception list).
To configure an ACL filtering rule on the DUT to drop packets with IPv4 options |The DUT drops IPv4 packets containing IPv4 options and does not
TC1 | TC_IPV4_OPTIONS_ACL_Drop |enabled and apply the rule to the appropriate interface of the DUT, as per the send a response.
Handling of IP OEM documentation. — . . — .
2.10.11 options and TC_IPV6_EXTENSION_HEADERS To configure an ACL filtering rule on the DUT to drpp pgckets with IPv6 extension | The DUT drops IPv6 packets containing IPv6 extension headers and
extensions TC2 ACL D headers enabled and apply the rule to the appropriate interface of the DUT, as does not send a response.
_ACL_Drop ;
per the OEM documentation.
To configure and apply an ACL for handling exceptional requirements that allow |The tester is able to configure a filtering rule (ACL) on the DUT to
TC_IP_OPTIONS_IPV6_EXTENSI IP options and extension headers, as per the OEM documentation. allow IPv4/IPv6 packets with.IP qptions and extension headers and
apply the rule to the appropriate interface. The IPv4/IPv6 packets
TC3 |ON_HEADERS_ACL_Allow_Excep " : N }
tion with IP options and extension headers are received by the DUT, and
the corresponding responses are sent by the DUT.
TC_RESTRICTIONS_ON_RUNNI To verify that scheduled ta§k§ such as backups, disk monitoring, and maintenance Thg DUT ensures that_ backup, disk-space monitoring{ sys_tem )
can be executed only by privileged users. maintenance, and script/batch-process/macro execution is permitted
TC1 NG_SCRIPTS_OR_BATCH- v f wileaed N | Al to th
PROCESSES only for privileged users. Normal users are denied access to these
onerations.
- TC_RESTRICTIONS_ON_RUNNI |To verify that the execution of scripts, batch processes, or macros is restricted to |The DUT ensures that only authorized users can execute scripts,
Restrictions on N
g = NG_SCRIPTS_OR_BATCH- authorized users only. batch processes, or macros. Normal users are unable to execute
2.10.12 | running Scripts / | TC2 N
Batch-processes PROCESSES?AURTHORISED7USE these operations.
TC_RESTRICTIONS_ON_SCHED To verify that the Zystekn; perrr:]is only pril;/ileged users to configure, schedule, or [The DU'L ensures that aﬂminlistfrative.ly_lconf;gured schedul(led tasks
TC3 | ULED_TASKS_CRON_JOB_USAG execute automated tasks such as cron jobs. (cron jobs) are permltte_ only for privilege gsers. Normal users are
E unable to schedule, modify, or execute cron jobs.
TC_UDR_RESTRICTIONS_ON_S To yerify that thg UDR system restricts the use of software-based system restart |The DUT ensures that atte.mps by normal users to execute system
P TC1 options among different users. restart commands are denied. Attempts by a normal user to execute
Restrictions on OFT_RESTART -
2.10.13 Soft-Restart - the reboot command are also denied.
T2 TC_UDR_RESTRICTION_ON_KE |To restrict software restarts initiated through key combinations, specifically The DUT does not allow system restart through the CTRL+ALT+DEL
Y COMBINATIONS CTRL+ALT+DEL. for users operatina within the UDR. kev combination.
To verify that communication between the web server and the client is secure The DUT supports HTTPS configuration using TLS 1.2 or above.
TC1 TC _HTTPS using authorized TLS 1.2 or above, and that downgrade to lower TLS versions Attempts to configure TLS 1.0, TLS 1.1, or NULL ciphers are
and the use of NULL cibhers are not permitted. unsuccessful.
2.11.1 HTTPS To verify that encrypted tunnels are established and IKEv2 negotiation is The DUT successfully establishes a secure tunnel by completing the
" successfully completed. IKEv2 handshake and negotiates authorized cryptographic suites as
TC2 TC_IPSEC IKEv2 per the cryptographic controls prescribed in Table 1 of the latest
ITSAR on cryptographic controls.
To verify that the web server logs successful access attempts. The DUT logs all successful login attempts with the access
TC_VERIFICATION_OF WEBSER timestamp, sourcelIP address, account (if knpwn), attemp@ed quin
TC1 VER SUCCESSFUL LOGIN name (if the associated account does not exist), relevant fields in the
- - HTTP request (including the URL whenever possible), and the web
2.11.2 Web Server server resnonse statiis code.
Logging To verify that the web server logs failed access attempts. The DUT logs all failed login attempts with the access timestamp,
TC_VERIFICATION_OF_WEBSER source IP address, account (if known), attempted login name (if the
TC2 | VER_FAILED_LOGIN_WRONG_C associated account does not exist), relevant fields in the HTTP
REDENT IAL request (including the URL whenever possible), and the web server
resnonse status code.
Tc1 TC_USERNAME_Injection To venfy thatl th_e username field is protected against command injection and The DUT elngurgs that the usgrnamg ﬁeld is not vulnerable to
cross-site scriptina (XSS). command iniection or cross-site scriptina (XSS).
T2 TC_PASSWORD_ Injection To venfy thatl th_e password field is protected against command injection and The DUT elngurgs that the pa§sworq ﬂeld is not vulnerable to
cross-site scriptina (XSS). command iniection or cross-site scriptina (XSS).
To verify manually that all input fields, such as text boxes, buttons, check boxes, [The DUT ensures that all supported input fields, including text boxes,
TC_Manual_Testing_for_XSS_SQ|and tick boxes, supported by the DUT are protected against command injection  |buttons, check boxes, and tick boxes, are protected against
HTTP Input TC3 o ' hias o . e
2.11.3 Validation L_Injection and cross-site scripting (XSS). command injection and cross-site scripting (XSS) vulnerabilities
durina manual testina.
TC_Automated_testing_for_XSS To_ verify that thg DUT web server prevents XSS and command injection attacks Thel DUT ensures thgt a!l supported mput fleIQS.are protected
TC4 oty 5 using an appropriate tool, preferably an automated crawler. against command injection and cross-site scripting (XSS)
_SQL_Injection_using_tool P . o
vulnerabilities durina automated testina.
Tcs TC_Filter_escape_validate_enco |To verify that the DUT web server is able to filter, escape, encode, and validate |The DUT web server filters, escapes, encodes, and validates all user-
de with all input fields all user-controllable input fields. controllable input fields.
. To verify the current user account and privilege level under which the web server [The DUT web server runs under a non-system, non-root user
TC1 |TC_NO_SYSTEM_PRIVILEGES_W/|process is running. account with least privileges.
EB SERVER
2.11.4 No System © TC_SYSTEM_PRIVILEGES_Not_R|To verify that the web server process is not running with root or system-level The DUT web server runs under a non-system, non-root user
e Privileges unning with Root user privileges. account with least privileges.
.TC_SYSTEM_PRIVILEGES_DRO |To verify that if the web server process starts with system privileges, it drops The DUT web server process transfers execution to a non-privileged
TC3 | P_TO_NO_SYSTEM_PRIVILEGES |those privileges and transfers execution to a non-privileged user account after user account after startup if it initially starts with system privileges.
SE RVER startuo.
Tcl TC_NO_UNUSED_HTTP_METHO |To identify the HTTP methods currently allowed by the web server on the DUT.  [The DUT allows only the required HTTP methods, such as GET,
2115 | NoU d HTTPS DS HEAD. and POST. as apolicable to its operation.
Methods TC2 | TC_NO_TRACK_TRACE_Method To verify that the DUT web server does not allow the TRACK or TRACE methods. |The DUT web server does not allow the TRACK or TRACE methods.
PRE_ Obtain the list from OEM of add-ons or scripting tools for Web server OEM submits a list of add-ons or scripting tools for Web
PRE-REQUISITE . -
REQ components needed for system operation. server components needed for system operation.
2.11.6 | NoUnused Add- To verify that CGI or other scripting components, Server Side Includes (SSI), and |The DUT permits deactivation of CGI or other scripting components,
e Ons TC1 TC_NO_UNUSED_ADD-ONS  |WebDAV are deactivated when they are not required. Server Side Includes (SSI), and WebDAV when they are not
reauired.
Tc2 | TC_NO_OTHER_COMPONENTS To verify that no unnecessary components are installed on the web server using The DUT does npt havg any unnecessary web server components
an automated tool. installed. as verified usina an automated tool.
No Compiler, To verify that directories used for CGI or other scripting components do not The web server in the DUT does not contain compilers, interpreters,
Interpreter, or contain compilers, interpreters, or operating system shells (e.g., Perl® or operating system shells in CGI or other scripting directories.
2.11.7 Shell via CGIor | TC1 | TC_NO_COMPILER FOR_CGI |interpreter, PHP interpreter/compiler, Tcl interpreter/compiler, or operating

other Server Side
Scrintina

system shells).




TC_NO_CGI_OR_SCRIPTING_FO

To verify that directories with write permission for the web server do not contain

Directories with write permission for the web server do not contain

No CGI or other | TC1 R_UPLOADS executable scripts, CGI programs, or other executable code. executable scripts, CGI programs, or other executable code.
2.11.8 Scripting for —
Uploads T TC_DIR_CONFIGURED To vgnfy that directories configured for CGI/scripting do not have write The CGI/scripting directories do not have write permissions for the
permissions for the web server. web server.
No Execution of | TC1 TC_NO_Execution_of_System_C |To verify that execution of system commands using the exec directive in an SSI | The DUT does not execute any system commands using the exec
2.11.9 |System C d ommands with SSI file is disabled. both with and without valid svstem commands. directive throuah SSI.
. with SSI T2 TC_EXEC_DIRECTIVE_SYSTEM_ |To verify that execution of system commands using the exec directive in an SSI  [The DUT does not execute any system commands using the exec
COMMAND BLOCKING file is disabled. both with and without valid svstem commands. directive throuah SSI.
To verify that only the owner of the web server process and users with system The DUT ensures that only the owner of the web server process and
TC_ACCESS_RIGHTS_WEB_SER | " : N ) N . L "
. TC1 VER FILES privileges have read and write access to all web server configuration files and users with system privileges have read and write access to all web
Access Rights for — confiauration directories. server confiauration files and directories.
2.11.10 Web Server To verify that only the owner of the web server process and users with system The DUT ensures that only the owner of the web server process and
Configuration DEFAULT_PERMISSION_OF_NE |privileges have read and write access to newly created web server configuration |users with system privileges have read and write access to newly
TC2 . " . ) e . A
W_FILES. files and configuration directories. created web server configuration files and directories.
211.11 No Default Tc1 TC_NO_DEFAULT_CONTENT To verify whether any defaEJIt cm:\tent, such as example files, help files, The QUT does not hav.e any default content, such as example files,
Content documentation. or aliases. is available on the web server. help files. documentation. or aliases. on the web server.
Tcl TC_DIRECTORY_LISTING_DISA |To verify that directory listing/browsing is disabled in the web server The DUT ensures that directory browsing is disabled.
No Directory BLED configuration.
2.11.12 Listings To verify that directory listing/browsing is not allowed on all endpoints, including |The DUT does not allow directory browsing through the web server.
TC2 | TC_NO_DIRECTORY_LISTING |domains, subdomains, and directories, offered by the web server.
Web Server To verify that response headers sent by HTTP requests do not disclose the web  |The DUT web server ensures that HTTP response headers do not
. TC_NO_WEB_SERVER_HEADER _ . : . . o q H
2.11.13 Information in TC1 server version or the modules/add-ons used, such as server name or version. contain web server identification details, such as server name or
INFORMATION N
HTTPS Headers version.
Obtain a documentation on user-defined error pages (e.g. location, OEM provides a documentation on user-defined error pages
PRE_ PRE-REQUISITE content, where configured) and messages and a list of potential (e.g. location, content, where configured) and messages and
REQ parameters/commands to trigger events resulting in an http status a list of potential parameters/commands to trigger events
code 3xx, 4xx, 5xx. resulting in an http status code 3xx, 4xx, 5xx.
Web Server Tc1 TC_DEFAULT_ERROR_PAGE_RE |To verify that default error pages are replaced by user-defined error pages. The DUT replaces the default error pages with user-defined error
2.11.14 information in PLACED paaes.
Error Pages To verify that user-defined error pages do not include version information about |The DUT ensures that error pages do not display internal information
TC_NO_USER_DEFINED_ERROR - "
TC2 the web server or the modules/add-ons used. such as the server version, server name, or other sensitive
_PAGES_INFORMATION : . .
implementation details.
To verify that error messages/pages, as per the OEM documentation, do not The DUT web server ensures that the custom error page is displayed
TC_NO_WEB_SERVER_ERROR_P|. ! - . ! y o - N
TC3 include internal information such as internal server names, error codes, modules, |without exposing internal information.
AGES_INFORMATION o A ]
add-ons used. or other sensitive impnlementation details.
Tc1 TC_VERIFY_FILE_TYPES_SUPPO |To verify which file types/script handlers are supported and confirm that only the |The DUT ensures that only the file types and script handlers required
2.11.15 d File reauired file tvbes and script handlers are confiaured. for its operation are enabled.
e Type Mappings o) TC_NO_WEB_SERVER_FILE_TYP|To verify that disallowed script/file types (e.g., PHP, PHTML, SH, EXE, etc.) are The DUT does not allow file types or script handlers that are not
E MAPPINGS not handled or executed bv the DUT web server. reauired for its operation.
To verify that newly created directories/files present in the DUT web server The DUT web server ensures that newly created directories/files in
Tc1 TC_RESTRICTED_FILE_ACCESS_ |document directory are owned by the user running the web server and are not the web server document directory are owned by the user running
DEFAULT writable by other users. the web server and are not writable by other users.
To verify that existing directories/files present in the DUT web server document | The DUT web server ensures that existing directories/files in the web
TC_RESTRICTED_FILE_ACCESS_| . ; - \ .
. " TC2 directory are owned by the user running the web server and are not writable by |server document directory are owned by the user running the web
Restricted File EXISTING i
2,11.16 Access other users. server and are not writable bv other users.
T3 TC_VERIFY_USER_RUNNING_W |To verify that the user running the web server is an unprivileged user account. The DUT ensures that the user running the web server is an
EB SERVER unorivileaed user account.
To verify that the web server runs inside a jail or chrooted environment for The DUT ensures that files and directories outside the web server's
TC4 | TC_CHROOT ENVIRONMENT operatlng sys_tems that support chrooted environments. If a ch_rooteﬁ permitted directory cannot be accessed.
environment is not used, the web server or other system functionality shall be
confiaured to restrict access to file directories.
TCL | TC_SESSION_ID_UNIQUENESS To verify that session IDs are unique for different users and different sessions. The .DUT web server ensures that session IDs for all users and
sessions are uniaue.
T2 TC_SESSION_ID_UNPREDICTAB | To verify that session IDs are unpredictable. The DUT web server ensures that session IDs have sufficient entropy
ILITY and are unpredictable.
Tc3 TC_SESSION_ID_NO_SENSITIV |To verify that session IDs do not contain sensitive information in clear text, such |The DUT web server ensures that session IDs do not contain
E_INFORMATION as account numbers or other sensitive identifiers. sensitive information in clear text.
To verify that the web server has a session idle timeout period beyond which the |The DUT web server ensures that the session is terminated and the
TCa TC_SESSION_MAX_LIFETIME_TI |web server terminates idle sessions, deletes the session ID, and forces the user |session ID is deleted after the configured idle timeout period. The
MEOUT to re-authenticate to establish a new session. The default maximum session default maximum session lifetime is 8 hours and is configurable.
lifetime shall he 8 hours and shall he confiaurable.
Tcs TC_SESSION_ID_REGENERATIO |To verify that the session ID is regenerated for each new session, such as each  |The DUT web server ensures that a new session ID is generated
N time a user loas in. each time a user loas in.
HTTP User TC6 | TC_SESSION_ID_NO_REUSE To verify that tht_a web server does not allow reuse or renewal of a session ID in  |The DUT web server restricts reuse or renewal of session IDs in
2.11.17 q subseauent sessions. subseauent sessions.
TC SESSION COOKIE NO PERS To verify that the UDR uses only session cookies and does not use persistent The DUT web server ensures that session cookies are not stored
TC7 - I§TENCE - cookies; the Max-Age and Expires attributes shall not be set in the cookies. permanently. The Max-Age and Expires attributes are not set in the
cookies.
TC_SESSION_COOKIE_HTTPONL|To verify that the session cookie attribute HttpOnly is set to true. The DUT web server ensures that the HttpOnly attribute is set to
TC8
Y ATTRIBUTE true.
TC_SESSION_COOKIE_PATH_RE To verify that the session cookie Path attribute is set. The DUT web server ensures that the Path attribute of the session
TCO e .
STRICTION cookie is set and valid.
Tcio TC_SESSION_COOKIE_DOMAIN |To verify that the session cookie Domain attribute is set. The DUT web server ensures that the Domain attribute of the
RESTRICTION session cookie is set and valid.
Tcit TC_SESSION_ID_NOT_ACCEPTE |To verify that the network product does not accept session identifiers through The DUT web server does not accept session identifiers through
D FROM GET POST GET/POST variables. GET/POST variables.
Tci2 TC_SERVER_GENERATED_SESSI |To verify that the DUT is configured to accept only server-generated session IDs. |The DUT web server does not accept client-supplied session IDs and
ON ID ONLY accepts onlv server-aenerated session IDs.
TC_JSON_CODE_EXECUTION_A |To verify that the JSON parser does not execute code-like strings contained in The DUT rejects JSON payloads containing executable code and
TC1
TTEMPT JSON pavloads. does not execute anv code.
No Code Execution | TC2 TC_JSON_LOCAL_FILE_INCLUSI |To verify that the JSON parser does not include or read local files from the DUT. |The DUT rejects JSON paylc_)ads referencing local files and does not
or Inclusion of ON_ATTEMPT access the referenced files in the DUT.
2.12.1 TC_JSON_REMOTE_URI_INCLUS |To verify that the JSON parser does not fetch external resources through a URL. |The DUT rejects JSON payloads containing external URIs and does
External Resources| TC3
by JSON parsers ION ATTEMPT not fetch or access external resources.
To verify that the DUT safely handles malformed and oversized JSON payloads.  |The DUT rejects malformed and oversized JSON payloads with
TC4 TC_ISON_MALFORMED_AND_O appropriate error responses and maintains predictable and stable
VERSIZED_INPUT_HANDLING appropre P P
e To verify that the DUT rejects JSON messages containing duplicate key names The DUT accepts valid JSON requests and rejects requests
Validation of the ithi Inf tion El t (IE el et 1 ith it
2122 unique key values o TC_DUPLICATE_KEY_VALIDATI |Within an Information Elemen (IE). containing duplicate keys with an appropriate error response.

in Information
Elements (IEs)

ON




TC_IE_SHALL_NOT_EXCEED_16

To verify that the DUT enforces the maximum limit of 16,000 leaf Information

The DUT rejects requests containing more than 16,000 leaf IEs and

T 000 Elements (IEs) in a JSON request. accepts requests within the specified limit.
P TC_JSON_PAYLOAD_HTTPS_RE |To verify that the DUT enforces the maximum JSON payload size limit of 16 MB. |The DUT rejects JSON payloads exceeding 16 MB and accepts
Validation of the | TC2 o ! e
2.12.3 1Es limits QUEST EXCEEDS 16MB pavloads within the permitted size limit.
To verify that the DUT enforces the maximum JSON nesting depth of 32 levels. The DUT rejects JSON payloads with a nesting depth greater than 32
T3 TC_NESTING_DEPTH_OF_LEAVE level d ts Joads within th itted depth
S_NOT_EXCEED_32 levels and accepts payloads within the permitted depth.
TC TRANSPORT PROTECTION To verify and document all service interface protocols, API endpoints, and The OEM provides a comprehensive and documented inventory of all
= v ~ |associated transport ports available on the DUT as officially declared by the OEM. |active service interface protocols running on the DUT. The list
TC1 |PROTOCOLS_OEM_DECLARATIO o .
N explicitly identifies the transport and security protocols used by each
interface.
To verify that the DUT supports only TLS 1.2 or above for NF-to-NF The DUT successfully establishes a secure connection using TLS 1.2
T2 TC_TLS_1_2_OR_HIGHER_ENFO|communications and rejects connections using unsupported or legacy TLS or above only when both client and server certificates are mutually
RCEMENT versions. validated. Connection attempts using legacy TLS versions or missing
certificates are reiected
TC MUTUAL TLS AUTHENTICA To verify that the DUT enforces mutual authentication between the NF Consumer |The DUT successfully establishes a secure connection only when
T3 TIO_N USING_ CLIENT AND_SER and NF Producer by validating both server-side and client-side certificates during |both the server and client present valid certificates. Mutual
AR Protection at the _VER_CERTIFIC ATES connection establishment. authg;tifiation is successfully completed before communication is
. o nermitted.
ul GRS To verify that the DUT rejects NF-to-NF connection attempts when either the The DUT rejects the connection when the client certificate, server
Tc4 TC_MISSING_CLIENT_OR_SERV |client certificate or server certificate is absent during the TLS handshake. certificate, or both are missing. No communication session is
ER_CERTIFICATE_REJECTION established without successful mutual certificate validation.
TC INVALID OR UNTRUSTED To verify that the DUT rejects NF-to-NF connection attempts when expired, The DUT rejects the connection and prevents communication when
TCS P AT T ~ |revoked, malformed, or untrusted certificates are presented during invalid, expired, revoked, malformed, or untrusted certificates are
CERTIFICATE_REJECTION -
authentication. detected.
To verify that NF-to-NF communication within the same PLMN uses the deployed |The DUT successfully authenticates and communicates with peer NFs
Tc6 TC_INTRA_PLMN_TRANSPORT_ |transport-layer protection mechanism for authentication and secure within the same PLMN using the deployed transport-layer protection
PROTECTION communication. mechanism. Unauthenticated communication attempts are rejected.
TC_VALID_ACCESS_TOKEN_SER To verify that the NF Service Producer successfully prolcxlessels an NF Service The DUT succgssfully val?dates the access token, exegutes thej
TC1 Request when the access token passes all required verification checks. requested service operation, and returns the appropriate service
VICE_EXECUTION )
response to the NF Service Consumer.
To verify that the DUT correctly rejects an NF Service Request when the access | The DUT rejects the NF Service Request when the access token
TC_TOKEN_INTEGRITY_HANDLI
TC2 - - NG - token signature has been tampered with. signature has been tampered with and returns an appropriate OAuth
2.0 error response.
TC_OAUTH2_ERROR_RESPONSE |To verify that the DUT returns the appropriate OAuth 2.0 error response when The DUT rejects the request and returns a compliant OAuth 2.0 error
TC3 | _ON_TOKEN_VERIFICATION_FA |access token verification fails. response indicating the authorization failure.
ILURE
TC_AUTH_INCORRECT AUDIEN To 'veljify that the DUT correctly rejech an NF Servilcel Reqyest when the aud The DUT rejects thle NF Se.:rlvige quuestlwhen the aud claim does
TC4 CE claim in the access token matches neither the DUT's identity nor its NF Type. not match the DUT's specific identity or its NF Type.
Authorization - " - - - -
Token Verification To verify that the DUT correctly rejects an NF Service Request when the scope The DUT rejects the NF Service Request when the scope claim does
2125 Failure Handling TC5 | TC_AUTH_INCORRECT_SCOPE |claim in the access token does not authorize the requested DUT operation. not authorize the requested operation.
within one PLMN Tce TC_AUTH_EXPIRED_ACCESS_TO|To verify that the DUT correctly rejects an NF Service Request when the access | The DUT rejects the NF Service Request when the exp claim in the
KEN token has exbired. JWT is earlier than the current svstem time.
TC_AUTH_INCORRECT_S_NSSAI To verify thz?t the DUT corrgctly re]gcts an NF Service Request when the access | The DUT rejects the NF Service Request when the token contains S-
TC7 LIST token contains an S-NSSAI list that includes S-NSSAIs not served by the DUT. NSSAIs that are not served by the DUT.
Tcs TC_AUTH_INCORRECT_NSI_LIS |To verify that the DUT correctly rejects an NF Service Request when the access  |The DUT rejects the NF Service Request when the token contains
T token contains an incorrect list of NSI IDs. NSI IDs that are not supported bv the DUT.
TC_AUTH_INCORRECT_NF_SET |To verify that the DUT correctly rejects an NF Service Request when the access | The DUT rejects the NF Service Request when the token contains an
TC9 - . )
1D token contains an incorrect NF Set ID. incorrect NF Set ID.
TC_AUTH_INCORRECT _ADDITI To verify thz?t tl_1e DUT corregtlly rejects aq NF Ser\{|ce Request when the access The‘ l?UT rejects Fhe NF Sgrwce Request when the token contains
TC10 ONAL SCOPE token contains incorrect additional scope information. additional scope information that does not match the requested DUT
- service operation.
Tc1 TC_Verification_of_Unsafe_Func |To verify that the DUT software does not use unsafe functions such as eval() for |The DUT does not use unsafe evaluation functions such as eval() for
tion Usage processing JSON data. processina JSON data.
To verify that the DUT properly sanitizes and contextually escapes data fields The DUT properly serializes all outbound payloads by escaping JSON
Protection against before serializing them into outbound JSON payloads, preventing structural server-{structural control characters, such as double quotes and
2.12.6 JSON injection TC2 TC_SANITIZE_JSON_DATA  |side JSON injection. backslashes, supplied in input fields, ensuring that they are treated
strictly as literal string values and do not alter the structure of the
attacks
aenerated 1ISON
TC JSON_SCRIPT INJECTION A To verify that the DUT rejects or safely handles JSON payloads containing The DUT rejects or safely processes the malicious JSON payload
TC3 - - = — |embedded JavaScript, script tags, or executable content intended to perform without executing any embedded script or executable content.
TTEMPT L
JSON iniection attacks.
Tc1 TC_VERIFICATION_OF_REMOTE |To verify that remote login to the DUT is permitted only for authorized users and |The DUT allows only authorized users to log in remotely. Root and
R te Di ic DIAGNOSTIC ACCESS that unauthorized users are not allowed to loa in remotelv. unauthorized users are not permitted to loa in remotelv.
2.13.1 Procedure — To verify that all remote diagnostic activities performed by remote users on the | The DUT captures logs of all activities performed by remote users,
e Verification T TC_VERIFICATION_OF_REMOTE |DUT are properly logged, including required parameters such as ID, timestamp, |including required parameters such as ID, timestamp, interface type,
_DIAGNOSTIC_LOGGING interface type, event level, and result, where applicable as per the event level, and result, where applicable as per the troubleshooting
troubleshootina auide/alarm maintenance reauirements. auide/alarm maintenance reauirements.
If system password reset functionality is present, verify that the entire When a password reset is successfully performed, the DUT does not
No System TC1 | TC_VERIFY_ENTIRE_CONFIG |configuration of the DUT is irretrievably deleted when the system password is allow the deleted configuration to be retrieved or recovered through
2.13.2 Password reset. anv means.
Recovery TC_NO_SYSTEM_ROOT_PASSW |To verify that no system/root password recovery mechanism is provided on the |The DUT does not provide any system/root password recovery
TC2 .
ORD RECOVERY DUT. mechanism.
o TC_SOFTWARE_ROLLBACK_AD To verlf\_/ﬂfha(;c sgf_tv:arte |mag§.| rollback on the DUT can be performed only by TQE DU'tI' ptermlts softtware image rollback only for authorized
MINISTRATOR _ACCESS_ONLY |USErs with administrator privileges. administrator accounts.
Secure System TC_UNAUTHORIZED_SOFTWAR |To verify that the DUT rejects software image rollback attempts initiated by The DUT denies the rollback request, prevents the rollback operation
2.13.3 Software TC2 | E_LIMAGE_ROLLBACK_REJECTIO |unauthorized or non-administrator users. from being executed, and generates an appropriate security or audit
Revocation N loa entrv for the unauthorized attemot.
o TC_SOFTWARE_ROLLBACK_NON To verlfty t?al;c EII soft\fvare (ljmatge rollbtacll< actl:j)ns pe:jfo(;med b‘}taln administrator 'tl'he DU:F rgc;)rdts eaé:_l': IroIIback ev_ent with sutfﬁtt):!lgnt |nt;)rmat_|0n in
_REPUDIATION_LOGGING | 2re Protected by non-repudiation controls and recorded in audit logs. rzgwup:je;;trizils ant audit logs, ensuring accountability and non
To verify that a legitimate software installation or upgrade on the DUT ensures | The DUT performs the software installation or upgrade only after
TC1 |TC_SW_PKG_INTEGRITY_VALID software integrity in accordance with Table 1 of the latest ITSAR on cryptographic|validating thg !nte_grlty of the software image using the cryptogljaphlc
ey Software Integrity controls. con:ro:s specified in Table 1 of the latest ITSAR on cryptographic
- B . controls.
Inste stion TC SW_PKG INTEGRITY TAMP To verify that an illegitimate (tampered) software installation or upgrade on the |The DUT fails the integrity verification check, immediately aborts the
TC2 S - DUT fails integrity verification in accordance with Table 1 of the latest ITSAR on |installation or upgrade process, and ensures that the tampered

ERED

crvbtoaraphic controls.

software is neither executed nor installed.




To verify that the DUT successfully validates the integrity of a legitimate software
image during the boot process.

The DUT verifies the integrity of the legitimate software image
during the boot process using the cryptographic controls specified in

. TC1 | TC_SW_BOOT_INTEGRITY_Pos Table 1 of the latest ITSAR on cryptographic controls, matches the
2.13.5 Software Integrity image against the expected reference value, and successfully
Check - Boot comnletes the hnat nracess
To verify that the DUT detects and rejects an illegitimate (tampered) software The DUT verifies the integrity of the illegitimate (tampered) software
TC2 | TC_SW_BOOT_INTEGRITY_NEG |image during boot integrity verification in accordance with Table 1 of the latest |image during boot and rejects the image, preventing the boot
ITSAR on crvptoarabhic controls. process from proceedina with the tampered imaae.
. " - - OEM provides the list of the default used Physical/Logical
PRE_ PRE-REQUISITE O e stotelcetanit useq HyysicaliLegicallinteraces |Rorts Interfaces/Ports that are necessary for the operation of the
REQ that are necessary for the operation of the IP Router. IP Router.
Tc1 TC_verify_physical_and_logical_i| To verify the physical and logical interfaces available on the DUT. The DUT provides a list of all available physical and logical
nterfaces interfaces.
T2 TC_verify_disabled_physical_an |To verify that unused physical and logical interfaces on the DUT can be The DUT allows all unused physical and logical interfaces to be
d loagical interfaces permanentlv disabled. permanentlv disabled.
} TC_UNUSED_INTERFACE_PORT To verify that an administrator can permanently disable unused interfaces and The DUT allows only an adn'_nnlstrator to disable unused interfaces
Unused physical | TC3 ports on the DUT. and ports, and the selected interfaces/ports are successfully
and logical _DISABLE_BY_ADMINISTRATOR "
2.13.6 a gical disabled.
interfaces To verify that unauthorized users cannot disable interfaces or ports on the DUT. |The DUT rejects attempts by unauthorized users to disable interfaces
disabling TC4 R D N IER or ports and logs each unauthorized attempt.
E_PORT_DISABLE_REJECTION .
TC_DISABLED_INTERFACE_POR ch; verify that intebrfaces and ports disabled by an administrator remain disabled |The DU':tI' retaLns the d;sahble_d st;te of the conﬁgqreq intgrfacesl; and
TC5 |T_PERSISTENCE_AFTER _REBOO after a system reboot. port;g er reboot, and the inte gces/ports_ r_emaln inactive unless
T explicitly re-enabled by an authorized administrator.
TC_DISABLED_INTERFACE_POR |To verify that disabled interfaces and ports cannot be accessed or used for The DUT does not accept connections, traffic, or service requests
TC6 | T_INACCESSIBILITY_VERIFICAT |communication. through disabled interfaces or ports.
ION
';REEQ— PRE-REQUISITE Obtain the list of all predefined accounts in the DUT. OEM provides the list of all predefined accounts in the DUT.
To identify all predefined/default accounts with known or null authentication The list of all predefined/default accounts in the DUT matches the
TC1 TC_VERIFY‘PSE.?SEFINED_ACCO attributes stored in the DUT (such as passwords, password hashes, tokens, etc.) |OEM documentation.
Predefined and verifv them aaainst the OEM documentation.
2.13.7 | accounts shall be TC_PREDEFINED_ACCOUNT_DE To verify that all predgﬁngd or dgfault user accounts (except Admin/Root) with  |All predgﬁngd/defgult user accounts with _known or null
- TC2 known or null authentication attributes can be deleted or disabled on the DUT. authentication attributes, other than Admin/Root, are successfully
deleted or disabled LETION deleted or disabled
T3 TC_PREDEFINED_ACCOUNT_LO |To verify that disabled predefined user accounts cannot be used to access the Login attempts using disabled predefined accounts are rejected and
GIN REJECTION DUT. access to the DUT is denied.
Tca TC_PREDEFINED_ACCOUNT_PE 'go v;lrl;y tfhtat deletid or dtl)sabtled predefined user accounts remain deleted or ([j).eletf:ei| acftt:ountz ar? not recreated, and disabled accounts remain
RSISTENCE_AFTER_REBOOT |disabled after a system reboot. isabled after reboot.
To verify that the DUT accepts and processes NF Service Requests when the The DUT accepts and processes NF Service Requests when the client
Tcl TC_VALID_CLIENT_CREDENTIAL |client credentials assertion contains a valid signature, valid timestamps, a correct |credentials assertion contains a valid signature, valid timestamps, a
S_ASSERTION_ACCEPTANCE |audience claim, and a matching NF Instance ID. correct audience claim, and a matching NF Instance ID.
T2 TC_AUTH_TAMPER_TOKEN T_o verify that the DUT rejects NF Service I_Qequests when the access token The DUT rejects any requgst r_ece_ived from an NF when the access
sianature has been altered or tampered with. token has a tampered or invalid sianature.
TC_AUTH_INCORRECT_AUDIEN |To verify that the DUT rejects NF Service Requests when the aud claim in the The DUT rejects any request received from an NF with an invalid or
TC3 A N . " R
Correct Handling CE access token does not me_ltch the DUT_s identitv. mlsmatched_ audience claim. _ _ _
of Client Tca TC_AUTH_EXPIRED_ACCESS_TO To \./ezlfy.that t:e DtL;T re]ectls .NF_Setr':/lc;,\I,Q_?questsl.whtin thta?1 access t;)kenthas The DU;I' Ize_]ects any request received from an NF with an expired
2.13.8 Credentials KEN f_xplre , i.e., when the exp claim in the is earlier than the current system access token.
: ime.
. Ass_ertlon_ To verify that the DUT validates that the client NF Instance ID (nfInstanceld) The DUT validates that the NF Instance ID (nfInstanceld) contained
Validation Failure . . . N . . y N .
contained within the client credentials assertion matches the NF Instance ID in the client credentials assertion matches the NF Instance ID
TC_AUTH_NF_INSTANCE_ID_M . - - - " - . L - . X
TC5 ATCH._PUBLICKEY embedded in the public-key certificate used to sign the assertion, and rejects the |verified from the signing certificate. If a mismatch is detected, the
- request if there is a mismatch. DUT rejects the client credentials assertion and denies the NF
Service Reauest.
To verify that the DUT correctly handles client credentials assertions containing  [The DUT rejects the client credentials assertion and does not
TC_CLIENT_CREDENTIALS_ASS S A X PR X " N e .
an invalid issued-at (iat) timestamp, such as a timestamp significantly in the process the NF Service Request when timestamp validation fails.
TC6 |ERTION_INVALID_IAT_TIMESTA . . e .
MP future or otherwise outside the acceptable validation window.
To verify that the DUT can be isolated at the network level in the event of a The DUT can be isolated from network communications using the
Tc1 TC_COMPROMISED_DUT_NETW |security compromise. available network isolation mechanisms. Network traffic to and from
ORK_LEVEL_ISOLATION the DUT is successfully restricted or blocked as configured.
TC_COMPROMISED_DUT_COMP |To verify that the DUT can be isolated at the compute and/or storage level in the |The DUT can be isolated using the available compute and/or storage
Isolation of TC2 | UTE_STORAGE_LEVEL_ISOLATI |event of a security compromise. isolation mechanisms, preventing unauthorized access to
2.13.9 Compromised compromised resources.
Element TC_COMPROMISED_DUT_ISOLA | To verify that documented procedures and provisions are available for isolating | The OEM provides documented procedures, operational guidance,
TC3 | TION_PROCEDURE_DOCUMENT |the DUT at the network and/or compute/storage level following a security and recovery instructions describing how to isolate the DUT at the
ATION compromise. network and/or comoute/storaae level.
TC_COMPROMISED_DUT_POST To verifyl th?t, after isolatlion, tht lztU'(I; is prevented from continuing normal The isolalte(:l DUT cannot estatblisthdunauthotrizes network "
Tc4 | ISOLATION_ACCESS_RESTRICTI |communication or accessing protected resources. communication or access protected compul e/storage resources unti
ON isolation is removed through authorized procedures.
Removal of D(_-:fault TC_UDR_REMOVAL_OF_DEFAUL |To verify that all default and anonymous accounts are removed from the UDR The DUT removes all default and anonymous accounts from the UDR
3.1.1 Accounts in TC1 h s
T_ACCOUNTS database. database and retains only the authorized database accounts.
Database
Database Access TC_DATABASE_ACCESS_PROTE |To verify that administrative and superuser accounts in the UDR database use The DUT does not contain administrative or superuser accounts with
3.1.2 - TC1 L
Protection CTION non-guessable account names. guessable names such as root or admin in the UDR database.
To verify that all default or test databases are removed from the UDR database |[The DUT removes all default or test databases from the UDR
Removal of Default TC_UDR_REMOVAL_OF_DEFAUL N X X h q
3.1.3 T TC1 T DATABASES and that only the databases required for normal operation remain. databqse and retains only the databases required for normal
operation.
Password . X The DUT enforces the configured password management policy by
3.1.4 Management for | TC1 TC_PASSWORD_MANAGEMENT_ | To yenfy that. the UDR database enlforces the configured password management rejecting passwords that do not satisfy the password complexity
OF_UDR_DATABASE policy, including password complexity and password reuse controls. R X .
the Database requirements and preventing reuse of previously used passwords.
3.1.5 Rei::)rlsc::;:ig::’zess Tcl TC_UDR_RESTRICTED_ACCESS_ |To verify that access to sensitive information stored in the UDR database is The DUT restricts access to sensitive information stored in the UDR
o information, TO_SENSITIVE_INFORMATION |restricted to authorized users and processes. database to authorized users and processes only.
Encryption of the TC_UDR_DATABASE_ENCRYPTI |To verify that sensitive information stored in the UDR database is protected using Th_e DUT protects sensitive n formatlor_1 stored in the UDR database
3.1.6 TC1 5 Ny using approved cryptographic mechanisms and does not store
UDR database ON approved cryptographic mechanisms. o : 5
sensitive data in plaintext.
To verify that the DUT records security-relevant database access and operational [The DUT records security-relevant database access and operational
TC1 |TC_SECURITY_EVENT_LOGGING |events with sufficient audit information to support traceability and accountability. |events with sufficient audit information to support traceability and

accountabilitv.




Database specific

TC_AUTHENTICATION_ATTRIBU

To verify that sensitive authentication-related attributes are protected in database

The DUT protects sensitive authentication-related attributes in

3.1.7 . i ial i ion i
logging TC2 TES_LOGS log records. gla;tiitgg)s: log records and does not expose confidential information in
TC_LOG_TRANSFER_TO_CENTR To verify that agdit and securlity event logs are secureIY transferr_ed toa The DL.IT secureg transfers agdit and security event Iogs to the
TC3 AL STORAGE centralized logging system using approved cryptographic mechanisms. centralized logging system using approved cryptographic
- mechanisms.
- To verify that the UDR database enforces unique user identities and prevents the |The DUT enforces unique user identities, supports the required user-
User privileges on TC_USER_PRIVILEGES_ON_DAT 3 " N N X R N . f -
3.1.8 the database TC1 ABASE creation of duplicate user accounts with the same identity. account capacity, and rejects duplicate user identities.
. - TC_DATABASE_UNIQUE_IDENTI|To verify that the UDR database enforces unique user identities and prevents the |The DUT enforces unique user identities and rejects duplicate user
3.1.9 Unique Identity | TC1 N ) .
TY creation of duplicate user accounts. accounts in the UDR database.
Protection from TC_PROTECTION_FROM_ATTAC ) . X - The DUT prevents database injection attacks and blocks
3.1.10 attacks T KS_ON_DATABASE To verify that the UDR database is protected against database injection attacks. unauthorized access attempts through malicious database queries.
3441 | UPRDatabase | ... |TC_VERIFICATION_OF_UDR DA To verify the integrity of the UDR database by validating the consistency of Ihhe B0y Ta'"ta'"fs dt'let')”teg”tty gtf 2 UDdR ‘t’ataga;i by e(?su”"g
- Integrity TABASE_INTEGRITY database structures and stored data. € consistency of database structures and stored data an
oreventina unauthorized modifications.
3.1.12 UD_R D_a:ta TC1 | TC_UDR_DATA_AVAILABILITY To verlfy that the UD_R database supports da.ta availability through backup, The DUT maintains Idatabase avallgblllty bY supporting backup an_d
Availability restoration, and continuous database operation. restoration mechanisms and ensuring continued database operation.
TC_LICF_AUTHORIZATION_VER Tg verify that Fhe Lawfyl Interceptiqn Control Fungtion (LICF) !s z_authorized to The D_UT allows onlylthe authorizled Lawfgl Interceptiop Control
TC1 IFICATION trigger lawful interception at the Point of Interception (POI) within the UDR Function (LICF) to trigger lawful interception at the Point of
Secure Lawful Network Function. Interception (POI) within the UDR Network Function.
3.2 Interception (LI) o TC_UNAUTHORIZED_ LI DATA Totzerllfy (tjhattgtgcess to Lawful Interception (LI)-related data is restricted to Ththl.JT drestr;;:fs acczsz to' Lawful Itr;telfce[pjtlon (LI)—réIate(tj data to
support in UDR ACCESS_ VERIFICATION authorized entities. authorized entities and denies unauthorized access attempts.
Tc3 TC_POI_DATA_STORAGE_VERIF |To verify that Point of Interception (POI) data is not stored within the UDR The DUT does not store Point of Interception (POI) data within the

ICATION

Network Function.

UDR Network Function.
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