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Chapter 1: Common Security Requirements 

Section 1.1: Access and Authorization 

1.1.1 Management Protocols Mutual Authentication 

 

¶ <DUT Details: > Ex: Router  
¶ <DUT Software Version:>  
¶ <Digest Hash of OS>  
¶ <Digest Hash of Configuration>  
¶ <Applicable ITSAR: >   
¶ <ITSAR Version No:> 
¶ <OEM Supplied Document list: >   
 
1. <ITSAR Section No & Name>  Section 1.1: Access and Authorization 
2. <Security  Requirement  No & Name> 1.1.1 Management Protocols Mutual 

Authentication 
3. <Requirement Description: > 4ÈÅ ÐÒÏÔÏÃÏÌÓ ÕÓÅÄ ÆÏÒ ÔÈÅ .ÅÔ×ÏÒË 0ÒÏÄÕÃÔȭÓ 

management shall support mutual authentication mechanisms. There is mutual 
authentication of entities for management interfaces on the network product. 

HTTPS with TLS 1.2, SNMP V3 Protocols are allowed. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.3.4.4.1]  
 

4. DUT Confirmation Details : 
 

5. DUT Configuration:  Check OEM documentation to find all the supported Mutual 
Authentication Protocols. 
¶ To configure DUT to enable mutual authentication in SSH,  first obtain the 

public key of the DUT (SSH server),  
¶ Below is the key provided by the CDOT system administrator. 

 

Check if the pub key of the host is present in the known hosts file of the client side. 

 
(initially if a new client which has never attempted ssh to DUT tries to access the DUT , 
ÔÈÅ $54ȭÓ ÐÕÂ ËÅÙ ×ÏÎȭÔ ÂÅ ÐÒÅÓÅÎÔ ÉÎ ÔÈÅ ËÎÏ×Î ÈÏÓÔÓɊ 
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)Î ÔÈÅ ÃÌÉÅÎÔ ÓÉÄÅ ÉÎ ͯȾȢÓÓÈȾ ÅÄÉÔ ÔÈÅ ȰÃÏÎÆÉÇȱ ÆÉÌÅ ɉÃÒÅÁÔÅ ȰÃÏÎÆÉÇȱ ÉÆ ÎÏÔ ÐÒÅÓÅÎÔɊ And add 
the following 
 

 
(With Strict Host Key #ÈÅÃËÉÎÇ %ÎÁÂÌÅÄ ÔÏ ȰÙÅÓȱ ÔÈÅ ÃÌÉÅÎÔ ×ÉÌÌ ÅÎÓÕÒÅ ÔÈÁÔ ÉÔ ×ÉÌÌ ÁÔÔÅÍÐÔ 
ÔÏ ÁÃÃÅÓÓ $54 ÏÎÌÙ ÉÆ ÔÈÅ $54ȭÓ ÐÕÂ ËÅÙ ÉÓ ÐÒÅÓÅÎÔ ÉÎ ÔÈÅ known hosts file. However 
initially  ÓÉÎÃÅ ÔÈÅ ÃÌÉÅÎÔ ÈÁÓ ÎÅÖÅÒ ÁÃÃÅÓÓÅÓ ÔÈÅ $54 ÂÅÆÏÒÅ ȟ ÔÈÅ $54ȭÓ ÐÕÂ ËÅÙ ×ÏÎȭÔ ÂÅ 
present in the known hosts file. Hence as of now , keep the above Strict Host Key Checking 
commented) 
 

¶ The DUT ÄÏÅÓÎȭÔ ÓÕÐÐÏÒÔ (4403 But for general information if DUT supports 
HTTPS then to enable mutual authentication (FOR GUI purpose),  

o Create a server certificate and have it signed by a trusted CA . 
o Store the server certificate in the server side. 
o Store the CA root in the client side. 

 
b. Similarly and so on for other protocols used. 

 
6. Preconditions  

¶ Documentation that lists each of the management protocols and describes the 
authentication mechanism used for each one. 

¶ IP address of the DUT should be provided, either automatically detected and 
assigned by OEM, or assigned manually by Tester 

7. Test Objective  To verify that the DUT permits access through supported 
management protocols only after successful mutual authentication. 

8. Test Plan 
8.1. Number of Test Scenarios: 

8.1.1. Test scenario to check if the DUT supports management protocols apart from 
the list submitted by the OEM by running an nmap scan 

8.1.2. Test Scenario for SSH: This test scenario is regarding SSH Management Protocol 
(Additional Test scenarios based on the OEM document) 

8.1.3. Test Scenario for HTTPS: This test scenario is regarding HTTPS Management 
Protocol 
      

8.2. Test Bed Diagram 



6 
 

 
 
8.3. Tools Required: Wireshark 
8.4. Test Execution Steps 
¶ Run an nmap scan to check the management protocols supported by the DUT and 

compare it with the documentation of OEM for the given list of protocols. 
 

 
¶ Login into a user account(nonroot) through SSH using the command format. 
ÓÓÈ  ÒÏÏÔÓÙÓÔÅÍͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  as shown below. 

 
¶ Verify if Mutual authentication is taking place when SSH is triggered.  
¶ (ÅÎÃÅ ÁÆÔÅÒ ÇÉÖÉÎÇ ȰÙÅÓȱ ÔÈÉÓ ËÅÙ ÉÓ ÓÔÏÒÅÄ ÉÎ ÔÈÅ ȰËÎÏ×ÎͺÈÏÓÔÓȱ file in the client 

side and then will proceed to ask the password entry screen 
¶ Similarly attempt to use other management protocols supported by DUT and verify 

mutual authentication 
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9. Expected Results for Pass: 
ü Case 1: Tester and DUT are able to mutually authenticate each other successfully,  

so Tester is allowed to access DUT. 
ü Case 2: DUT is unable to mutually authenticate so should not allow tester to   

connect. 
 
10. Expected Format of Evidence:  Screenshots of Wireshark or Terminal 

 
11. Test Execution:  
 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC1_MUTUAL_AUTHENTICATION_FOR_SSH 
11.1.2. Test Case Description: DUT should allow access to tester device through 

SSH only after successful mutual authentication. 
11.1.3. Execution Steps: 
¶ The tester tries to contact DUT using following commands 
¶ Login in to the router using Secure Shell (SSH) using the command format  
¶ ȰÓÓÈ ÒÏÏÔÓÙÓÔÅÍΆ)Ȣ0Ȣ;!ÄÄÒÅÓÓ;ÏÆ;ÔÈÅ;.ÏÄÅȱ  ÁÓ ÓÈÏ×Î ÂÅÌÏ× 

 

 
¶ 3ÉÎÃÅ ÔÈÅ ÃÌÉÅÎÔ ÉÓ ÕÎÁ×ÁÒÅ ÏÆ ÔÈÅ $54ȭÓ ÐÕÂ ËÅÙ ÁÓ ÉÔ ÉÓ ÁÔÔÅÍÐÔÉÎÇ ÔÏ 33( ÉÎ 
ÔÏ ÔÈÅ $54 ÆÏÒ ÔÈÅ ÆÉÒÓÔ ÔÉÍÅȟ ÉÔ ÁÓËÓ ÔÈÅ ÑÕÅÓÔÉÏÎ Ȱ!ÒÅ ÙÏÕ ÓÕÒÅ ÙÏÕ ×ÁÎÔ ÔÏ 
ÃÏÎÔÉÎÕÅ ÃÏÎÎÅÃÔÉÎÇ ȣȢȢ ÔÏ ×ÈÉÃÈ ×Å ÈÁÖÅ ÔÏ ÒÅÓÐÏÎÄ ×ÉÔÈ ÙÅÓ ÏÒ ÎÏ 

¶  !ÆÔÅÒ ÇÉÖÉÎÇ ȰÙÅÓȱȟ ÉÔ ÐÒÏÃÅÅÄÓ ÔÏ ask for password , which is server 
authenticating the client 

 

 
(7ÈÅÎ ÔÈÅ ÃÌÉÅÎÔ ÓÁÙÓ ȰÙÅÓȱ ÉÔ ÍÅÁÎÓ ÉÔÓ ÔÒÕÓÔÉÎÇ ÔÈÅ server on the basis of its SSH Host 
key that is initially generated at the server side using ssh keygen. So now this SSH Host 
key is been pasted in the known_hosts file present in the client side. 
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Positive case: 

 
 

¶ For negavtive testcase  inorder to test client authenticating the server 
authentication, the tester must erase the known_hosts information in the 
tester(client)  device which is present in .ssh/known_hosts directory and 
ÕÎÃÏÍÍÅÎÔ ȰÃÏÎÆÉÇȱ ÆÉÌÅ ÉÎ ͯȾȢÓÓÈȾ ÄÉÒÅÃÔÏÒÙ ÉÎ ÃÌÉÅÎÔ ÓÉÄÅ Ȣ 

 

 
 
¶ Now attempt to ssh connect to DUT  

 
ɉÈÅÒÅ ÉÔ ÓÁÙÓ Ȱ(ÏÓÔ ËÅÙ ÖÅÒÉÆÉÃÁÔÉÏÎ ÆÁÉÌÅÄȱ ȟ ÂÅÃÁÕÓÅ $54ȭÓ ÈÏÓÔ ËÅÙ ÉÓ ÎÏÔ ÐÒÅÓÅÎÔ ×ÉÔÈ ÔÈÅ 
client and Strict Host Key Checking is been enabled to yes) 

11.1.4. Test Observations:  
ü Case 1 (Positive Test Case): Tester and DUT are able to mutually authenticate 

each other successfully,  so Tester is allowed to access DUT. 
ü Case 2 (Negative Test Case): Tester and DUT are not able to communicate with 

each other if DUT authentication fails. 
11.1.5. Evidence Provided : Screenshots provided 
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11.2 Test Case Number: 02 

11.2.1. Test Case Name: TC1_MUTUAL_AUTHENTICATION_FOR_HTTPS 
11.2.2. Test Case Description: DUT should allow access to tester device through 

HTTPS only after successful mutual authentication. 
<Note : 3ÉÎÃÅ ÔÈÅ $54 ÄÏÅÓÎȭÔ ÓÕÐÐÏÒÔ (4403Ⱦ'5) ȟ ÔÈÅÒÅ ÉÓ ÎÏ ÔÅÓÔÉÎÇ ÓÃÅÎÅÒÉÏ ÆÏÒ (4403 
to be tested on the router , however I have provided the Execution steps needed) 

11.2.3. Execution steps : 
<the screenshots included in this step is only for understanding purpose , its not 
ÂÅÅÎ ÔÅÓÔÅÄ ÏÎ ÔÈÅ $54 ȟ ÁÓ ÔÈÅ $54 ÄÏÅÓÎȭÔ ÓÕÐÐÏÒÔ (4403Є 

¶ The tester should attempt to access the GUI of the router. 
¶ Check if the GUI is asking for login password credentials. That is where the 

client is being authenticated by the server. 

 
(here the server is authenticating the client) 
¶ Also capture the GUI access on wireshark and check if TLS 1.2 or higher is 

enabled. 
¶ Check if Server has sent its certificate, in the server hello message chain. 

 

                  
(check if the certificate has been sent by the server in the server hello message) 
This means that the client is authenticating the server by checking its certificate and 
checking if the digital signature is signed by the CA root(present in the client side) 



10 
 

o For the negative case, tamper the certificate and attempt for HTTPS connection 
to the GUI and it should fail the connection. 

o In some cases mTLS is enabled where in both the client and server will ask each 
ÏÔÈÅÒȭÓ ÃÅÒÔÉÆÉÃÁÔÅȢ 4ÈÉÓ ÃÁÎ ÂÅ ÔÒÁÃÅÄ ÉÎ ×ÉÒÅÓÈÁÒË 

o For mTLS case , the tester has to analyze client hello  and server hello packets . 
The client will initially send Client hello package,In response the server will send 
server hello along with its own certificate and also ask for certificate from the 
client  
 

 
(as can be seen from the above picture , mTLS is been enabled , as after Client Hello 
message , the server is sending its certificate in server hello message and also requesting 
ÆÏÒ ÃÌÉÅÎÔȭÓ certificate in the chain. The client after that responds with its own certificate. 
Hence mutual authentication is successful. 

11.2.4. Test Observation : It was observed that the management protocols 
supported by DUT(SSH) has mutual authentication enabled. 

12. Test Case Result: 
 

S. 
No  

TEST CASE NAME  PASS/FAIL Remarks  

1  TC1_MUTUAL_AUTHENTICATION_FOR_SSH PASS  SSH supports 
mutual 
authentication 

2 TC2_MUTUAL_AUTHENTICATION_FOR_HTTPS  HTTPS is not 
supported in DUT 

  
 ( Tester has to execute the test in similar fashion for other protocols) 
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1.1.2 Management Traffic Protection 

 
¶ <DUT Details: > Ex: Router  
¶ <DUT Software Version:>  
¶ <Digest Hash of OS>  
¶ <Digest Hash of Configuration>  
¶ <Applicable ITSAR: >   
¶ <ITSAR Version No:>  
¶ <OEM Supplied Document list: > 

 
1. <ITSAR Section No & Name>  Section 1.1: Access and Authorization 
2. <Security Requirement No & Name >  1.1.2 Management Traffic Protection 
3. <Requirement Description: > Usage of cryptographically protected network 

protocols is required. The transmission of data with a need of protection shall use 
industry standard network protocols with sufficient security measures and industry 
accepted algorithms. In particular, a protocol version without known vulnerabilities 
or a secure alternative shall be used. Verify the mechanisms implemented to protect 
data and information in transfer to and from the Network Product's OAM interface 
 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 Section 4.2.3.2.4]  
 
4. DUT Confirmation Details :  

 
5. DUT Configuration : Check OEM documentation to find all the supported 

management protocols. 
6. Preconditions:  

¶ Network product documentation containing information about supported OAM  
protocol is provided by the vendor. 

¶ A peer/tester device configured for communication with DUT over the protocol 
to be tested (e.g. SSH client supporting SSHv2 or HTTPS client) shall be available.  

¶ Network product documentation stating which security protocols for protection 
of data in transit are implemented and which profiles in TS 33.310 and TS 33.210 
are applicable is provided by the vendor For TLS, the tester shall base the tests 
on the profile defined by 3GPP in TS 33.310. For IKE and IPsec, the tester shall 
base the tests on the profile defined by 3GPP in TS 33.210. For protocols, for 
which 3GPP did not define a security profile, e.g. SSH, the tester shall base the 
tests on a widely recognised and publicly available security profile.\  

 
 

7. Test Objective : To verify if the DUT management traffic shall be protected strictly 
using secure cryptographic controls prescribed in Table1 of the latest document 
Ȱ#ÒÙÐÔÏÇÒÁÐÈÉÃ Controls For Indian Telecom Security Assurance Requirements 
ɉ)43!2ɊȱȢ 

8. Test Plan 
8.1. Number of Test Scenarios: 

8.1.1 Test Scenario to check the ciphers supported in the router server 
8.1.2 Test Scenario for SSH: This test scenario is regarding SSH Management 

Protocol 
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8.2. TEST BED DIAGRAM: 

 
 
8.3. Tools Required: Wireshark, OpenSSH, SNMP and so on.. 
8.4. Test Execution Steps: 

11.1.1. Since Dut supports SSH (from nmap report in 1.1.1) run the the following 
command to check the ciphers supported for the same using the command  

nmap --script ssh2 -enum-algos <ip address>  and check for any unsupported cipher 
11.1.2. The tester shall establish a secure connection between the network 

product and the peer and verify that all protocol versions and combinations of 
cryptographic algorithms that are mandated by the security profile are supported 
by the network product, using a packet capturing tool (eg. Wireshark) 

11.1.3. The tester should also try to attempt to connect to DUT using a deliberately 
unsupported cipher to check if connection to DUT is possible or not 

9. Expected Results for pass: 
11.1.4.  Handshake of the selected management protocol is completed between 

DUT and Tester device and data exchanged between DUT and tester device is 
encrypted using the selected encryption algorithm 

11.1.5. Handshake of the selected management protocol is not complete between 
DUT and Tester device and communication between DUT and tester device 

fails. 
10. Expected Format of Evidence:  

Screenshots of Wireshark and Pcap files capturing the protocol handshake  & 
data 

exchange between DUT and Tester device and the algorithm used for 
encryption 

11. Test Execution : 
11.1 Test Case Number: 01 

11.1.1.  Test Case Name: TC1_DUT_SUPPORTS_SECURE_CIPHERS 
11.1.2.  Test Case Description: DUT should support secure ciphers 
11.1.3.  Execution Steps: Tester should run the command  

nmap --script ssh2 -enum-algos <ip address>  and check for any unsupported 
cipher 
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11.2 Test Case Number: 02 

10.2.1. Test Case Name: 
TC2_PROTECT_DATA_INFO_TRANSFER_USING_SSH 

10.2.2. Test Case Description: DUT and tester device should support 
traffic protection through SSH only through provided cryptographic 
methods 

10.2.3. Execution  Steps: 
11.1.6. The tester should attempt to ssh into the DUT and capture the SSH traffic 

using wireshark  
11.1.7. Analyze the ssh handshake in the pcap file.  
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11.1.8. In the above screenshot the line selected above displays that AES-128 bit 

encryption is used while encryption of SSH packets and SHA-2 256 bit hashing 
algorithm is used while hashing the contents  of SSH packets. 

11.1.9. Also attempt to deliberately use an insecure method while attempting to 
ssh for eg: ssh -c 3des-cbc <DUT ADDRESS> and check if handshake is possible 
or not 

 
 
A<Note> : If the DUT supports HTTPS , then inorder to check if the ciphers are secure 

11.1.10. Capture the traffic in wireshark and analyze the pcap file. 
11.1.11. Analyze the Server hello packet which finalizes on which 

cipher to choose amongst the ciphers list provided by the client in 
the Cline Hello packet. In that trace we can check which cipher has 
been decided upon for communication. 

 
10.2.4. Test Observation  

-It as observed that DUT is configured with secure ciphers for SSH handshake2 
-It was observed that the data transferred during SSH was encrypted using secure 
ciphers 
 

12. Test Case Result: 
 

S. No  TEST CASE NAME  PASS/FAIL Remarks  

1  Unique Username PASS   

2 Same User account creation FAIL  

  
 ( Tester has to execute the test in similar fashion for other protocols 

1.1.3 Role-Based access control 
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¶ <DUT Details: > Ex: Router  
¶ <DUT Software Version:>  
¶ <Digest Hash of OS>  
¶ <Digest Hash of Configuration>  
¶ <Applicable ITSAR: >   
¶ <ITSAR Version No:>  
¶ <OEM Supplied Document list: >   

  
1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 
2. <Security Requirement No & Name > 1.1.3 Role-Based access control 
3. <Requirement Description: > The network product shall support Role Based Access 

Control (RBAC). A role-based access control system uses a set of controls which 
determines how users interact with domains and resources. The domains could be 
Fault Management (FM), Performance Management (PM), System Admin, etc. The 
RBAC system controls how users or groups of users are allowed access to the various 
domains and what type of operation they can perform, i.e., the specific operation. 
command or command group (e.g., View, Modify, Execute). 

The network product supports RBAC with minimum of 3 user roles, in particular, for OAM 
privilege management for network product Management and Maintenance, including 
authorization of the operation for configuration data and software via the network 
product console interface. 
 
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.6.2] 
 
4. DUT Confirmation Details :  
 
 
 
5. DUT Configuration:  

Check the list of existing users present in IP router using the command  

ȰÄÏ ÓÈÏ× ÒÕÎÎÉÎÇ-ÃÏÎÆÉÇ !!! ÕÓÅÒȱȢ 
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As can be seen above the different users roles existing are root system, operator, net 
admin, sysadmin, Root system being the highest privileged  

Then sysadmin>netadmin>operator 

6. Preconditions : Vendor documentation having the list of registered users and their 
privileges.  

7. Test Objective : To verify the RBAC of the registered users.   
8. Test Plan: 

8.1. Number of Test scenarios : 1 
8.1.1. To check the number of roles (minimum 3) 
8.1.2. Test Scenario to check if users can be created and deleted using rootsystem 
8.1.3. Test Scenario to check if users can be created and deleted using netadmin 
8.1.4. Test Scenario to check if users can be created and deleted using sysadmin 
8.1.5. Test Scenario to check if users can be created and deleted using operator 
8.1.6. Test Scenario to check the privileges and functions of each user role 

 
8.2. Test Bed diagram 
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8.3. Tools required : DUT CLI 
8.4. Execution Steps : 

- Log into root system 
- Create a user account of all privileges 
- Check if creation/ deletion of the user is possible from root  system, operator, net 

admin, sysadmin 

9. Expected Result for pass: The DUT supports the RBAC as mentioned in vendor 
documentation 

10. Test Execution Steps : 
10.1. Test Case Number : 01 

10.1.1. Test Case Name : Number of user roles (minimum 3) 
10.1.2. Test Case description  : To check the number of user roles supported by DUT 
10.1.3. Execution Steps:  

Log into DUT using root system : Login into root system using SSH and check 
the list of existing users  
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As can be seen above , 4 user role exists that is rootsystem , sysadmin, netadmin, operator 

10.2. Test Case Number : 02 

10.2.1. Test Case Name : RBAC test using rootsystem 
10.2.2. Test Case description  : To test user creation/deletion using rootsystem 
10.2.3. Execution Steps :  

i)  Creation of a rootsystem user by rootsystem 
Login into rootsystem using SSH and check the list of existing users  
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)Î ÔÈÅ ÁÂÏÖÅ ÓÃÒÅÅÎÓÈÏÔ ×Å ÔÒÙ ÃÒÅÁÔÉÎÇ Á ȰÒÏÏÔÓÙÓÔÅÍȱ ÕÓÅÒ ÂÙ ÌÏÇÇÉÎÇ ÉÎ ÁÓ ÒÏÏÔÓÙÓÔÅÍ 
ÕÓÅÒȢ 4ÈÅ ÒÏÕÔÅÒ ÄÏÅÓ ÎÏÔ ÃÒÅÁÔÅ ÁÎÙ ÎÅ× ȰÒÏÏÔÓÙÓÔÅÍȱ ÕÓÅÒȟ ÉÎÓÔÅÁÄ ÉÔ ÅÎÔÅÒÓ ÉÎÔÏ ÔÈÅ 
ÅØÉÓÔÉÎÇ ÒÏÏÔÓÙÓÔÅÍ ÕÓÅÒ ×ÈÅÎ ×Å ÃÒÅÁÔÅ Á ÎÅ× ȰÒÏÏÔÓÙÓÔÅÍȱ ÕÓÅÒȢ )Ô ÃÁÎ ÂÅ ÏÂÓÅÒÖed that 
ÎÏ ÎÅ× ȰÒÏÏÔÓÙÓÔÅÍȱ ÕÓÅÒ ×ÁÓ ÃÒÅÁÔÅÄ ÉÆ ÙÏÕ ÃÏÍÐÁÒÅ ×ÉÔÈ ÔÈÅ ÓÃÒÅÅÎÓÈÏÔ ÂÅÆÏÒÅ ÔÈÅ 
above screenshot. Hence it can be concluded that same user names account cannot be 
created. 
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)Î ÔÈÅ ÁÂÏÖÅ ÓÃÒÅÅÎÓÈÏÔ ÉÎÉÔÉÁÌÌÙ ×Å ÃÈÅÃËÅÄ ÔÈÅ ÅØÉÓÔÉÎÇ ÕÓÅÒÓ ÂÙ ÃÏÍÍÁÎÄ Ȱdo show 
running -config AAA userȱȟ ÔÈÅÎ ×Å ÃÒÅÁÔÅÄ Á ÕÓÅÒ ÎÁÍÅÄ Ȱrsȱ ÁÎÄ ÁÓÓÉÇÎÅÄ 
Ȱrootsystemȱ ÐÒÉÖÉÌÅÇÅÓ ÔÏ ÔÈÁÔ ÕÓÅÒ ÁÎÄ ÔÈÅ ÐÒÏÃÅÓÓ ×ÁÓ ÓÕÃÃÅÓÓÆÕÌȢ ! ÎÅ× ÕÓÅÒ ×ÉÔÈ 
ÎÁÍÅ Ȱrsȱ ×ÁÓ ÃÒÅÁÔÅÄ ×ÉÔÈ Ȱrootsystemȱ ÐÒÉÖÉÌÅÇÅÓ 

Creation of a netadmin user by rootsystem  

ÃÈÅÃË ÔÈÅ ÌÉÓÔ ÏÆ ÕÓÅÒÓ ÂÙ ÔÙÐÉÎÇ Ȱdo show running -config AAA userȱ. 
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Now we create a user with net admin role 

 

)Î ÔÈÅ ÁÂÏÖÅ ÓÃÒÅÅÎÓÈÏÔ ÉÎÉÔÉÁÌÌÙȟ ×Å ÃÈÅÃËÅÄ ÔÈÅ ÅØÉÓÔÉÎÇ ÕÓÅÒÓ ÂÙ ÃÏÍÍÁÎÄ Ȱdo show 
running -config AAA userȱȟ ÔÈÅÎ ×Å ÃÒÅÁÔÅÄ Á ÕÓÅÒ ÎÁÍÅÄ Ȱnaȱ ÁÎÄ ÁÓÓÉÇÎÅÄ Ȱnetadmin ȱ 
ÐÒÉÖÉÌÅÇÅÓ ÔÏ ÔÈÁÔ ÕÓÅÒ ÁÎÄ ÔÈÅ ÐÒÏÃÅÓÓ ×ÁÓ ÓÕÃÃÅÓÓÆÕÌȢ ! ÎÅ× ÕÓÅÒ ×ÉÔÈ ÎÁÍÅ Ȱnaȱ ×ÁÓ 
ÃÒÅÁÔÅÄ ×ÉÔÈ Ȱnetadmin ȱ ÐÒÉÖÉÌÅÇÅÓȢ !ÆÔÅÒ ÃÏÍÍÉÔÔÉÎÇ ÔÈÅ ÃÈÁÎÇÅÓȟ ÔÈÅ ÕÓÅÒ Ȱnaȱ ÉÓ ÖÉÓÉÂÌÅ 
in the list of users 

To check if its possible to delete the netadmin users 
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5ÓÉÎÇ ÔÈÅ ÃÏÍÍÁÎÄ ȰÎÏ !!! ÕÓÅÒ ÎÁȱ 

 

Creation of a sysadmin user by rootsystem  , ÃÈÅÃË ÔÈÅ ÌÉÓÔ ÏÆ ÕÓÅÒÓ ÂÙ ÔÙÐÉÎÇ ȰÄÏ 
show running-config !!! ÕÓÅÒȱȢ 

 

.Ï× ×Å ÃÒÅÁÔÅ Á ÕÓÅÒ ȰÓÁȱ ÏÆ ÔÈÅ ÒÏÌÅ ÓÙÓÁÄÍÉÎ 
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.Ï× ×Å ÁÔÔÅÍÐÔ ÔÏ ÄÅÌÅÔÅ ÔÈÅ ȰÓÁȱ ÕÓÅÒ 

 

)Î ÔÈÅ ÁÂÏÖÅ ÓÃÒÅÅÎÓÈÏÔ ×Å ÁÒÅ ÄÅÌÅÔÉÎÇ ÔÈÅ ÁÂÏÖÅ ÃÒÅÁÔÅÄ ÕÓÅÒ ÂÙ ÕÓÉÎÇ ÃÏÍÍÁÎÄ Ȱno 
AAA user saȱ 
4ÈÅ ÕÓÅÒ Ȱsaȱ ÉÓ ÄÅÌÅÔÅÄ ÆÒÏÍ ÔÈÅ ÓÙÓÔÅÍ ÁÎÄ ÉÓ ÎÏÔ ÖÉÓÉÂÌÅ ÉÎ ÔÈÅ ÌÉÓÔ ÁÎÙÍÏÒÅȢ 
 
Creation of operator by root system 
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#ÈÅÃË ÔÈÅ ÌÉÓÔ ÏÆ ÕÓÅÒÓ ÂÙ ÔÙÐÉÎÇ Ȱdo show running -config AAA userȱȢ 

 
 
.Ï× ×Å ÃÒÅÁÔÅ Á ÕÓÅÒ ȰÏÐÅÒȱ ÏÆ ÔÈÅ ÒÏÌÅ ÏÐÅÒÁÔÏÒ 
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)Î ÔÈÅ ÁÂÏÖÅ ÓÃÒÅÅÎÓÈÏÔ ×Å ÃÒÅÁÔÅÄ Á ÕÓÅÒ ÎÁÍÅÄ Ȱoperȱ ÁÎÄ ÁÓÓÉÇÎÅÄ Ȱoperator ȱ 
ÐÒÉÖÉÌÅÇÅÓ ÔÏ ÔÈÁÔ ÕÓÅÒ ÁÎÄ ÔÈÅ ÐÒÏÃÅÓÓ ×ÁÓ ÓÕÃÃÅÓÓÆÕÌȢ ! ÎÅ× ÕÓÅÒ ×ÉÔÈ ÎÁÍÅ Ȱoperȱ ×ÁÓ 
ÃÒÅÁÔÅÄ ×ÉÔÈ Ȱoperator ȱ ÐÒÉÖÉÌÅÇÅÓȢ !ÆÔÅÒ ÃÏÍÍÉÔÔÉÎÇ ÔÈÅ ÃÈÁÎÇÅÓȟ ÔÈÅ ÕÓÅÒ Ȱoperȱ ÉÓ 
visible in the list of users  
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)Î ÔÈÅ ÁÂÏÖÅ ÓÃÒÅÅÎÓÈÏÔ ×Å ÁÒÅ ÄÅÌÅÔÉÎÇ ÔÈÅ ÁÂÏÖÅ ÃÒÅÁÔÅÄ ÕÓÅÒ ÂÙ ÕÓÉÎÇ ÃÏÍÍÁÎÄ Ȱno 
AAA user operȱȢ 4ÈÅ ÕÓÅÒ Ȱoperȱ ÉÓ ÄÅÌÅÔÅÄ ÆÒÏÍ ÔÈÅ ÓÙÓÔÅÍ ÁÎÄ ÉÓ ÎÏÔ ÖÉÓÉÂÌÅ ÉÎ ÔÈÅ ÌÉÓÔ 
anymore. 
 

10.3. Test Case Number  : 03 

10.3.1. Test Case Name : RBAC test using netadmin 
10.3.2. Test Case description  : To test user creation/deletion using netadmin 
10.3.3. Execution Steps :  

Creation of a rootsystem user by netadmin  
Login into router through netadmin using SSH 
Attempt to create rootsystem user 
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In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÓ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱrootsystemȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ ÐÒÏÍÐÔÅÄ ÁÎ 
ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess denied 
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In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÓ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱrsȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ ÐÒÏÍÐÔÅÄ ÁÎ ÅÒÒÏÒ 
ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess denied. 
 
Creation of a netadmin user by netadmin  
Attempt to create a user of netadmin role 
 

 
 
In the above screenshot we checked the list of existing users on the system. When you try 
ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱnetadmin ȱȟ ÉÔ ×ÉÌÌ ÎÏÔ ÃÒÅÁÔÅ ÁÎÙ ÎÅ× ÕÓÅÒ ÁÎÄ ×ÉÌÌ ÉÎÓÔÅÁÄ ÅÎÔÅÒ 
ÔÈÅ ÅØÉÓÔÉÎÇ ÕÓÅÒ ÁÓ Á ÕÓÅÒ ÎÁÍÅÄ Ȱnetadmin ȱ ÉÓ ÁÌÒÅÁÄÙ ÐÒÅÓÅÎÔȢ !ÆÔÅÒ ÅÎÔÅÒÉÎÇ ÎÅÔÁÄÍÉÎ 
ÕÓÅÒȟ ÙÏÕ ÁÒÅ ÎÏÔ ÁÌÌÏ×ÅÄ ÔÏ ÃÈÁÎÇÅ ÔÈÅ ÒÏÌÅ ÏÆ ÔÈÅ ÕÓÅÒ ÎÁÍÅÄ Ȱnetadmin ȱȢ  
7ÈÅÎ ×Å ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱnaȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ ÐÒÏÍÐÔÅÄ ÁÎ 
ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess deniedȱȢ 
 
Creation of a sysadmin user by netadmin  
Attempt to create a user of sysadmin role 
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In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÓ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱsysadminȱ ÁÎÄ Ȱsaȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ 
ÐÒÏÍÐÔÅÄ ÁÎ ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess denied 
 
Creation of a operator user by netadmin  
 
Attempt to create a user of operator role 

 
In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱoperator ȱ ÁÎÄ Ȱoperȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ 
ÐÒÏÍÐÔÅÄ ÁÎ ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess deniedȱȢ 
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10.4. Test Case Number : 04 

10.4.1. Test Case Name : RBAC test using sysadmin 
10.4.2. Test Case description  : To test user creation/deletion using sysadmin 
10.4.3. Execution Steps: Login into router using sysadmin through SSH  

Attempt to create root system user 

 
 
In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ ȰÒÏÏÔÓÙÓÔÅÍȱ ÁÎÄ ȰÒÓȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ 
ÐÒÏÍÐÔÅÄ ÁÎ ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ ȰÁÃÃÅÓÓ ÄÅÎÉÅÄȱȢ 
 
Creation of a netadmin user by sysadmin  
Attempt to create a user of netadmin role 
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In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱnetadmin ȱ ÁÎÄ Ȱnaȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ 
ÐÒÏÍÐÔÅÄ ÁÎ ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess deniedȱȢ 
 
Creation of a sysadmin user by sysadmin  
Attempt to create a user of sysadmin role 
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In the above screenshot we checked the list of existing users on the system. When you try 
ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱsysadminȱȟ ÉÔ ×ÉÌÌ ÎÏÔ ÃÒÅÁÔÅ ÁÎÙ ÎÅ× ÕÓÅÒ ÁÎÄ ×ÉÌÌ ÉÎÓÔÅÁÄ ÅÎÔÅÒ 
ÔÈÅ ÅØÉÓÔÉÎÇ ÕÓÅÒȢ 9ÏÕ ÃÁÎÎÏÔ ÃÈÁÎÇÅ ÔÈÅ ÒÏÌÅ ÏÆ ÔÈÅ ÕÓÅÒ ÎÁÍÅÄ ȰsysadminȱȢ  
7ÈÅÎ ×Å ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱsaȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ ÐÒÏÍÐÔÅÄ ÁÎ 
ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess deniedȱȢ 
 
Creation of a operator user by sysadmin  
Create a  user of role operator 
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In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱoperator ȱ ÁÎÄ Ȱoperȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ 
ÐÒÏÍÐÔÅÄ ÁÎ ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess deniedȱȢ 

10.5. Test Case Number : 05 
10.5.1. Test Case Name : RBAC test using operator 
10.5.2. Test Case description  : To test user creation/deletion using operator 
10.5.3. Execution Steps: 

Login into router using operator through SSH  
Attempt to create rootsystem user 
Creation of a rootsystem user by operator  
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In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱroot  systemȱ ÁÎÄ Ȱrsȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ 
ÐÒÏÍÐÔÅÄ ÁÎ ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess deniedȱȢ 
 
Creation of a net  admin user by operator  
Attempt to create a user of net admin role 
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\  
In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱnet  adminȱ ÁÎÄ Ȱnaȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ 
ÐÒÏÍÐÔÅÄ ÁÎ ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess deniedȱȢ 
 
Creation of a sysadmin user by operator  
Attempt to create a user of sysadmin role 
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In the above screenshot we checked the list of existing users on the system. When we 
ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱsysadminȱ ÁÎÄ Ȱsaȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ 
ÐÒÏÍÐÔÅÄ ÁÎ ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess deniedȱȢ 
 
Creation of a operator user by operator  
Attempt to create a user of operator role 
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In the above screenshot we checked the list of existing users on the system. When you try 
ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱoperator ȱȟ ÉÔ ×ÉÌÌ ÎÏÔ ÃÒÅÁÔÅ ÁÎÙ ÎÅ× ÕÓÅÒ ÁÎÄ ×ÉÌÌ ÉÎÓÔÅÁÄ ÅÎÔÅÒ 
ÔÈÅ ÅØÉÓÔÉÎÇ ÕÓÅÒȢ 9ÏÕ ÃÁÎÎÏÔ ÃÈÁÎÇÅ ÔÈÅ ÒÏÌÅ ÏÆ ÔÈÅ ÕÓÅÒ ÎÁÍÅÄ ȰsysadminȱȢ 
7ÈÅÎ ×Å ÔÒÉÅÄ ÔÏ ÃÒÅÁÔÅ Á ÕÓÅÒ ÎÁÍÅÄ Ȱoperȱȟ ÉÔ ÄÉÄ ÎÏÔ ÃÒÅÁÔÅ Á ÎÅ× ÕÓÅÒ ÁÎÄ ÐÒÏÍÐÔÅÄ 
ÁÎ ÅÒÒÏÒ ÍÅÓÓÁÇÅ ÓÔÁÔÉÎÇ Ȱaccess deniedȱȢ 
 

10.6. Test Case Number : 06 
10.6.1. Test Case Name : Privilege levels of the user roles 
10.6.2. Test Case description  : To check the privilege levels of the user roles and 

check if its as defined as in the vendor documentation 
 
Privilege level of rootsystem:  
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Figure 27 
In the above screenshot we checked the privilege level of rootsystem user by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role rootsystem ȱȢ  
 
Privilege level of sysadmin :  

 
Figure 28 
In the above screenshot we checked the privilege level of sysadmin user by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role sysadmin ȱȢ 
 
Privilege level of netadmin  
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Figure 29 
In the above screenshot we checked the privilege level of netadmin user by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role netadmin ȱȢ 
 
 
 
 
 
 
 
 
Privilege level of operator  
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Figure 30 
In the above screenshot we checked the privilege level of operator user by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role operator ȱȢ 
 
 
Checking functions of command groups  

 
Figure 31 
In the above screenshot we checked the functions of command groups by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role command -groupȱȢ 
 
Checking user roles who have access to a particular function of command group  
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Figure 32 
In the above screenshot we checked the functions of command groups by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role command -group 
<function name> ȱȢ (ÅÒÅ Ȱ<function name> ȱ ÃÁÎ ÂÅ ÁÎÙ ÆÕÎÃÔÉÏÎ ÎÁÍÅ ÄÉÓÐÌÁÙÅÄ ÉÎ ÔÈÅ 
screenshot above this screenshot. 
 
 

10.6.3. Test Observations : With reference to the Common Security Requirement 
(CSR)/Clause 1.3 of ITSAR the router supports Role Based Access Control 
(RBAC). It was observed that DUT supports 4 user roles each with different 
privileges 

¶ Root system as a Creator: 
             root system user can create any user and give the user any roles i.e.           
             root system, net admin, sysadmin and operator roles. 
 
¶ Net admin as a Creator: 

Net admin user cannot create any user and cannot give the user any roles i.e.           
             root system, net admin, sysadmin and operator roles. 

 Any user created and given net admin privileges can also neither create a user nor   
 assign any roles to it. 
 

¶ sysadmin as a Creator: 
             sysadmin user cannot create any user and cannot give the user any roles i.e.           
             root system, net admin, sysadmin and operator roles. 

 Any user created and given sysadmin privileges can also neither create a user nor   
 assign any roles to it. 

 
¶ operator as a Creator: 

             operator user cannot create any user and cannot give the user any roles i.e.           
             root system, net admin, sysadmin and operator roles. 

 Any user created and given operator privileges can also neither create a user nor    
 assign any roles to it. 

 
User-based access control is present and followed. Privilege level of users can also be 
viewed. 
 

11. Test Case Result: 
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S. No  TEST CASE NAME  PASS/FAIL Remarks  

1  Number of user roles(3 
minimum)  

Pass 4 user 
roles(rootsystem, 
sysadmin, 
netadmin,operator) 

2 RBAC test using rootsystem Pass  

3 RBAC test using netadmin Pass  

4. RBAC test using sysadmin Pass  

5 RBAC test using operator Pass  

6 Privilege levels of the user roles Pass  

  
 ( Tester has to execute the test in similar fashion for other protocols) 
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1.1.4 User Authentication ɀ Local/Remote 

 
¶ <DUT Details: > Ex: Router  
¶ <DUT Software Version:>  
¶ <Digest Hash of OS>  
¶ <Digest Hash of Configuration>  
¶ <Applicable ITSAR: >   
¶ <ITSAR Version No:>  
¶ <OEM Supplied Document list: >   

  
1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 
2. <Security Requirement No & Name > 1.1.4 User Authentication-Local/Remote 
3. <Requirement Description: > The various user and machine accounts on a system 

shall be protected from misuse. To this end, an authentication attribute is typically 
used, which, when combined with the username, enables unambiguous authentication 
and identification of the authorized user. 
Authentication attributes include: 

 Cryptographic keys 
 Token 
 Passwords 

This means that authentication based on a parameter that can be spoofed (e.g., phone 
numbers, public IP addresses or VPN membership) is not permitted. Exceptions are 
attributes that cannot be faked or spoofed by an attacker. 
NOTE: Several of the above options can be combined (dual-factor authentication) to 
achieve a higher level of security. Whether or not this is suitable and necessary 
depends on the protection needs of the individual system and its data and is evaluated 
for individual cases. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.2.1] 
 
4. DUT Confirmation Details : 

 
5. DUT Configuration  Details : 

 
 

6. Precondition:  
¶ All predefined accounts and machine accounts are identified in the documentation 

accompanying the Network Product. 
¶ Instructions of how to create new accounts are provided in the documentation 

accompanying the Network Product. 
¶ Instructions of how administrator user can view all existing accounts in the 

database are provided in the documentation accompanying the Network Product.  
NOTE: No test is provided here for finding undocumented hard coded accounts as such 
tests may be impossible to define in a general way. 

 
7. Test Objective:  To verify that minimum 1 of the above authentication attributes shall 

be mandatorily combined for protecting all the accounts from misuse and for local 
access and machine accounts, at least one authentication attribute shall be supported 

8. Test Plan: 
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8.1. Number of Test Scenarios: 
8.1.1. Test Scenario for Local Access  
¶ This test scenario is regarding local access of user accounts 

 
8.1.2. Test Scenario for SSH 
¶ This test scenario is regarding SSH Protocol (Additional Test scenarios based 

on the OEM document) 
 

8.2. Test Bed Diagram 
 

7.3   
 
Tools Required 

- NULL 
 

8.3. Test Execution Steps: 
 
The accredited evaluator's test lab is required to execute the following steps: 
1) After login via account with necessary access rights (e.g. Admin) search in the database 
for any undocumented account. 
2) Attempt login to all predefined accounts identified (either documented or not) with 
and without using the respective authentication attribute both locally and remotely 
3) Create a new account by following instructions in documentation. 
4) Attempt login to the newly created account with correct and incorrect credentials both 
locally and remotely 
 

8.4. Expected Results for Pass: 
Case 1: DUT is able to authenticate tester successfully, so Tester is allowed to 

access 
DUT. 
Case 2: DUT is not able to authenticate tester successfully, so Tester is not allowed 

to 
access DUT. 
 

9. Expected Format of Evidence  
¶ Screenshot of Terminal 
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10. Test Execution:  
10.1. Test Case Number: 1 

10.1.1. Test Case Name:   TC1_LOCAL_ACCESS 
10.1.2. Test Case description : Tester should be able to login in DUT locally if and only 

if correct password and cryptographic keys are used 
10.1.3. Execution Steps: 

o Login in to the router locally. The entry should be through PC connected to the 
router through a LAN or console cable.  It will ask you for the password in the 
next step. If you enter the correct password, you will be given access to the 
router  

 
¶ After entering the correct password the user is allowed access to the router. 
¶ If you enter a wrong password or you are not an authorized user you will not be 

allowed access to the router and your connection will be closed as shown below. 

 
 

10.2. Test Case Number: 2 
10.2.1. Test Case Name: TC_REMOTE_ACCESS 
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10.2.2. Test Case description : Tester should be able to login in DUT locally if and only 
if correct password and cryptographic keys are used 

10.2.3. Execution Steps : 
o Attempt to login remotely using ssh into all the user accounts. 
¶ Login in to the router using Secure Shell (SSH) using the command format  
¶ For netadmin user  
¶ ȰÓÓÈ  ÎÅÔÁÄÍÉÎͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  as shown below. 
¶ Step 2a:- It will ask you for the password in the next step. If you enter the correct 

password you will be given access to the router.  

 
¶ Figure 4 
¶ 4ÈÅ ÔÅÓÔÅÒ ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÎÅÔÁÄÍÉÎ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  

netadmin@192.168.129.250ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 
After entering the correct password the user is allowed access to the router . 

¶ If wrong password entered  you are not an authorized user you will not be allowed 
access to the router and your connection will be closed as shown in the below 
image.  

 
¶ Figure 5 

mailto:%20netadmin@192.168.129.250
mailto:%20netadmin@192.168.129.250
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¶ 7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÎÅÔÁÄÍÉÎ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  
netadmin@192.168.129.250ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 
Upon entering wrong password the user is not allowed access to the router and 
the connection attempt is closed. 

¶ Testing Login For sysadmin User  
¶ Step 1:- Login in to the router using Secure Shell (SSH) using the command format  
¶ ȰÓÓÈ  ÓÙÓÁÄÍÉÎͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  as shown below. 
¶ Step 2a:- It will ask you for the password in the next step. If you enter the correct 

password you will be given access to the router.  

 
¶ Figure 6 
¶ 7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÓÙÓÁÄÍÉÎ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  

sysadmin@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 
After entering the correct password the user is allowed access to the router . 

¶ Step 2b:- If you enter a wrong password or you are not an authorized user you will 
not be allowed access to the router and your connection will be closed as shown 
in the below image.  

mailto:%20netadmin@192.168.129.250
mailto:%20netadmin@192.168.129.250
mailto:%20sysadmin@192.168.129.250
mailto:%20sysadmin@192.168.129.250
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¶ Figure 7 
¶ 7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÓÙÓÁÄÍÉÎ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  

sysadmin@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 
Upon entering wrong password the user is not allowed access to the router and 
the connection attempt is closed. 

¶ Testing Login For Operator User  
¶ Step 1:- Login in to the router using Secure Shell (SSH) using the command format  
¶ ȰÓÓÈ  ÏÐÅÒÁÔÏÒͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  as shown below. 
¶ Step 2a:- It will ask you for the password in the next step. If you enter the correct 

password you will be given access to the router.  
 

 
¶ Figure 8 

mailto:%20sysadmin@192.168.129.250
mailto:%20sysadmin@192.168.129.250
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¶ 7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÏÐÅÒÁÔÏÒ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  
operator@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 
After entering the correct password the user is allowed access to the router . 

¶ Step 2b:- If you enter a wrong password or you are not an authorized user you will 
not be allowed access to the router and your connection will be closed as shown 
in the below image.  

 
¶ Figure 9 
¶ 7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÏÐÅÒÁÔÏÒ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  

operator@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 
Upon entering wrong password the user is not allowed access to the router and 
the connection attempt is closed. 

¶ Testing Login for a User  
¶ Step 1:- Login in to the router using Secure Shell (SSH) using the command format  
¶ ȰÓÓÈ  ÕÓÅÒÎÁÍÅͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  as shown below. 
¶ Step 2a:- It will ask you for the password in the next step. If you enter the correct 

password you will be given access to the router.  

mailto:%20operator@192.168.129.250
mailto:%20operator@192.168.129.250
mailto:%20operator@192.168.129.250
mailto:%20operator@192.168.129.250
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¶ Figure 10 
¶ 7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÕÔËÁÒÓÈ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh 

utkarsh@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 
After entering the correct password the user is allowed access to the router. 

¶ Step 2b:- If you enter a wrong password or you are not an authorized user you will 
not be allowed access to the router and your connection will be closed as shown 
in the below image.  

 
¶ Figure 11 
¶ 7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÕÔËÁÒÓÈ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh 

utkarsh@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 
Upon entering wrong password the user is not allowed access to the router and 
the connection attempt is closed. 

 
10.2.4. Evidence Provided:  Screenshot of Terminal 
10.2.5. Test Observation : It was observed that authentication attribute is used 

(password) for both local access and remote access. 
 
11. Test Case Result: 
 

 

mailto:utkarsh@192.168.129.250
mailto:utkarsh@192.168.129.250
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S. No TEST CASE NAME PASS/FAIL Remarks  

1 DUT_LOCAL_ACCESS Pass  

2 DUT_REMOTE_ACCESS Pass  
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1.1.5 Remote login restrictions for privileged users 

 
¶ <DUT Details: > Ex: Router  
¶ <DUT Software Version:>  
¶ <Digest Hash of OS>  
¶ <Digest Hash of Configuration>  
¶ <Applicable ITSAR: >   
¶ <ITSAR Version No:>  
¶ <OEM Supplied Document list: >   

  
1. <ITSAR Section No & Name>  Section 1.1: Access and Authorization 
2. <Security Requirement No & Name > 1.1.5 Remote login restrictions for privileged 

users  
3. <Requirement Description: > Direct login as root or equivalent highest privileged 

user shall be limited to the system console only. Root user will not be allowed to login 
to the system remotely. 
[Reference TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.6] 

4. DUT Confirmation Details : 
 
 
5. DUT Configuration  
¶ The DUT should be configured, to not permit rootlogin 

 
6. Preconditions:  
¶ A document that describes the interfaces to the network product and how the 

tester can login to them remotely. 
7. Test Objective/ Purpose:  Verify that the root or equivalent highest privileged user 

will not be allowed to login to the system remotely.  
 

8. Test Plan: 
 

8.1. Number of Test Scenarios:   
 

8.1.1. Test Scenario for SSH:  This test scenario is regarding SSH Management 
Protocol 

 
8.2. Test Bed Diagram:  
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8.3. Test Execution Step: 
1. The tester tries to remotely login to the network product using the credentials 
of the root or equivalent highest privileged user via the interfaces as described in 
the documentation. 
 
2. The tester tries to login to the network product using the credentials of the root 

or  
equivalent highest privileged user from the physical console of the system. 
 

8.4.  Expected Results:  
- The tester is not able to login to the system remotely using the root credentials. 
- The tester is able to login to the system from the physical console using the root 

credentials. 

9. Test Execution:  
 

9.1. Test Case Number: 01  
9.1.1. Test Case Name: TC1_REMOTE_LOGIN_RESTRICTIONS_PRIVILEGED_USERS 
9.1.2. Test Case Description:  Test Needs to be conducted that any privileged or 

root user should not be able to login over remote medium.  
9.1.3. Execution Steps: 

 
¶ Remote Login Test 
Attempt to remotely log in to the network product using the root or equivalent 
highest privileged user's credentials. Use the appropriate command based on the 
remote login method described in the documentation.  
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7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÒÏÏÔ ÕÓÅÒ ÔÈÒÏÕÇÈ ÍÁÎÁÇÅÍÅÎÔ ÐÏÒÔ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh 
root@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ !ÆÔÅÒ 
entering the correct password, the user is allowed access to the router with root user 
privileges. 

 
9.2. Test Case Number: 02 

9.2.1. Test Case Name: TC2_LOCAL_LOGIN_RESTRICTIONS_PRIVILEGED_USERS 
9.2.2. Test Case Description:  Test Needs to be conducted that any privileged or 

root user should not be able to login over local access.  
9.2.3. Execution Steps: 
¶ Attempt to login as root after connecting through the console port and 

check if access is possible 
 

 
 

¶ As it can be seen above the local access permits the root access. 
 

10. Test Observation:  
It was observed that both local and remote access permits rootsystem to access 
the DUT. Hence the DUT fails 
 

11. Test Case Result: 
 

mailto:root@192.168.129.250
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S. No  TEST CASE NAME  PASS/FAIL Remarks  

1  TC1_REMOTE_LOGIN_RESTRICTIONS_PRIVILEGED_USERS  FAIL  

2 TC2_LOCAL_LOGIN_RESTRICTIONS_PRIVILEGED_USERS PASS  

  
 ( Tester has to execute the test in similar fashion for other protocols) 
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1.1.6 Authorization Policy 

 
¶ <DUT Details: > Ex: Router  
¶ <DUT Software Version:>  
¶ <Digest Hash of OS>  
¶ <Digest Hash of Configuration>  
¶ <Applicable ITSAR: >   
¶ <ITSAR Version No:>  
¶ <OEM Supplied Document list: >   

  
1. <ITSAR Section No & Name>  Section 1.1: Access and Authorization 
2. <Security Requirement No & Name > 1.1.6 Authorization Policy  
3. <Requirement Description: > The authorizations for accounts and applications shall 

be reduced to the minimum required for the tasks they have to perform. 
Authorizations to a system shall be restricted to a level in which a user can only access 
data and use functions that he needs in the course of his work. Suitable authorizations 
shall also be assigned for access to files that are components of the operating system 
or of applications or that are generated by the same (e.g., configuration and logging 
files). Alongside access to data, execution of applications and components shall also 
take place with rights that are as low as possible. Applications should not be executed 
with administrator or system rights.  
 
 [Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.6.1] 
 

4. DUT Confirmation Details :  
 
 
5. DUT Configuration:  

Check the list of registered user roles in router  
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As can be seen above the user roles include root system, operator, net admin, sysadmin 
 
List the privileges  
Privilege level of root  system: 
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Figure 27 
In the above screenshot we checked the privilege level of root system user by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role root  systemȱȢ 
 
 
Privilege level of sysadmin :  
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Figure 28 
In the above screenshot we checked the privilege level of sysadmin user by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role sysadmin ȱȢ 
 
 
Privilege level of net  admin  
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Figure 29 
In the above screenshot we checked the privilege level of netadmin user by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role netadmin ȱȢ 
 

 
Privilege level of operator  
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Figure 30 
In the above screenshot we checked the privilege level of operator user by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role operator ȱȢ 
 
6. Preconditions : Vendor should provide the documentation for describing the 

authorization policy defined for the system including details on the lowest access 
rights assigned to user accounts, access to data, application execution and 
components. 
 

7. Test Plan: 
7.1. Number of test cases : 02 
7.1.1. Test Scenario to check the privilege of root system, operator, sysadmin and net  

admin 
7.1.2. To check the functions of the user roles 

 
 
 
 
 
 

7.2. Test Bed diagram  : 
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7.3. Tools Required :  
¶ DUT CLI 

 
7.4. Execution steps : 

¶ Log into DUT as every user role and test minimum authorizations and access 
¶ Check the functions 
¶ Check if any applications can be run with a higher privilege than needed. 

 
8. Test Execution Steps: 

 
8.1. Test Case Number : 01 
8.1.1. Test Case Name : Minimum authorization for user roles 
8.1.2. Test Case description  : To test the minimum privilege and to test it 
8.1.3. Execution steps  : <Note : The execution steps for clause 1.1.3 Role Based Access 

Control can be referred here > 
8.1.4. Test Observation : It can be observed that only rootsystem has the access to 

create user account of the other roles. However other user roles do not have the 
privilege to create the user accounts. 

 
8.2. Test Case Number: 02  
8.2.1. Test Case Name : Functions of the user roles access 
8.2.2. Test Case Description  : Check the user roles functions  
8.2.3. Execution steps : 

i)  Checking functions of command groups  

 
 

In the above screenshot we checked the functions of command groups by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role command -groupȱȢ 
Checking user roles who have access to a particular function of command group  
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In the above screenshot we checked the functions of command groups by using the 
ÃÏÍÍÁÎÄ Ȱdo show running -config AAA authorization role command -group 
<function name> ȱȢ (ÅÒÅ Ȱ<function name> ȱ ÃÁÎ ÂÅ ÁÎÙ ÆÕÎÃÔÉÏÎ ÎÁÍÅ ÄÉÓÐÌÁÙÅÄ ÉÎ ÔÈÅ 
screenshot above this screenshot. 
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1.1.7 Unambiguous identification of the user & group accounts removal 

 
¶ <DUT Details: > Ex: Router  
¶ <DUT Software Version:>  
¶ <Digest Hash of OS>  
¶ <Digest Hash of Configuration>  
¶ <Applicable ITSAR: >   
¶ <ITSAR Version No:>  
¶ <OEM Supplied Document list: >   

  
1. <ITSAR Section No & Name>  Section 1.1: Access and Authorization 
2. <Security Requirement No & Name > 1.1.7 Unambiguous identification of the user 

& group accounts removal  
3. <Requirement Description: > Users shall be identified unambiguously by the Router. 

Router shall support assignment of individual accounts per user, where a user could 
be a person, or, for Machine Accounts, an application, or a system. Router shall not 
enable the use of group accounts or group credentials, or sharing of the same account 
between several users, by default  
 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Sections 4.2.3.4.1.2] 
 
4. DUT Confirmation Details :  

Verification of DUT by running command show version on CLI 
This screenshot verifies the version of the ios running on the DUT, which is Cisco IOS 
XE image with version 17.03.01a. 

 

 
 

#ÏÎÔÉÎÕÅ ȰÓÈÏ× ÖÅÒÓÉÏÎȱ ÃÏÍÍÁÎÄ ÏÕÔÐÕÔ ɀ this screenshot shows information about 
DUT processor and its board ID, No. of gigabit interface, and size of NVRAM, Physical 
Memory, and virtual hard disk at boot flash and location of configuration register. Which 
here it depicts Cisco VXE processor, with DUT model Cisco CSR1000V 
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Verification of comments on DUT by running command show inventory on CLI. This 
ÓÃÒÅÅÎÓÈÏÔ ÇÉÖÅÓ ÔÈÅ ÉÎÆÏÒÍÁÔÉÏÎ ÁÂÏÕÔ $54ȭÓ ÃÈÁÓÓÉÓ ÁÎÄ ÍÏÄÕÌÅ ɉÉȢÅȢȟ ÒÏÕÔÅ ÁÎÄ 
embedded services processor) name and their corresponding PID and VID with its Serial 
No. 
 

    
 
 
 
 
 

 
 
 
 
 Screenshot to verify integrity using SHA checksum 

  
 
 
 

 
 
 
 
 
 
 

5. DUT Configuration:  
¶ Configure the DUT to support 1 user per session (or have a configurable number of 

allowable sessions) 
 

 
 

 
6. Preconditions : 
¶ The vendor must provide the necessary documents having all the users and group 

data bases and all the pre defined accounts. 
 
 

7. Test Objective : 
To verify that the DUT supports individual accounts  per user and no group accounts 

 
8. Test Plan: 

8.1. Number of Test scenerios : 03 
8.1.1. Test scenario to check if concurrent sessions allowed from same user 
8.1.2. Test scenario to check a user account can be created with same username 
8.1.3. Test scenario to check if any group accounts are present 

 
8.2. Test Bed diagram 
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8.3. Tools Required : 
¶ DUT CLI 

 
8.4. Execution steps : 
¶ Attempt to have more than 1 concurrent session from the same user 
¶ Attempt to create a user account with an already existing username 
¶ Check for any group accounts. 

 
9. Expected results : 
¶ DUT supports unambiguous identification of every user account 

 
10. Test Executions: 

10.1. Test Case Number : 01 
10.1.1. Test Case name : concurrent sessions 
10.1.2. Test case description  : Test if DUT permits concurrent session of the same 

user account 
10.1.3. Execution steps  : 
¶ Establish connection on DUT 

 
 

¶ Login to DUT using another Linux client 

 
 

(It says session exhausted) 
The login status can even be confirmed from audit logs 

 
10.2. Test Case Number : 2 

10.2.1. Test Case Name : same user ids 
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10.2.2. Test case description  : To test if 2 user accounts with same user id can be 
created 

10.2.3. Execution steps  : 
¶ Login to Ubuntu linux with admin user (mumuser) and check id of the user with 
ȰÉÄȱ ÃÏÍÍÁÎÄȢ  

 
 
 
 

 
 
 
 
¶ Create a user test and assign password to it. 

 
 

To confirm the user created 

 
 

¶ Now  that user is created , create another user with the same username  
 

 
 

Confirm again 

 
 

It was observed that DUT does let the same user name account creation to be created , 
but the password is overwritten 
<Note : the test to check if any group accounts present not performed on the DUT , hence 
test execution not available> 

 
10.2.4. Test Observation : It was observed that DUT supports configurable number 

of sessions per user , however user unique identity(username) is not 
maintained as same username account can be created , with an overwritten 
new password 

 
11. Test Case Result: 
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S. No  TEST CASE NAME  PASS/FAIL Remarks  

1  concurrent sessions PASS   

2 same user ids PASS  

  
 ( Tester has to execute the test in similar fashion for other protocols) 
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Section 1.2: Authentication Attribute Management 

1.2.1 Authentication Policy 

 
¶ <DUT Details: > Ex: Router  
¶ <DUT Software Version:>  
¶ <Digest Hash of OS>  
¶ <Digest Hash of Configuration>  
¶ <Applicable ITSAR: >   
¶ <ITSAR Version No:>  
¶ <OEM Supplied Document list: > 

 
1. <ITSAR Section No & Name> Section 2: Authentication Attribute Management 
2. <Security Requirement No & Name > 1.2.1 Authentication Policy 
3. <Requirement Description: >  and at least one authentication attribute (e.g., 

password, certificate) shall be prevented. System functions comprise, for example 
network services (like SSH, SFTP, Web services), local access via a management 
console, local usage of operating system and applications. This requirement shall also 
be applied to accounts that are only used for communication between systems. An 
exception to the authentication and authorization requirement are functions for public 
use such as those for a Web server on the Internet, via which information is made 
available to the public. 
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.1.1] 

 
4.  DUT Confirmation Details:  
 
5. DUT Configuration: 

 
6. Precondition:  
¶ The manufacturer shall supply the list of system functions which include network 

services, local access via a management console, local usage of operating system 
and applications. 

¶ The manufacturer shall supply the list of access entries for system functions. 
 
7. Test Objective:  

To ensure that system functions shall not be used without successful 
authentication and authorization.(Since the system function supported by the 
router here is SSH and local access)  

8. Test Plan: 
8.1. Number of Test Scenarios: 
8.1.1. Test Scenario for System Fucntions 

- This test scenario is access of system functions with atleast 1 authentication 
attribute to all the remote accounts. 

8.1.2. Test Scenario for Local Access 
- This test scenario is regarding local access of user account 
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8.2.  Test Setup Diagram 

 
 

8.3. Tools Required: NULL 
8.4. Test Execution Steps 
10.2.1. Attempt to access the router locally and check if any authentication 

attribute is used to authenticate the user 
10.2.2. Attempt to access the router remotely (Using SSH) for all the accounts 

present and check if authentication attribute is used to authenticate the user. 
10.2.3. Use inccorrect credentials too for testing purpose. 
10.2.4. Attempt the same for local access 

 
9. Expected Result 
ü Case 1: DUT is able to authenticate tester successfully, so Tester is allowed to access 

system functions in DUT. 
ü Case 2: DUT is not able to authenticate tester successfully, so Tester is not allowed 

to 
access system functions in DUT. 
 

10. Test Execution:  
10.1. Test Case Number: 1 

10.1.1. Test Case Name: TC_SYS_FUN_USAGE_1 
10.1.2. Test Case Description:  Tester should be able to access system functions only 

after getting authenticated  
10.1.3. Execution Steps: 
Á ,ÏÇÉÎ ÉÎ ÔÏ ÔÈÅ ÒÏÕÔÅÒ ÕÓÉÎÇ 3ÅÃÕÒÅ 3ÈÅÌÌ ɉ33(Ɋ ÕÓÉÎÇ ÔÈÅ ÃÏÍÍÁÎÄ ÆÏÒÍÁÔ  ȰÓÓÈ  
ÒÏÏÔÓÙÓÔÅÍͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  ÁÓ ÓÈÏ×Î ÂÅÌÏ×Ȣ 4ÈÅ ÅÎÔÒÙ ÓÈÏÕÌÄ ÂÅ 
through PC connected to the router through a LAN or console cable 

Á It will ask you for the password in the next step. If you enter the correct 
password, you will be given access to the router. 

Á In attempting to access the router remotely using SSH check if it asks for 
password 

Á Login in to the router using Secure Shell (SSH) using the command format  
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ȰÓÓÈ  ÎÅÔÁÄÍÉÎͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  as shown belowIt will ask you for the 
password in the next step. If you enter the correct password you will be given access to 
the router.  

 
Figure 4 
7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÎÅÔÁÄÍÉÎ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  
netadmin@192.168.129.250ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ !ÆÔÅÒ 
entering the correct password the user is allowed access to the router. 
 
Step 2b:- If you enter a wrong password or you are not an authorized user you will not 
be allowed access to the router and your connection will be closed as shown in the below 
image.  

 
Figure 5 
7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÎÅÔÁÄÍÉÎ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  
netadmin@192.168.129.250ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 5ÐÏÎ 
entering wrong password the user is not allowed access to the router and the connection 
attempt is closed. 
 
Testing Login For sysadmin User  
ü Step 1: - Login in to the router using Secure Shell (SSH) using the command format  
ȰÓÓÈ  ÓÙÓÁÄÍÉÎͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  as shown below. 

mailto:%20netadmin@192.168.129.250
mailto:%20netadmin@192.168.129.250
mailto:%20netadmin@192.168.129.250
mailto:%20netadmin@192.168.129.250
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ü Step 2a: - It will ask you for the password in the next step. If you enter the correct 

password, you will be given access to the router.  

 
Figure 6 
7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÓÙÓÁÄÍÉÎ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  
sysadmin@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ !ÆÔÅÒ 
entering the correct password the user is allowed access to the router. 
 
 
ü Step 2b:- If you enter a wrong password or you are not an authorized user you will 

not be allowed access to the router and your connection will be closed as shown in 
the below image.  

 
Figure 7 

mailto:%20sysadmin@192.168.129.250
mailto:%20sysadmin@192.168.129.250
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7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÓÙÓÁÄÍÉÎ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  
sysadmin@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ ÔÈÅ ÒÏÕÔÅÒȢ 5ÐÏÎ 
entering wrong password the user is not allowed access to the router and the connection 
attempt is closed. 
 
 
 
Testing Login for Operator User  
ü Step 1:- Login in to the router using Secure Shell (SSH) using the command format  
ȰÓÓÈ  ÏÐÅÒÁÔÏÒͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  as shown below. 
 
ü Step 2a:- It will ask you for the password in the next step. If you enter the correct 

password, you will be given access to the router.  
 

 
Figure 8 
7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÏÐÅÒÁÔÏÒ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  operator@192.168.129.250 ȱ 
where 192.168.129.250 is the I.P. of the router. After entering the correct password the 
user is allowed access to the router. 
 
 
ü Step 2b:- If you enter a wrong password or you are not an authorized user you will 

not be allowed access to the router and your connection will be closed as shown in 
the below image.  

mailto:%20sysadmin@192.168.129.250
mailto:%20sysadmin@192.168.129.250
mailto:%20operator@192.168.129.250
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Figure 9 
7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÏÐÅÒÁÔÏÒ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  operator@192.168.129.250 ȱ 
where 192.168.129.250 is the I.P. of the router. Upon entering wrong password the user 
is not allowed access to the router and the connection attempt is closed. 
 
 
Testing Login for a User  
ü Step 1:- Login in to the router using Secure Shell (SSH) using the command format  
ȰÓÓÈ  ÕÓÅÒÎÁÍÅͽ)Ȣ0Ȣͺ!ÄÄÒÅÓÓͺÏÆͺÔÈÅͺ.ÏÄÅȱ  as shown below. 
 
ü Step 2a:- It will ask you for the password in the next step. If you enter the correct 

password, you will be given access to the router.  

 
Figure 10 
7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÕÔËÁÒÓÈ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  utkarsh@192.168.129.250 ȱ 
where 192.168.129.250 is the I.P. of the router. After entering the correct password the 
user is allowed access to the router. 
 

mailto:%20operator@192.168.129.250
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ü Step 2b:- If you enter a wrong password or you are not an authorized user you will 

not be allowed access to the router and your connection will be closed as shown in 
the below image.  

 
Figure 11 

Á 7Å ÔÒÙ ÔÏ ÌÏÇÉÎ ÉÎÔÏ ÕÔËÁÒÓÈ ÕÓÅÒ ÔÈÒÏÕÇÈ ÃÏÍÍÁÎÄ Ȱssh  
utkarsh@192.168.129.250 ȱ ×ÈÅÒÅ ρωςȢρφψȢρςωȢςυπ ÉÓ ÔÈÅ )Ȣ0Ȣ ÏÆ 
the router. Upon entering wrong password the user is not allowed 
access to the router and the connection attempt is closed. 

 
 

10.2. Test Case Number: 2 
10.2.1. Test Case Name: TC2_LOCAL_ACCESS 
10.2.2. Test Case Description:  Tester should be able to access DUT through local 

access only after getting authenticated  
10.2.3. Execution Steps 
o Login in to the router locally. The entry should be through PC connected to the 

router through a LAN or console cable.  It will ask you for the password in the next 
step. If you enter the correct password, you will be given access to the router 

 
¶ After entering the correct password the user is allowed access to the router. 
¶ If you enter a wrong password or you are not an authorized user you will not be 

allowed access to the router and your connection will be closed as shown below.  

mailto:%20utkarsh@192.168.129.250
mailto:%20utkarsh@192.168.129.250
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11. Test Observations : 

It was observed that system functions used to access the DUT ( local access and 
SSH) have authentication attribute 
 

12. Test Case Result: 
 

S. No  TEST CASE NAME  PASS/FAIL Remarks  

1  TC1_SYS_FUN_USAGE_1 PASS  

2 TC2_LOCAL_ACCESS PASS  

  
 ( Tester has to execute the test in similar fashion for other protocols) 
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1.2.2 Authentication Support ɀ External 

 
¶ <DUT Details: > Ex: Router  
¶ <DUT Software Version:>  
¶ <Digest Hash of OS>  
¶ <Digest Hash of Configuration>  
¶ <Applicable ITSAR: >   
¶ <ITSAR Version No:>  
¶ <OEM Supplied Document list: >   
  
1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 
2. <Security Requirement No & Name > 1.2.2  Authentication Support ɀ External 
3. <Requirement Description: >  External authentication mechanism if supported by 

Network product (support authentication, authorization, and accounting server 
capabilities) should be through secure (encrypted) communication channel.  
 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Sections 4.2.3.4.1.2] 
 
4. DUT Confirmation Details :  

Verification of DUT by running command show version on CLI 
This screenshot verifies the version of the ios running on the DUT, which is Cisco IOS 
XE image with version 17.03.01a. 

 

 
 
 

#ÏÎÔÉÎÕÅ ȰÓÈÏ× ÖÅÒÓÉÏÎȱ ÃÏÍÍÁÎÄ ÏÕÔÐÕÔ ɀ this screenshot shows information about 
DUT processor and its board ID, No. of gigabit interface, and size of NVRAM, Physical 
Memory, and virtual hard disk at bootflash and location of configuration register. Which 
here it depicts Cisco VXE processor, with DUT model Cisco CSR1000V 

 
 
 

Verification of comments on DUT by running command show inventory on CLI. This 
ÓÃÒÅÅÎÓÈÏÔ ÇÉÖÅÓ ÔÈÅ ÉÎÆÏÒÍÁÔÉÏÎ ÁÂÏÕÔ $54ȭÓ ÃÈÁÓÓÉÓ ÁÎÄ ÍÏÄÕÌÅ ɉÉȢÅȢȟ ÒÏÕÔÅ ÁÎÄ 
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embedded services processor) name and their corresponding PID and VID with its Serial 
No. 

    
 
 
 
 
 
 
 
 
 

Screenshot to verify integrity using SHA checksum 
  

 
 
 

 
 

 
 
 
 

 
 
5. DUT Configuration:  

Free Radius is the external authentication used, hence DUT is configured to use Free 
Radius 
 

 
 

The above screenshot show that DUT is configured for authentication and authorization, 
×ÈÉÃÈ ÉÓ ÓÈÏ×Î ÉÎ ÒÕÎÎÉÎÇ ÃÏÎÆÉÇÕÒÁÔÉÏÎ ÆÉÌÅ ÏÆ ÔÈÅ $54 ÕÓÉÎÇ ÃÏÍÍÁÎÄȡ ȰÓÈ ÒÕÎÎÉÎÇ-
ÃÏÎÆÉÇ ȿ ÉÎÃ ÁÁÁȱ 

 
Ɇ6ÅÒÉÆÙ ÔÈÅ ÃÏÎÆÉÇÕÒÁÔÉÏÎÓ ÏÆ ÔÈÅ ÒÁÄÉÕÓ ÓÅÒÖÅÒȢ Ï  

On server navigate to the configuration directory 
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Check the configurations of the clients.conf file to identify the hostname and shared 
secret: 
 

 
 
#ÈÅÃË ÔÈÅ ȰÕÓÅÒȱ ÆÉÌÅ ÔÏ ÃÈÅÃË ÔÈÅ ÃÏÎÆÉÇÕÒÁÔÉÏÎÓ ÆÉÌÅ ÆÏÒ ÁÌÌÏ×ÅÄ ÕÓÅÒ ÔÏ ÁÃÃÅÓÓ ÔÈÅ ÄÅÖÉÃÅ 
   

 
The above screenshot shows the the configured users in the user file of radius server to 
perform authentication and authorization. 

 
 
 

6. Preconditions : 
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¶ The vendor should provide the tester the information about the AAA server used 
for external authentication. 

7. Test Objective : 
To test if the communication between the DUT and the AAA server is secure 
(encrypted) or not 

8. Test Plan: 
8.1. Number of Test scenarios  : 01 

8.1.1. Test scenario to test if the communication between the DUT and AAA is secure 
or not 

8.2. Test Bed diagram : 
 

 
 

8.3. Tools required : 
¶ Free Radius  
¶ DUT CLI 
¶ Wireshark 

8.4. Execution steps : 
¶ Once the DUT is configured with AAA server, attempt to login into DUT using AAA 

account credentials  
¶ Simultaneously capture the packets on wire shark 
¶ Analyze the pcap file for insecure ciphers 

 
9. Expected Result for pass: 

The communication between DUT and AAA server is secure as the data is encrypted 
 

10. Test Execution : 
10.1. Test Case Number:  01 

10.1.1. Test Case Name : DUT ɀ AAA server secure communication 
10.1.2. Test Case description  : to test if the communication between the DUT and AAA 

server is secure or not 
10.1.3. Execution steps  : 
¶ Attempt to login using user1 credentials and check the logs 
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&ÉÒÅ ÔÈÅ ÃÏÍÍÁÎÄ ȰÓÈÏ× ÒÕÎÎÉÎÇ-ÃÏÎÆÉÇ ȿ ÉÎÃ ÕÓÅÒ Ȱ ×ÈÉÃÈ ÓÈÏ×Ó ÔÈÅ ÉÓÔ ÏÆ ÕÓÅÒÓ 
configured in the DUT along with the privilege users 

 
 
 

 
 
 
From the above screenshot it can be observed that user1 has not been configured which 
confirms that DUT has used AAA server for the authentication of user1 
 
This can be further confirmed by accessing the logs in radius server side 

 
 

¶ Now Verifying the communication channel between the external authentication 
server(radius server) is encrypted or not. 

 
It is evident from the above screenshot that the request from DUT is not encrypted and 
requested data is visible in wire-capture 

 
10.1.4. Test Observation : 

$54 ÄÏÅÓÎȭÔ ÓÕÐÐÏÒÔ ÓÅÃÕÒÅ ÃÏÍÍÕÎÉÃÁÔÉÏÎ ÃÈÁÎÎÅÌ ×ÉÔÈ !!! ÓÅÒÖÅÒ 
 

11. Test Case Result: 
 

  












































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































