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Chapter 1: Common Security Requirements
Section 1.1: Access and Authorization

1.1.1Management Protocols Mutual Authentication

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>
<OEMSupplied Document list: >

=4 =4 =4 -4 -8 -8 -9

=

<ITSAR Section No & Name> Section 1.1: Access and Authorization

<Security Requirement No & Name> 1.1.1 Management Protocols Mutual
Authentication

3. <Requirement Description: > 4EA DPOT O AT1 6 OOGAA A O O

management shall support mutualauthentication mechanisms.There is mutual

authentication of entities for management interfaces on the network product.

N

HTTPS with TLS 1.2, SNMP V3 Protocols are allowed.

[Reference: TSDSI STD1.3GPRP33.117-14.2.0 V.1.0.0. section 4.2.3.4.4.1]

4. DUT Confirmation Details :

5. DUT Configuration: CheckOEM documentation to find all the supported Mutual
Authentication Protocols.
1 To configure DUT to enable mutual authentication in SSH, first obtain the
public key of the DUT (SSH server),
1 Belowis the key provided by the CDOT system administrator.

/ssh_host ecdsa key.pub

JUFA4gF3aRfY root@ngn-5303-2 (ECDSA)

pub key of the host is

Check if the present in tHeown hostsfile of the client side.

(initially if a new client which has never attempted ssh to DUT tries to access the DUT ,
OEA $5480 POA EAU x11860 AA POAOGAT O ET OEA

E A




)i OEA AT EAT O OEAA ET x 71800ET AAEOANQ&ad OAI
the following

GHNU nano 4.8

StrictHostKeyChecking yes

(With Strict Hostkey# EAAEET ¢ %l AAT AA 01 OUAOG6 OEA Al K

O AAAAOO $54 111U EAE OEA knpvBndost fileDidovevét AU K O

initialy OET AA- OEA AT EAT O EAO 1T AOAO AAAAOOAO OE
present in theknown hostsfile. Hence as of now , keep the above StridbstKeyChecking
commented)

 TheDUTAT AOT 6 O OO motifoOgenealdindobm@tion if DUT supports
HTTPSthen to enablemutual authentication (FOR GUI purpose),
o Create a server certificate and have it signed by a trusted CA .
Store the server certificate in the server side.
o Store the CA root in the client side.

o

b. Similarly and so on for other protocols used.

6. Preconditions
1 Documentation that lists each of the management protocols and describes the
authentication mechanism used for each one.
1 IP address of the DUT should be provided, either automatically detected and
assigned by OEM, or assigned manually by Tester
7. Test Objective To verify that the DUT permits access through supported
management protocols onlyafter successful mutual authentication.
8. Test Plan
8.1. Number of Test Scenarios:
8.1.1. Testscenario to check if the DUT supports management protocols apart from
the list submitted by the OEM by running an nmap scan
8.1.2. Test Scenario for SSH:his test scenario is regarding SSH Management Protocol
(Additional Test scenarios based on the OEM document)
8.1.3. Test Scenariofor HTTPS:This test scenario is regarding HTTPS Management
Protocol

8.2. TestBed Diagram
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8.3. Tools Required Wireshark
8.4. Test Execution Steps
1 Run an nmap scan to check the management protocols supported by the DUT and
compare it with the documentation of OEM for the given list of protocols.

g S sudo nmap -sT -A 192.168.129.250
sudo] password for sravani:
starting Nmap 7.80 ( https://nmap.org ) at 2024-02-07 16:12 IST
tats: 0:00:02 elapsed; © hosts completed (1 uwp), 1 undergoing Connect Scan
onnect Scan Timing: About 100.00% done; ETC: 16:12 (0:00:00 remaining)
Stats: 0:01:13 elapsed; © hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 99.29% done; ETC: 16:13 (0:00:00 remaining)
Nmap scan report for 192.168.129.250
ost is up (0.00018s latency).
Not shown: 999 closed ports
ORT STATE SERVICE VERSION
p2/tcp open ssh op! H 8.4pl1 Debian 5+debllul (protocol 2.0)
AC Address: 00:24:88:AP:41:00 (Centre For Development Of Telematics)
No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
CP/IP fingerprint:

AN(V=7.8 D=2/ T%0T=22%CT=1%CU=42753%PV:

64-pc-linux-gnu)SEQ(S

Network Distance: 1 hop
bervice Info: 05: Linux; CPE: cpe:/fo:linux:linux_kernel

ADDRESS
0.18 ms 192.168.129.250

ps and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

1 Login into a user account(nonroot) through SSH using the command format.
OO0E Ol T OOUODOAI 2) 808 asshawotetovd T £ OEA . T ARO

Verify if Mutual authentication is taking place when SSH is triggered.
(AT AA AEOAO CEOEI C OUAGDLI| OEE Ré iBBdoierO OQI
side and then will proceed to ask the password entry screen

1 Similarly attempt to use other management protocols supported by DUT and verify
mutual authentication

= =




9. Expected Results for Pass:
0 Case l:Tester and DUT are able to mutually authenticate each other successfully,
so Tester is allowed to access DUT.
U Case 2:DUT is unable to mutually authenticate so should not allow tester to
connect.

10. Expected Format of Evidence: Screenshots of Wireshark or Terminal

11.Test Execution:

11.1 Test Case Number:01
11.1.1. Test Case Name:TC1 _MUTUAL_AUTHENTICATION_FOR_SSH
11.1.2. Test Case Description: DUT should allow access to tester device through
SSH only after successful mutual authentication.
11.1.3. Execution Steps:
1 The tester tries to contact DUT using following commands
1 Login in to the router using Secure Shell (SSH) using the command format
T O00ET OOUOOAI A)808: ! AAOAOO; T A& OEA; . 1T AA

rootsysteng192, 108, 129,250

§ ssh

The authenticity of host '192,168,129.250 (192,168.129,256)" can't be established,
256:
t

ECDSA Key Fingerprint s SHAZSG:psehCSnSTpIkDdfa;tChved0skvOMLAJUFAAGE aRfY
Are you sure you want to continue connecting (yes/no/[fingerprit])? qﬂ

1 3ET AA EA (= OEA $514
Oi OEA $54 &£ O OEA EEOOO OEIi Ah EO AOE
AT 1T OET OA AT‘TAAOElg 888 Ol xEEAE xA E/

91 £AOAO CEOET ¢ OUARadkofor pdsvordd,OWhaA & s&ver O 1
authenticating the client

$ ssh rootsystem@192.168.129.250
The authenticity of h)st '192.168.129.250 (192.168.129.250)"' can't be established.
ECDHA key fingerprint is SHA256:ps0hC5nS7pJkDdfqgjtG8ve40sxvbMLdIUFA4qF3aRTY.
e you sure you want to continue connecting (yes/no/[fingerprint])?

(7TEAT OEA Al
key that is initially generated at the server side using ssh keygen. So now this SSH Host
key is been in the known hosts file present in the client side.

EAT O OAUO Owelvé&an thedasik & AsISOH HQ O g C




Positive case:

:~$ ssh rootsystem@192.168.129,250

HRARBRERBEGHAEAHARARBRBRERBERBRUBGHBRARBRERBRERERBARORERER BRI
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access

this device - disconnect at once.
RUBREBRERBREREBARNARAR R B RERERERERRBABRBRERER R BB RBRERER SR
rootsystem@io2.168.129.250's password:

Centre for Development of Telematics
Welcome to CROS CLI

0S session id = 17022
Active device = Slot #1

Connection via ssh from VRF mgmt-vrf

rootsystem connected from 192.168.129.13 using ssh on CTX-2000
CTX-2000% [ |

1 For negavtive testcase inorder to test client authenticating the server
authentication, the tester must erase the knowrhosts information in the
tester(client) device which is present in .ssh/known_hosts directory and
OTATTTATO OAT1T EECO6 AEI A ET x T8OOETY

GNU nano 4.8

StrictHostKeyChecking yes

q ow attempt to ssh connect to DUT

$ cat known_hosts
| 1| +ne2PpbCwWiPh65R2nhbRS FLH/A= | Prbug2 jveokQUXH85rZ37H6R2f@= ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNOYTItbmlzdHAYNTYAAAAIbmlzdHAYNTYAAABBBOgHNWOV1TgkiOvwhshalo5ZCKeIUHQY
lamcQiMFiBogsNezZMk=

$ rm known_hosts
S sudo nano config
: S ssh rootsystem@192.168.129.250
No ECDSA host key is known for 192.168.129.256 and you have requested strict checking.
Host key verification failed.
: 3

i EAOA EO OAUO O(1 00 EAU OAOEEEAAOQOEITT £EA
client and StrictHost Key Checking is been enabled to yes)
11.1.4. Test Observations:
U Casel (Positive Test Case): Tester and DUT are able to mutually authenticate
each other successfully, so Tester is allowed to access DUT.
U Case 2 (Negative Test Case)Tester and DUT are not able to communicate with
each other if DUTauthentication fails.
11.1.5. Evidence Provided : Screenshots provided




11.2 Test Case Number: 02

11.2.1. Test Case Name:TC1_MUTUAL_AUTHENTICATION_FOR_HTTPS
11.2.2. Test Case Description: DUT should allow access to tester device through
HTTPSonly after successful mutual authentication.
<Note:3ET AA OEA $54 AT AOTI 860 OODPDPI OO (44037'5)
to be tested on the router , however | have provided the Execution steps needed)
11.2.3. Execution steps :
<the screenshots included in this step is only for understanding purpose , its not
AAAT OAOOAA 11 OEA $54 h AO OEA $54 AT AOT b
1 The tester should attempt to access the GUI of the router.
1 Check if the GUI is asking for login password credential$hat is where the
client is being authenticated by the server.

l"'l'lll
CISCO

Usermame

mumuser

Language: English | B&GE E
i
*

(here the server isauthenticating the client)

1 Also capture the GUI access on wireshark and check if TLR ar higher is
enabled.

1 Checkif Server has sent its certificate, in the server hello message chain.

M 2 poap — m]
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
i ® RE e =P o= =aqqaiH
[ W [tcp.port == 443 = -+
Packet list Narrow & Wide Case sensitive Display filter ~ |ts Cancel
No Time Source Destination Protocol  Tunnel Endpoint I TEIL 3GPP-Chargi Info (4
26 9.068381 192,168.129... 192.168.129.115 TLsvl.2 Application Data
27 ©.068711 192.168.129... 192.168.129.113 TCP 50036 » 2380 [ACK] Seq=l Ack=291 i—
28 0.094012 192.168.129... 192.168.129.113 Tcp 60079 » 6443 [SYN] Seq=0 Win=64866——
29 9.094100 192.168.129... 192.168.129.122 TCP 6443 » 60079 [SYN, ACK] Seq=e Ack=——
36 ©.094615 192.168.129... 192.168.129.113 TCP 60079 - 6443 [ACK] Seg=1 Ack=1 =
31 ©.095478 192.168.129... 192.168.129.113 TLSV1.3 Client Hello =
32 ©.095512 192.168.129... 192.168.129.122 TCP 6443 > 60879 [ACK] Seq=1 Ack=518 h——
33 9.100679 192.168.129... 192.168.129.122 TLSV1.3 server Hello, Change Cipher spec, —
< >
Length: 122
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 118
version: TLS 1.2 (@x@383)
Random: 55fc3efcfbe9774a21cc8505e38560db68682al4a7cesccacbs568edhefefadss
Session ID Length: 32
session ID: b18da7ed738487d9f315aa28443d1ccd2f7abdeddeadednssds3asfadarzbear
Cipher Suite: TLS_AES_128 GCM_SHA256 (@x131)
compression Method: null (@)
Extensions Length: 46
Extension: supported_versions (len=2)

H £ Type here 1o search

(check if the certificate has been sent by the server in the server hello message)
This means that the client is authenticating the server by checking its certificate and
checking if the digital signature issignedby the CA root(present in the client side)

O



(as can be seen from the above picture , mTLS is been enabled , as after Client Hello

o For the negative case, tamper the certificate and attempt for HTTPS connection

to the GUI and it should fail the connection.

o |In some cases mTl_S ig eAna,bIed,W~he,reAin both the\cl[er]t an~d server yvill a&igh‘ o
| OEAO8O AAOOEAEAEAAOA8 4EEO AAT AA OOAAA
0o For mTLS case , the tester has to analyze client hello and server hello packets .

The client will initially send Client hello package,In response the server will send
server hello along with its own certificate and also ask for certificate from the
client

M htips.peap O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmJ@ RB QRe=2=F a5 =Eqaan

[ Iﬂs [X]

¢ Source Destination Protocol  Tumi TEIL 3GPI Info

. 192.168.129.115 192.168.129.121 TLSv1.2 Application Data

. 192.168.129.125 192.168.129.121 TLSv1.2 Application Data

+ 192.168.129.121 192.168.129.115 TLSv1.2 Client Hello

. 192.168.129.115 192.168.129.121 TLSv1.2 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Do
192.168.129.121 192.168.129.115 ICMP Destination unreachable (Fragmentation needed)

. 192.168.129.121 192.168.129.115 TLSv1.2 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message —

. 192.168.129.115 192.168.129.121 TLSv1.2 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message —

. 192.168.129.121 192.168.129.115 TLSv1.2 Application Data

< - >

Frame 82: 177 bytes on wire (1416 bits), 177 bytes captured (1416 bits)

Ethernet II, Src: RealtekU_1d:73:7b (52:54:00:1d:73:7b), Dst: RealtekU_@e:c9:cf (52:54:00:0e:c9:cf)
Internet Protocol Version 4, Src: 192.168.129.115, Dst: 192.168.129.121

Transmission Control Protecol, Src Port: 6443, Dst Port: 15911, Seq: 1, Ack: 1, Len: 111

Transport Layer Security

4 p 11:02
H P Type here to search —. @t O e |

message , the server is sending its certificate in server hello message and also requesting

Al

O Aderfifibate@h® chain. The client after that responds with its own certificate.

Hence mutual authentication is successful.

11.2.4. Test Observation : It was observed that the management protocols
supported by DUT(SSH) has mutual authentication enabled.

12.Test Case Result:

S.
No

TEST CASE NAME PASS/FAIL | Remarks

TC1 MUTUAL_AUTHENTICATION_FOR_SSPASS SSH supports
mutual

authentication

TQ _MUTUAL _AUTHENTICATION_FOR_HT] HTTPS is not
supported in DUT

( Tester has to execute the test in similar fashion for other protogols

i

10



1.1.2Management Traffic Protection

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

=4 =4 =4 -4 -8 _9 -9

<ITSAR Section No & Name> Section 1.1: Access and Authorization

<Security Requirement No & Name > 1.12 Management Traffic Protection

. <Requirement Description: > Usage of cryptographically protected network
protocols is required. The transmission of data with a need of protection shall use
industry standard network protocols with sufficient security measures and industry
accepted algorithms. In particular, a protool version without known vulnerabilities

or a secure alternative shall be used. Verify the mechanisms implemented to protect
data and information in transfer to and from the Network Product's OAM interface

wn e

[Reference: TSDSI STD T1.3GPP 33.114.2.0 V.1.0.0 Section 4.2.3.2.4]
4. DUT Confirmation Details :

5. DUT Configuration: Check OEM documentation to find all the supported
management protocols.
6. Preconditions:
1 Network product documentation containing information about supported OAM
protocol is provided by the vendor.
1 A peer/tester device configured for communication with DUT over the protocol
to be tested (e.g. SSH client supporting SSHv2 or HTTPS client) shall be available.
1 Network product documentation stating which security protocols for protection
of data in transit are implemented and which profiles in TS 33.310 and TS 33.210
are applicable is provided by the vendor For TLS, the tester shall base the tests
on the profile defined by 3GPP in TS 33.310. For IKE and IPsec, the tester shall
base the tests on the profile defined by 3GPP in TS 33.210. For protocols, for
which 3GPP did not define a security profile, e.g. SSH, the tester shall base the
tests on a widely recognisednd publicly available security profile\

7. Test Objective: To verify if the DUT management traffic shall be protected strictly
using securecryptographic controls prescribed in Tablel of the latest document
O# OUDPOT CoithoB FFErAindian Telecom Security Assurance Requirements
j)43!2Qos8

8. Test Plan

8.1. Number of Test Scenarios:

8.1.1  TestScenarioto check the ciphers supported in the router server
8.1.2  Test Scenario for SSHThis test scenario is regarding SSH Management
Protocol

11




8.2. TEST BED DIAGRAM:

ethDiwlo1
172.18.0.4
—— S,

Tester Device DUT

ethliwlo1

172.18.0.5

8.3. Tools Required Wireshark, OpenSSH, SNMP and so on..
8.4. Test Execution Steps:

11.1.1. Since Dut supports SSH (from nmap report in 1.1.1) run the the following
command to check the ciphers supported for the same using the command

nmap --script ssh2 -enum-algos <ip address> and check for any unsupported cipher

11.1.2. The tester shall establish a secure connection between the network
product and the peer and verify that all protocol versions and combinations of
cryptographic algorithms that are mandated by the security profile are supported
by the network product, usinga packet capturingtool (eg. Wireshark)

11.1.3. The tester should also try to attempt to connect to DUT using a deliberately
unsupported cipher to check if connection to DUT is possible or not

9. Expected Results for pass:

11.1.4. Handshake of the selecteadnanagementprotocol is completed between
DUT and Tester device and data exchanged between DUT and tester device is
encrypted using the selected encryption algorithm

11.1.5. Handshake of the selectechanagementprotocol is not complete between

DUT and Tester device and communication between DUT and tester device

fails.
10. Expected Format of Evidence:
Screenshots of Wireshark and Pcap files capturing the protocol handshake &

data
exchange between DUT and Tester device and the algorithm used for
encryption
11.Test Execution:
11.1 Test Case Number:01

11.1.1.Test Case NameTC1 DUT_SUPPORTS_SECURE_CIPHERS

11.1.2. Test Case Description: DUT should support secure ciphers

11.1.3.Execution Steps: Tester should run the command
nmap --script ssh2 -enum-algos <ip address> and check for any unsupported
cipher

12




& Terminal + Feb7 1804 &

sravani@sravant-datra: ~/Desktop

sravani@sravani-dotra: ~/Desktop

=
L]
©
B
@
b2

ed telnet

|me

main.lua:818

QUITTING!

11.2 Test Case Number:02

10.2.1. Test Case Name:
TC2 PROTECT_DATA_INFO_TRANSFER_USING_SSH
10.2.2. Test Case Description: DUT and tester device should support
traffic protection through SSH only through provided cryptographic
methods
10.2.3. Execution Steps:
11.1.6.The tester should attempt to sh into the DUT and capture the SSH traffic
using wireshark
11.1.7.Analyze the ssh handshake in the pcap file.

(A]ssh

No. Time Source Destination Protecol Lengtt Info
45 2.045713218  192.168.129.13 192.168.129.250 SSHv2 189 Client: Protocol (SSH-2.0-OpenSSH_8.2pl Ubuntu-4ubuntu®@.7)
50 2.868781385 192.168.129.250 192.168.129.13 SSHv2 108 Server: Protocol (SSH-2.0-OpenSSH_8.4p1 Debian-5+debliul)
53 2.069145376  192.168.129.13 192.168.129.250 SSHv2 132 Client: Key Exchange Init
55 2.870193569 192.168.129.250 192.168.129.13 SSHv2 564 Server: Key Exchange Init
56 2.072436492  192.168.129.13 192.168.129.250 S5Hv2 116 Client: Diffie-Hellman Key Exchange Init

.077448442  192.168.129.250 192.168.129.13 SSHv2 636 Server: Diffie-Hellman Key Exchange Reply, New Keys, Encrypte.
.879206510 192.168.129.13 192.168.129.250 SSHv2 84 Client: New Keys

2

2

2

2

2

2

2

il 2,119832235 . . . . . 132 Client: Encrypted

67 2.120190995 192.168.129.250 192.168.129.13 SSHv2 132 Server: Encrypted packet (len=64)
68 2.120246710  192.168.129.13 192.168.129.250 SSHv2 164 Client: Encrypted packet (len=96)
70 2.127072385 192.168.129.250 192.168.129.13 SSHv2 484 Server: Encrypted packet (len=416)
71 2.127229461  192.168.129.13 192.168.129.250 S5Hv2 596 Client: Encrypted packet (len=528)
73 2.134082528  192.168.129.250 192.168.129.13 S5Hv2 148 Server: Encrypted packet (len=80)
192 7.833500481 192.168.129.13 192.168.129.250 SSHv2 228 Client: Encrypted packet (len=160)
199 7.938352177  192.168.129.25@ 192.168.129.13 SSHv2 116 Server: Encrypted packet (len=48)
201 7.938523396 192.168.129.13 192.168.129.250 SSHv2 228 Client: Encrypted packet (len=160)
205 8.029123385  192.168.129.250 192.168.129.13 SSHv2 596 Server: Encrypted packet (len=528)
207 8.871777923 192.168.129.250 192.168.129.13 SSHv2 132 Server: Encrypted packet (len=64)
209 8.071889514  192.168.129.13 192.168.129.250 S5Hv2 580 Client: Encrypted packet (len=512)
211 8.072861299  192.168.129.250 192.168.129.13 S5Hv2 228 Server: Encrypted packet (len=168)
213 8.115779652 192.168.129.250 192.168.129.13 SSHv2 468 Server: Encrypted packet (len=488)

8

219 8.176601908  192.168.129.25@ 192.168.129.13 SSHv2 212 Server: Encrypted packet (len=144)

Frame 65: 132 bytes on wire (1856 bits), 132 bytes captured (1856 bits) on interface any, id @
Linux cooked capture
Internet Protocol Version 4, Src: 102.168.129.13, Dst: 192.168.129.250
Transmission Control Protocol, Src Port: 38206, Dst Port: 22, Seq: 1618, Ack: 1105, Len: 64
SSH Protocol

SSH Version 2 (encryption:aeslZB8-ctr mac:hmac

Packet Length (encrypted): 926cdch?

Encrypted Packet: feB0. bed312cdb7c141f: 1 11d.
MAC: beB868ebB8411108eb00b773d0ec24e77a8aal919ab9c31b15.
[Direction: client-to-server]
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dmie@mBERE QesEFEEEQaQQE

[W]ssh
No. Time Source Destination Protocol Lengtt Info
45 2.045713219 192.168.129.13 192.168.129.250 SSHv2 169 Client: Protocol (SSH-2.0-0penSSH_8.2p1 Ubuntu-4ubuntu@.7)
50 2.068781305 192.168.129.250 192.168.129.13 SSHv2 108 Server: Protocol (SSH-2.0-OpenSSH_8.4p1 Debian-5+debliul)
53 2.069145376 192.168.129.13 192.168.129.250 SSHv2 132 Client: Key Exchange Init
[ | 05 2.079193569  192.168.129.250 192.168.129.13 SSHv2 564 Server: Key Exchange Init
06 2.072436492 192.168.129.13 192.168.129.250 SSHv2 116 Client: Diffie-Hellman Key Exchange Init
62 2.077448442  102.168.120.250 102.168.120.13 SSHv2 636 Server: Diffie-Hellman Key Exchange Reply, New Keys, Encrypte..
63 2.679206510  192.168.129.13 192.168.129.250 S5Hv2 84 Client: New Keys
65 2.119832235  192.168.129.13 192.168.129.250 55Hv2 132 Client: Encrypted packet (len=64)
67 2.120196995  192.168.129.250 192.168.129.13 5SHv2 132 Server: Encrypted packet (len=64)
68 2.120246710  192.168.129.13 192.168.129.250 5SHv2 164 Client: Encrypted packet (len=96)
70 2.127072305 192.168.129.250 192.168.129.13 SSHv2 484 Server: Encrypted packet (len=416)
71 2.127229461 192.168.129.13 192.168.129.2560 SSHv2 596 Client: Encrypted packet (len=528)
73 2.134082528 192.168.129.250 192.168.129.13 SSHv2 148 Server: Encrypted packet (len=80)
192 7.833500481  192.168.129.13 192.168.129.250 SSHv2 228 Client: Encrypted packet (len=160)
199 7.938352177  192.168.129.250 192.168.129.13 SSHv2 116 Server: Encrypted packet (len=48)
201 7.938523306  102.168.120.13 192.168.129.250 SSHv2 228 Client: Encrypted packet (len=160)
205 8.829123385  192.168.129.250 192.168.129.13 S5Hv2 596 Server: Encrypted packet (len=528)
207 8.871777923  192.168.129.250 192.168.129.13 55Hv2 132 Server: Encrypted packet (len=64)
209 8.071889514  192.168.129.13 192.168.129.250 5SHv2 580 Client: Encrypted packet (len=512)
211 8.972861299  192.168.129.250 192.168.129.13 5SHv2 228 Server: Encrypted packet (len=180)
213 8.115779652 192.168.129.250 192.168.129.13 SSHv2 468 Server: Encrypted packet (len=400)
219 8.176601908 192.168.129.250 192.168.129.13 SSHv2 212 Server: Encrypted packet (len=144)

) Frame 55: 564 bytes on wire (4512 bits), 564 bytes captured (4512 bits) on interface any, id @
» Linux cooked capture
» Internet Protocol Version 4, Src: 192.168.129.250, Dst: 192.168.129.13
» Transmission Control Protocol, Src Port: 22, Dst Port: 38206, Seq: 41, Ack: 1554, Len: 496
~ SSH Protocol
Packet Length: 492
padding Length: 8
- Key Exchange
Message Code: Key Exchange Init (28)
» Algerithms
Padding String: ©000000000000008
[Direction: server-to-client]

11.1.8.In the above screenshot the line selected above displays that AEZ8 bit
encryption is used while encryption of SSH packets and SF2A256 bit hashing
algorithm is used while hashing the contents of SSH packets.

11.1.9.Also attempt to deliberately use an insecure method while attempting to
ssh for eg:ssh-c 3descbc <DUT ADDRESS&Rd check if handshake is possible
or not

:~$ ssh -c 3des-cbc rootsystem@192.168.129.250
Unable to negotiate with 192.168.129.250 port 22: no matching cipher found. Their offer: aes128-ctr,aes192-ctr,aes256-ctr
~5

A<Note> : If the DUT supports HTTPS , then inorder to check if the ciphers are secure
11.1.10. Capture the traffic in wireshark and analyze the pcap file.
11.1.11. Analyze the Server hello packet which finalizes on which
cipher to choose amongst the ciphexlist provided by the client in
the Cline Hello packet. In that trace we can check which cipher has
been decided upon for communication.

10.2.4. Test Observation
-It as observed that DUT igonfigured with secure ciphers for SSH handshake2
-It was observed that the data transferred during SSH was encrypted using secure
ciphers

12.Test Case Result:

S. No TEST CASE NAME PASS/FAIL Remarks

1 Unique Username PASS

2 Same User account creation FAIL

( Tester has to execute the test in similar fashion for other protocols
1.1.3Role-Based access control
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<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

=4 =4 =4 -4 -8 _9 -9

[ —

. <ITSAR Section No & Name>Section 1.1: Access and Authorization

. <Security Requirement No & Name > 1.1.3 Role-Based access control

3. <Requirement Description: > The network product shall support Role Based Access
Control (RBAC). A rolebased access control system uses a set of controls which
determines how users interact with domains and resources. The domains could be
Fault Management (FM), Performance ManagemerPM), System Admin, etc. The
RBAC system controls how users or groups of users are allowed access to the various
domains and what type of operation they can perform, i.e., the specific operation
command or command group (e.g., View, Modify, Execute).

The network product supports RBAC with minimum of 3 user roles, in particular, for OAM

privilege management for network product Management and Maintenance, including

authorization of the operation for configuration data and software via the network

product consoleinterface.

N

[Reference: TSDSI STD T1.3GPP 33.114.2.0 V.1.0.0. Section 4.2.3.4.6.2]

4. DUT Confirmation Details :

5. DUT Confiquration:

Check the list of existing users present in IP router using the command

OAT OET x -AQQTAEEd !t OOAO68
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AR R AR AR ARG
UNAUTHORIZED USE OF TH

As can be seen above the different users roles existing are raotstem, operator, net
admin, sysadmin,Root systembeing the highest privileged

Then sysadmin>netadmin>operator

6. Preconditions : Vendor documentation having the list of registered users and their
privileges.

7. Test Objective: To verify the RBAC of the registered users.

8. Test Plan:
8.1. Number of Test scenarios : 1
8.1.1. To check the number of roles (minimum 3)
8.1.2. Test Scenario to check if users can be created and deleted using rootsystem
8.1.3. Test Scenario to check if users can be created and deleted using netadmin
8.1.4. Test Scenario to check if users can be created and deleted using sysadmin
8.1.5. Test Scenario to check if users can be created and deleted using operator
8.1.6. Test Scenario to check the privileges anidinctions of each user role

8.2. Test Bed diagram
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Management
D 2hnosg Fart
O =] 1
182 16E 17813 1sz.188.128.250 Console port
Lo nkiog:

8.3. Tools required : DUT CLI
8.4. Execution Steps :
- Log into root system
- Create a user account of all privileges
- Check ifcreation/ deletion of the user is possiblédrom root system, operator, net
admin, sysadmin

9. Expected Result for pass: The DUT supports the RBAC as mentioned in vendor
documentation

10. Test Execution Steps :
10.1. Test Case Number: 01

10.1.1. Test Case Name: Number of user roles (minimum 3)
10.1.2. Test Case description : Tocheck the number of user roles supported by DUT
10.1.3. Execution Steps:
Log into DUT using rootsystem : Login into rootsystem using SSH and check
the list of existing users

1/




HRERBEBGBEARAARBHBERBRGBABARAREBEG AR ARAARBRE BB HRHARBH RS
UNAUTHORIZED USE OF THIS S M 5 STRICTLY PROHIBITED!

en provided with pe
thi ct at once.
ARERREE R AR AR SRS AR AR R E R RO R AR AR AR RS R AR RRARAARE
v .168.1 's p O H

opment of Telematics

Connection wia ssh from VRF mgnmt
onnected from 192.16 using ssh an €

mode terminal
how running-

operator
ogin-failure-limit 3

As can be seen above , 4 user role exists that is rootsystem , sysadmin, netadmin, operator

10.2. Test Case Number: 02

10.2.1. Test Case Name: RBAC test using rootsystem
10.2.2. Test Case description : To teg user creation/deletion using rootsystem
10.2.3. Execution Steps :
i) Creation of a rootsystem user by rootsystem
Login into rootsystem using SSH and check the list of existing users

68.129.250

REABBHBBGAABARRREBEGBE ARG ARAARBEB GG AR ARBARBEBBGGAGERAAH RIS
UNAUTHORIZED USE OF THIS L S STRICTLY PROHIBITED!

If you have not been provided with permission to ac
this - at once.
HERRERRANAN LR R b S S R S R e e s S s

.168 [ H

opment of Telematics

ysing ssh on CTX

node terminal
w running-conflg AAA user

netadmin
-login-fatilure-limit

r netadmin
netadmin

operator
tn-fatlure-limit 3

AAA user swati
roo
word-expiry 1

admin
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A user rootsystem
# role rootsystem

tive-login-failure-limit 3

ARA user netadmin
role netadmin

Ser new_user

ro operator
consecutive-login-failure-limit 3

rootsystem
1

utkarsh
ysten

AT OA OAOAAT OET O xA OOU AOAAOET ¢ A
EA O1 OOAO AT AO 110 AOAAOGA AT U 1 Ax
C Oi 1 OOUOOBAT OOAO xEAT xA AOd&A&A A
O0T 1 OOUOOAT 6 OOAO xAO AOAAOGAA EE U
above screenshot. Hence it can be concluded that same user names account cannot be
created.
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A R R R A R R B I R AR R SR B R R IR B AR AR R
UNMAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED

with permi
e

T T T T
word:

connection via ssh from VRF mgmt-wrf
nected from 192. 9.13 using ssh on C

mode term
show runnin ig AARA user

r netadmin
=2 netadmin

s of user rs to 1@

Yyt OEA AAT OA OAOAAT OET O
running -config AAA user6 h  OEAT xA A
Qootsystemd DOEOEI ACAO Ol

Creation of a netadmin user by rootsystem

AEAAE OEA 1 EOOddskaw dihkg-Confiy BAAQsEBRET ¢ O

20



THORIZED SE OF

have

vice
BHERBRERERIRA,
a1Ls

termi
running

login-fallure-

tadmin
netadmin

er new_!
le operator

operator

ysadmin

r swatt
rootsystem
sword-explry 1

AAA user sysadmin
role sysadmin

AAA user utkarsh

role rootsystem

CTX-2000(config)# AAA user na
CTX-2000(config-user-na)# role netadmin
CTX-2000(config-user-na)# commit

Commit complete.
CTX-2000(config-user-na)# ex
CTX-2000(config)# do show running-config AAA user
AAA user lkn

role netadmin
consecutive-login-faillure-limit 3
AAA user na

role netadmin

AAA user netadmin
role netadmin

AAA user new_user
role operator

user operator
operator
consecutive-login-fatlure-limit 3

AAA user rootsystem
role rootsystem

AAA user sravi
role sysadmin

AAA user swati
role rootsystem
password-expiry 1
AAA user sysadmin
role sysadmin
AAA user utkarsh
role roots tem

cTx-2000(config)#® O

Yyl OEA AAT OA OAO
running -config AAAuseré h  OE
DOEOEI ACAO O1 OE
A OA A O Adetagnin®E DD E O
in the list of users

To check if its possible to delete the netadmin users

21
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o AAA U
nfig)# commit

slon of thie user will

netadmin
in-failure-limit 3

netadmin
etadmin

operatar
operator
tive-login-fallure-limit 3

Creation of a sysadmin user by rootsystem ,AEAAE OEA |
show running-config! ! ' OOA 06 8

flg ARA user

netadmin
in-failure-limit 3

AAA user netadmin
role netadmin

operator
utive-login-failure-1imit 3
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netadmin
tadmin

{_USer

operator

'sa' is being deleted, all act
fig AAA user

netadmin
n-failure-limit 3

AAA user netadmin
e netadmin

aperator
operator
ive-login-failure-limit 3

yT OEA AAT OA OAOAAT OEI
AAA user sad i
4EA G®BAEOO AAI AGAA £OIT i

Creation of operator by root system

O

this user

will
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LR s ey s e e s e e e R e e e e e e
UNAUTHORIZED USE OF THI § STRICTLY P IBITED!

If you have not

this device - di nect at once.
BRERERERE RS R R B RERER SRR AR R RERER R AR R B R HARERER

rrf

.168.129.13 using ssh

r netadmin

5
role netadmin

operator

utkarsh
rootsystem

nfig)# U

S -

1A

24




onfig)# AAl oper
confilg-user J# role operator
(config-user-oper)# commit
plete.
nfig-user-
nflg AAA user

netadmin
secutive-login-fallure-1imit 3

A user netadmin
le netadmin

AR USer new_user
role operator
1
AAA user ope
role operator
1

AAA user o©
role operator
consecutive-login-failure-limit 3
1
AAR
role root
1
AAM user sravi
role sysadmin
!
AAR user swati
role rootsystem
ord-expiry 1

AAR user dmin
role sysadmin

!

AAR user utkarsh
role rootsystem

(config)# [

yT OEA AAT OA OAOAAT OE
DOEOEI ACAO Oi OEAO OOGAO A
AOAAOA hperattr OE POEOET ACAO8 |
visible in the list of users

ooY
m

25



ser oper

4:58 AAA-Subsystem User 'oper' is being deleted, all active session of this user will be closed.
(config)# do show running-config AAA user

netadmin
ogin-failure-limit 3

AAR user new_user
role operator

operator
operator

e-login-failure-linit 3

)i OEA AAI OA OAOAAT O

ET O A O Bd 0
AAA useroperd 8 4 E Apel®@OA® G A1 AOGAA A£O0iI I OEA OUOOAI

anymore.

10.3. Test Case Numkter : 03

10.3.1. Test Case Name: RBAC test usingetadmin
10.3.2. Test Case description : To test user creation/deletion usingnetadmin
10.3.3. Execution Steps :

Creation of a rootsystem user by netadmin

Login into router through netadmin using SSH

Attempt to create rootsystem user

26



:~% ssh netadmin@l92.168.129.256

A A A AR A A A A R A A R A R R A R A
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once
B e e R R e ]
netadmingl92.168.129.258"s password:

centre for Development of Telematlcs
Welcome to CROS CLI

05 session id = 4747
Active device = 5lot #1

Connection via ssh from VRF mgmt-vrf

netadmin connected from 192.168.129.13 using ssh on CTX-2008
CTX-20008 conf

Entering configuration mode terminal

CTX-20008(conflg)® do show running-config AAA user

AAA user netadmin

|

CTX-20008(config)#® AAA user rootsystem

Error: access denied

CTX-z2008(config)#

In the above screenshot we checked the list of existing users on the system. When we

OEAO Oi AOAAdoystdm OrOABO TAE AR AT 100 AOAAOGA A
001 O | AOO#@dsdevddA OET ¢ O

t~% ssh netadmin@l9z.168.129.258

R R R R R R R I A R R B I A I R R O I R R
UNAUTHORIZED USE OF THIS 5YSTEM IS STRICTLY PROHIEITED!

If you have not been provided with permission to access
this device - disconnect at once.
B A R R R R R R A R R R S A R R R R R
netadmin@ls2. 168.129.250" s password:

Centre for Development of Telematics
Welcome to CROS CLI

05 session 1d 25572
Active device = Slot #1

connectlon via ssh from VRF mgmt-vrf

netadmin connected frem 192.168.129.13 using ssh on CTX-28088
CTK-20084 conf

Entering configuration mode terminal

CTX-2800(config)# do show running-config AAA user

AAA user netadmin

|

CTX-20080(config)# AAA use rs

Error: access denied

CTX-2008(config)# []




In the above screenshot we checked the list of existing users on the system. When we
OOEAO OiF AOAAGAh AE@®OABA T1AT BAAOGAAOA A 1 Ax
i AOOACA a&ésAdemidd.C O

Creation of a netadmin user by netadmin
Attempt to create a user of netadmin role

$ ssh netadnin@192.168.129.250

ﬂﬂlﬂiﬂ'ﬂﬂﬂﬁﬂﬂf#ﬁ'ﬂfﬁﬂﬂ#ﬁﬂ'ﬂnHl? #H'lﬂ'ﬂﬂﬂ##ﬁﬂﬂﬂh‘#ﬂ“ﬂlﬁﬂ'ﬁﬂﬂ##ﬁﬂﬁd
Fd H ) Y PROHIBITED!

with permission to &

role rootsysten

i commit

In the above screenshot we checked the list of existing users on the system. When you try
O AOAAOA Aetad@h@Oh TRAD AAEION 11T O AOAAOA AT U
OEA AQGEOOET ¢ OGbiaimiA® EOOAROARAUABOAOGAI

\

O00AOh Ui 6 AOCA 110 All1 xAA OhetatioisCA OEA Ol

7 EAT xA OO0OEAA Oi m@%AB@ AEDORIOOT ADAAOD A

S

AOOT O 1 AOOdds dniddd BET ¢ O

Creation of a sysadmin user by netadmin
Attempt to create a user of sysadmin role
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1-$ ssh netadnin@192.168.129,250

HEARBREREREARARAROMERERBREBERRRRARARERERRREOERRRARIRERAREN
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED

If you have not been provided with pernission to access
this device - disconnect at once.
PR R B R TR R S R RS SR R R B R
netadmin@192.168.129.250's password:

Centre for Development of Telematics
Welcome to CROS CLI

05 session 1d = 24170
Active device = Slot #1

Connection via ssh from VRF mgnt-vrf

netadnin connected from 192,168,129.13 using ssh on CTX-2000
CTX-2000# conf

Entering configuration mode terminal

CTX-2000(conflg)# do show running-config AAA user

AAA user netadmin

|
CTX-2000(config)# AAA user sysadmin
Error: access denied
CTX-2000(config)# AAA user sa
Error: access denied
(TX-2000(config)#

In the above screenshot we checked the list of existing users on the system. When we
OOEAO O AOAAGyhadnino O \VEad h1OEIGAMER 11 O AOAAO
PDOT i POAA AT AOOI dceds Bdecdi€lACA OOAOET ¢ O

Creation of a operator user by netadmin

Attempt to create a user of operator role

+~§ ssh netadmin@192. 168,

pp i B R R e R T R
UNAUTHORTZED USE OF THIS EM IS STRICTLY PROHIBITED!

If you have not been provided with pernission to access
this device - disconnect at once.
#Fﬂﬁﬁﬂﬁ#####F##ﬂ#ﬂ####ﬂ#ﬁ#ﬁ ERERRRRARERERERERARNARRARA LR

netadeing192.16

9,13 using ssh on CTX

1 mode terminal

In the above screenshot we checked the list of "existﬂirng, users on tpe system. When we
OOEAA OI AOAAGdphratcko OAQdp&o DAEAAAGBA 110 AOAA(
DOl i POAA AT AOOI doceds AcOi€iBEA OOAOET C O
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10.4. Test Case Number: 04

10.4.1. Test Case Name: RBAC test using sysadmin

10.4.2. Test Case description : To test user creation/deletion using sysadmin

10.4.3. Execution Steps: Login into router using sysadmin through SSH
Attempt to create rootsystem user

i~§ ssh sysadmin@192.168.129.250

ARARAHBAERERRARORAREREHUREREARANARORERSRYRERUAMARBRARER BAEN
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHRIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
PESERTRTR R TP DB AT R TR RN PR RS S B T
sysadmin@192.168.129.250's password:

Centre for Development of Telematics
Welcome to CROS CLI

05 session id = 21566
Active device = Slot #1

Connection via ssh from VRF mgmt-vrf

sysadmin connected from 192,168.129.13 using ssh on CTX-2000
(TX-2000# conf

Entering configuration mode terminal

(TX-20080(conflq)# do show running-conflg AAA use

AAA user sysadmin

|
(TX-2000(config)® ARA user rootsystem
Error: access denied
(TX-2000(config)#® AAA user rs

Error: access denied
CTX-2000(config)#

In the above screenshot we checked the list of eX|sthg users on the system. When we
OOEAA Oi AOAAOA A OOAO TAI AA OOI T OOUOOAI o

-

pol i pOAA AT AOOT O AOOACA OOA DET ¢ OAAAAOO

Creation of a netadmin user by sysadmin
Attempt to create a user of netadmin role
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1§ ssh sysadning192,168,129.250

L g e e
UNAUTHORTZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

Tf you have not been provided with pernission to access
this device - disconnect at once.
AR R R AR R R R R AR AR ARARERE R R AR AR AR SRR IR
sysadning192.168.129.250's password:

Centre for Development of Telematics
Helcome to CROS CLI

05 sesston id = 25314
Active device = Slot #1

Connection via ssh from VRF ngnt-vrf

sysadnin connected from 192,168,129,13 using ssh on CTX-2000
(TX-2000% conf

Entertng configuration mode terminal
(TX-2000(conflg)# do show runntng-conflg ARA user
AAA user sysadain

|

(TX-2000(confiq)# ARA user netadnin

Error: access denied

(TX-2000(config)# ARA user na

Error: access denied

(TX-2000(config)#

In the above screenshot we checked the list of existing users on the system. When we
OOEAA Oi AOAA Geladmin 60 V@A MOE RAAAER 11 0 AOAAO
POl I POAA AT AOOT doceds Bcictid 8 A OOAOET ¢ O

Creation of a sysadmin user by sysadmin
Attempt to create a user of sysadmin role
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R ey e e e e e RS e e e e g
UNAUTHORIZED USE OF THIS ° EM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - dis ect at once.
B e e e e 2

sysadmin@l92.168.129.258"s pa ord:

e for Development of Telematics
me to CRO5 CLI

ion id =
[ R it #1

wWn command
r-sysadmin)# role sysadmin
wn command

admin)# commit

mmit.

admin)# ex

er sd

admin
J# role sysadmin
nand
q er-sysadmin)# ex
Lg)# do show running-config AAA user
r sysadmin

g(config)# D

In the above screenshot we checked the list of existing users on the system. When you try
01 AOAAOA AysdidiAOh TERAD AAEIO 11 0 AOAAOA AT U
OEA AQEOOET ¢ OOCAO8 91 O AATT isgsadid8 CA O
7EAT xA OOEAA O HdORADA AELDORIOOT AORAKOD

AOOT O | AOOé@dsdéredd BET ¢ O

Creation of a operator user by sysadmin
Create a user of role operator
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1+§ ssh sysadnin@192,168,129.250

ARENERERERERRRRARARARERARAARARARANARENERERURRARARARDRER IR
UNAUTHORTZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with pernission to access
this device - disconnect at once.
pERERERERERER B ERER TR R R B B EP AR B EE R B R B
sysadmin@192.168.129.250's password:

Centre for Development of Telematics
Welcome to CROS CLI

05 session id = 18418
Active device = Slot #1

Connection via ssh from VRF mgnt-vrf

sysadnin connected from 192,168.129.13 using ssh on CTX-2000
CTX-2000# conf

Entering configuration mode terminal

CTX-2000(conflg)# do show running-config AAA user

RAA user sysadain

|
CTX-2000(conflg)# ARA user operator
Error: access denied
CTX-2000(config)# AAA user oper
Error: access denied
C1X-2000(config)# []

In the above screenshot we checked the list of “existﬂirng' users on tpe system. When we
OOEAA O AOAAGpkratdko OQdpA o DAEAAAGA 11 0 AOAAQ
POl I POAA AT AOOT doceds Bcictid 8 A OOAOET ¢ O

10.5. Test Case Number: 05
10.5.1. Test Case Name: RBAC test using operator
10.5.2. Test Case description : To test user creation/deletion using operator
10.5.3. Execution Steps:
Login into router using operaiwr through SSH
Attempt to create rootsystem user
Creation of a rootsystem user by operator
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1§ ssh operator192.168,129,250

HRARARERRREAEARRRORARARERERRARARARARENERBREREARANAR RSN AR
UNAUTHORTZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access

this device - disconnect at once.
BB R R R ER AR IR REREREREREARARARERORER
operator@192.168.129.256's password:

Centre for Development of Telematics
Welcome to CROS CLI

05 session 1d = 22177
Active device = Slot #1

Connection via ssh from VRF mgnt-vrf

operator connected from 192,168.129.13 using ssh on CTX-2600
CTX-2000# conf

Entertng conflguration mode terminal

(TX-2000(conflg)# do show running-conflg AAA use

AAR user operator

|
CTX-2000(conflg)# ARA user rootsystem
Error: access denied
(TX-2000(conflg)# AAA user rs

Error: access denied
(Tx-2009(config) []

In the above screenshot we checked the list of existing users on the system. When we
OOEAA OiI AOAAMG systen®d0O AABs@h AOEDA AGA 11 O AOAA(
DOT I POAA AT AOOT doceds dci€¥B A OOAOEIT C O

Creation of a net admin user by operator
Attempt to create a user of neadmin role
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+=9 ssh operator@192,168.129,250

IRARHRERRHERRARAERARERERRAARARANARARRRERRORAUARBOA R RN
UNAUTHORTZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with pernission to access
this device - disconnect at once,
R R R AR RARERE R BRER AR ARERE IR
operator@192.168.129.250's password:

Centre for Development of Telematics
Welcome to CROS CLI

05 session 10 = 26435
Active device = Slot #

Connection via ssh from VRF mgnt-vrf

operator connected from 192.168.129.13 using ssh on CTX-2000
(TX-2000# conf

Entering confturation mode terminal
(TX-2000(conflg)# do show running-config AAA use
AAR user operator

|

CTX-2000(conflg)# ARA user netadnin

Error: access denfed

(TX-2000(config)# ARA user na

Error: access denied

CTX-2008(config) |

\

In the above screenshot we checked the list of existing users on the system. When we
OOEAA O AOAAGekadhin®O OAGAH GEAAABA 11 0 AOAAQ
POl I POAA AT AOOT dceds Bcicid 8 A OOAOET C O

Creation of a sysadmin user by operator
Attempt to create a user of sysadmin role
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+~$ ssh operator@192,168.129,250

HHHRERERBABARARARARERAREAEABABAMAMARARERERERERRANANARERERER
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - dlsconnect at once.
RERRARR R R AR R R IR R R R AR AR BB RERERRRRRARRER IR
operator@192.168.129.250's password:

Centre for Development of Telematics
Welcome to CROS CLI

05 session id = 30882
Active device = Slot #1

Connection via ssh from VRF mgnt-vrf

operator connected from 192.168.129.13 using ssh on CTX-2000
CTX-2000# conf

Entertng conflguration mode terminal

CTX-2000(conflg)# AAA user sysadmin

Error: access denied

CTX-2000(conflg)# AAA user s

Error: access denied

CTX-2006(config)# ||

In the above screenshot we checked the list of existing users on the system. When we
OOEAA Oi AOAAGybadningd OVBERRTOEIOA AAEGR 11 0 AOAAO
POl I POAA AT AOOT doceds Bcictid 8 A OOAOET ¢ O

Creation of a operator user by operator
Attempt to create a user of operator role
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:~% ssh operator@l92.168.129.250

St s A s R AR A S A At R AR A S Rt A AR R R
UNAUTHORIZED WUSE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
R R R s R h e R e e e e S R R R e e e e g
operator@l?2.168.129.250"'s password:

Centre for Development of Telematics
Welcome to CROS CLI

fig)# do show running-config ARA user
tar

ARA user operator
-user-operator)#

onfig)# do show running-config AAA user
operator

(config)# []

In the above screenshot we checked the list of existing users on the system. When you try
i

Ol AOAAOA /lopeardoth TEAD AETG 110 AOAAOGA AT U 1T Ax
OEA AQGEOOETI ¢ OOAO8 91 0 AAT 1 isgsadhed8 CA OEA Qi
7EAT xA OOEAA O HOBAAOCEOAABAADI DARAAAOGA A
AT AOOT O | A GddeksdlniedBAOET ¢ O

10.6. Test Case Number: 06

10.6.1. Test Case Name: Privilege levels of the user roles

10.6.2. Test Case description : To check the privilege levels of the user roles and
check if its as defined as in the vendor documentation

Privilege level of rootsystem:
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CTX-2000(config)# do show running-config AAA authorization role rootsystem
AAA authorization role rootsystem

privilege-level 15

command-group rootsystem

|

1
CTX-2000(config)# [

Figure 27
In the above screenshot we checked the privilege level of rootsystem user by using the
AT 1 1 AdoAhowrunning -config AAA authorization role rootsystem 06 8

Privilege level of sysadmin :

CTX-2000(config)# do show running-config AAA authorization role sysadmin
AAA authorization role sysadmin
privilege-level 10
command-group ifread
|
éommand—group ifwrite
|
éommand—group aaaread
|
écmmand—grcup EEE g o]
|
éommand—group systemread
|
éommand—group systemwrite
|
éommand—group vrfread
|
écmmand—grcup vrfwrite
|
éommand—group cryptowrite
|
éommand—group cryptoread
|
&Dmmand—group ntpread
|
écmmand—grcup ntpwrite
ﬁ
cTx-2000(config)#

Figure 28
In the above screenshot we checked the privilege level of sysadmin user by using the
AT 1 1 AdoAhoWrunning -config AAA authorization role sysadmin 6 8

Privilege level of netadmin
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TH-2008(confi
AN authorizat
privilege-lew
command -graup
1

command -graup
1

command - group
L]

commamnd -group
]

command -group
L]

command-group

command -group
L]

command -group
L]

command -graoup
[

cammamd
n

cammaimd

- graup
= gQroup

command -group
L]

command -group
L]

command -group
n

command -group
L]

command -group
[

command -graoup
[

command - group
L]

command -group
]

command -group
L]

command-group

command -group
1

command -group
L]

command -graoup
1

cammand - graoup

W confi

Figure 29

In the above screenshot we checked the privilege level of netadmin user by using the

gl}# do show running-config Aff
ion role nmnetadmin
el 5
ifread
Lfwrite
bgpread
bgpwrite
ripwvzread
ripvzZwritce
ripngread
ripngwrite
ospfread
ospfwrite
ospfv3iread
ospfviwrite
12read
L2write
wirfread
wirfwrite
iprtmread
1pritmwrite
cryptowrite
cryptoread
mplsread
mplswrite
ntpread
ntpwritse

Leisread

gy | |

authorization

AT 1 1 AdoAhoWrunning -config AAA authorization role netadmin & 8

Privilege level of operator
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[ CEEICGTIRSERdc show running-config Asa authorization role operator
l2an authorization role operator

privilege-level 1

command-group ifread

)

command-group aaaread

1

énmmand group bgpread

1

énmmand-graup ripvzread
1

&ummand-group ripngread
1

;ummand-group ospfread

command-group ospfviread
1

énmmand group systemread
1

énmmand-graup 12read

1

&ummand-group vrfread

1

;ummand-group iprtmread
)

;nmmﬂnd-gruup L2aclread
1

éammand group l3aclread
1

énmmand-graup qosread

1

command-group cryptoread
]

command-group ntpread
1

command-group isisread
1

CTX-26808(conflig

Figure 30

In the above screenshot we checked the privilege level of operator user by using the
AT i T AdoAhowrunning -config AAA authorization role operator 0 8

heckin functions of command

(OOIRTIER 0 show running-config AAA authorization role command-group
Possible completions:

aaaread  aaawrlte  bopread bapwrite conflgread cryptoread cryptowrite {fread {furite  iprtmread  tprtmwrite fisisread  islswrite
12aclread 12aclwrite l2read 12write  1laclread 13aclwrite mplsread  mplswrite ntpread  ntpurite  ospfread  ospfydread ospfviwrite
qoswrite ripngread ripngwrite ripviread ripvZurite rootsystem systemread systemirite vrfread  wrfurlte  <cr»
(conflg)# do show running-conflg AAA authorization role command-qroup

Figure 31
In the above screenshot we checked the functions of command groups by using the
AT | 1 AdoAho®running -config AAA authorization role command -groupd 8

Checking user roles who have access to a particular function of command group

40




C w running-config AAA authorization role command-group cryptoread
AAM authorization role netadmin
command-group cryptoread

|

Ad authorization role operator
command-group cryptoread

!
AAA autherization role sysadmin
command-group cryptoread
N

\
CTX-20808(config)# | |

Figure 32

In the above screenshot we checked the functions of command groups by using the
AT 1 1 Aldé sh&w running -config AAA authorization role command -group

<function name> 6 8 (<Axdoname>d6 AAT AA AT U £O61 AGEI 1

screenshot above this screenshot.

10.6.3. Test Observations : With reference to the Common Security Requirement
(CSR)/Clause 1.3 of ITSARhe router supports Role Based Access Control
(RBAC).It was observed that DUT supports 4 user roles each with different
privileges

1 Root systemas a Creator:

root systemuser can create any user and give the user any roles i.e.
root system, netadmin, sysadmin and operator roles.

1 Netadmin as a Creator:
Net admin user cannot create any user and cannot give the user any roles i.e.
root system, netadmin, sysadmin and operator roles.

Any user created and given neadmin privileges can also neither create a user nor
assign any roles to it.

1 sysadmin as a Creator:
sysadmin user cannot create any user and cannot give the user any roles i.e.
root system, netadmin, sysadmin and operator roles.

Any user created and given sysadmin privileges can also neither create a user nor
assign any roles to it.

1 operator as a Creator:
operator user cannot create any user and cannot give the user any roles i.e.
root system, netadmin, sysadmin and operator roles.

Any user created and given operator privileges can also neither create a user nor
assign any roles to it.

User-based access control is present and followed. Privilege level of users can also be
viewed.

11.Test Case Result:
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S. No TEST CASE NAME PASS/FAIL Remarks
1 Number of user roles(3|Pass 4 user
minimum) roles(rootsystem,

sysadmin,
netadmin,operator)

2 RBAC test using rootsystem  |Pass

3 RBAC test using netadmin Pass

4, RBAC test using sysadmin Pass

5 RBAC test using operator Pass

6 Privilege levels of the user rolegPass

( Tester has to execute the test in similar fashion for other prototols
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1.1.4User Authenticationz Local/Remote

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

=4 =4 =4 -4 -8 _9 -9

1. <ITSAR Section No & Name>Section 1.1: Access and Authorization

2. <Security Requirement No & Name > 1.1.4 User AuthenticationLocal/Remote

3. <Requirement Description: > The various user and machine accounts on a system
shall be protected from misuse. To this end, an authentication attribute is typically
used, which, when combined with the username, enables unambiguous authentication
and identification of the authorized usr.
Authentication attributes include:
Cryptographic keys
Token
Passwords
This means that authentication based on a parameter that can be spoofed (e.g., phone
numbers, public IP addresses or VPN membership) is not permitted. Exceptions are
attributes that cannot be faked or spoofed by an attacker.
NOTE: Several of the above options can be combined (dattor authentication) to
achieve a higher level of security. Whether or not this is suitable and necessary
depends on the protection needs of the individual system and its data and is evaluated
for individual cases.

[Reference: TSDSI STD T1.3GPP 33.114.2.0 V.1.0.0. Section 4.2.3.4.2.1]

4. DUT Confirmation Details :

5. DUT Configuration Details:

6. Precondition:
1 All predefined accounts and machine accounts are identified in the documentation
accompanying the Network Product.
1 Instructions of how to create new accounts are provided in the documentation
accompanying the Network Product.
1 Instructions of how administrator user can view all existing accounts in the
database are provided in the documentation accompanying the Network Product.
NOTE: No test is provided here for finding undocumented hard coded accountssagh
tests may be impossible to define in a general way.

7. Test Objective: To verify that minimum 1 of the above authentication attributes shall
be mandatorily combined for protecting all the accounts from misuse and for local
access and machine accounts, at least one authentication attribute shall be supported

8. Test Plan:
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8.1.Number of Test Scenarios:
8.1.1. Test Scenario for Local Access
1 This test scenario is regarding local access of user accounts

8.1.2. Test Scenario for SSH

i This test scenario is regarding SSH Protoc@hdditional Test scenarios based
on the OEM document)

8.2.Test Bed Diagram

o e

D 1 L Ll
hManagement
Desknop Port

192.156.129.13 152188 128.230 Coansolé port

-

Deenkiog

Tools Required
- NULL

8.3. Test Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1) After login via account with necessary access rights (e.g. Admin) search in the database
for any undocumented account.

2) Attempt login to all predefined accounts identified (either documented or not) with
and without using the respective authentication attribute both locally and remotely

3) Create a new account by following instructions in documentation.

4) Attempt login to the newly created account with correct and incorrect credentials both
locally and remotely

8.4.Expected Results for Pass:
Case 1:DUT is able to authenticate tester successfully, so Tester is allowed to
access
DUT.
Case 2:.DUT is not able to authenticate tester successfully, so Tester is not allowed

to
access DUT.

9. Expected Format of Evidence
M Screenshot of Terminal
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10. Test Execution:
10.1. Test Case Number:1
10.1.1. Test Case Name: TCl_LOCAL_ACCESS
10.1.2. Test Case description: Tester should be able to login in DUT locally if and only
if correct password and cryptographic keys are used
10.1.3. Execution Steps:

o Login in to the router locally. The entry should be through PC connected to the
router through a LAN or console cable. It will ask you for the password in the
next step. If you enter the correct password, you will be given access to the
router

&8 COMS - PuTTY

1 After entering the correct password the user is allowed access to the router.
1 If you enter a wrong password or you are not an authorized user you will not be

allowed access to the router and your connection will be closed as shown below.
&P COM5 - PuTTY

10.2. Test Case Number: 2
10.2.1. Test Case NameTC_REMOTE_ACCESS
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10.2.2. Test Case description: Tester should be able to login in DUT locally if and only
if correct password and cryptographic keys are used
10.2.3. Execution Steps :
o0 Attempt to login remotely using ssh into all the user accounts.

1 Login in to the router using Secure Shell (SSH) using the command format

1 For netadmin user

T OOO0E T AOAAT ET 2) 808  asKHowntvélav, | £ OEA

1 Step 2a: It will ask you for the password in the next step. If you enter the correct
password you will be given access to the router.

% s5sh netadmin@l®2.168.129.250

DS e A R R R R R R R R R R
UHAUTHORTIZED USE OF THIS S5YSTEM IS STRICTLY PROHIBITED!

If yvou have not been provided with permission to access
this device - disconnect at once.
R R R R R R R R R R R R R IR AR B R E R IR IR IR ARA R R ERER
netadmin@lsz.168.129.250"'s password:

Centre for Development of Telematics
Welcome to CROS CLI

zession id = 9518
Active device = S5lot #1

connection via ssh from VRF mgmt-vrf

netadmin connected from 192.168.129.13 using ssh on CTX-2006
CTX-2080% | |

1 Figure 4

Tm 4EA OAOOAO OOU Oi 11T CEI ET Ol BsB O
netadmin@192.168.129.25060 xEAOA pwc¢8poyP8pgwd8cuT
After entering the correct password the user is allowed access to the router .

1 Ifwrong password entered you are not an authorized user you will not be allowed
access to the router and your connection will be closed as shown in the below
image.

$ ssh netadmin@192.168.129.250

HBHOARBHBRBRBRBRRBRBRERERBRBRURBANBRBRERERBERBRBERRARORER R RSN
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access

this device disconnect at once.
BRBHBRERUABRUBURHBRBRBRERBREBURBEBHBRBRBRERBRERBEREBHBRERERER
netadmin@il92.168.129.250"'s password:
Connection closed by 192.168.129.250 port 22
2~$ |

1 Figure 5

I AA

AAI

E ¢
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mailto:%20netadmin@192.168.129.250
mailto:%20netadmin@192.168.129.250

T 7A oou ol 11T CEI ET OI 1 AOGAAT Edlsh OORO
netadmin@192.168.129.25060 xEAOA pwc¢8poy8pcwdcumn EOP
Upon entering wrong password the user is not allowed access to the router and
the connection attempt is closed.

1 Testing Login For sysadmin User

I Step 1: Login in to the router using Secure Shell (SSH) using the command format

T OOO0E OUOAAIT ET 2) 808  asShownielaw, | £ OEA . 1T AAoS

1 Step 2a: It will ask you for the password in the next step. If you enter the correct
password you will be given access to the router.

% ssh sysadmin@l92.168.129.258
MG S eSS SRR AR AR RS AR AR A A
UNAUTHORIZED WSE OF THIS SYSTEM IS STRICTLY PROHIBITED!
If you have not been provided with permission to access
this device - disconnect at once.

SESE RIS B E R BERS ER E R B B B T R R R S T B S R

cysadmin@lsZ.168.129.250"s password:

Centre Tor Development of Telematics

delcome to CROS CLI

=sion id = 14394
Slot #1

Connection wia ssh from VRF mgmt-wrf

sysadmin connected from 192.168.129.13 wsing ssh on CTX-2800

CTX- 20008

1 Figure 6

T 7A oou ol 1T CET ET OI OUOAAI Edsh OORO
sysadmin@192.168.129.250 6 xEAOA pw¢8poy8pcws8cgumnm EP

After entering the correct password the user is allowed access to the router .

1 Step 2b: If you enter a wrong password or you are not an authorized user you will
not be allowed access to the router and your connection will be closed as shown
in the below image.
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mailto:%20netadmin@192.168.129.250
mailto:%20netadmin@192.168.129.250
mailto:%20sysadmin@192.168.129.250
mailto:%20sysadmin@192.168.129.250

:~$ ssh sysadmin@192,168.129,2560

NRARBHORERUAERRARANARONENERERRARARAN AR ERRARRRAR AR ORER BN N
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
R R RN R AR R RARA B RERERERERAERARRARBRERER
sysadmin@192.168.129.250's password:
Connection closed by 192.168.129.250 port 22

4 |

1 Figure 7

T 7A oou ol 1T CET ET OI OUOAAI Edsh OORO
sysadmin@192.168.129.2506 xEAOA pw¢8poy8pcw8cumnm EP
Upon entering wrong password the user is not allowed access to the router and
the connection attempt is closed.

1 Testing Login For Operator User

1 Step 1: Login in to the router using Secure Shell (SSH) using the command format

T OOO0E I DAOAQOT Oa) 808 dséhdvdhed. T £ OEA . 1T AA6

91 Step 2a: It will ask you for the password in the next step. If you enter the correct

password you will be given access to the router.

:~% ssh operator@lio?.iéB.129.250

FREE AT AR A A A A A U AU L A AR A R R A A A R R R AR A A
UHAUTHORIZED WSE OF THIS S¥STEM IS5 STRICTLY PROHIBITED!

If yvou have not been provided with permission to access
this device - disconnect at once.
B e e T o Tl T e s Tt e bR e e g
operator@lez.168.129.250"'s password:

centre for Development of Telematics
Welcome to CROS CLI

05 session id = 11498
Active device = S5lot #1

Connection via ssh from VRF mgmt-wrf

192.168.129.13 using ss5h on CTX-Z2886

1 Figure 8
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mailto:%20sysadmin@192.168.129.250
mailto:%20sysadmin@192.168.129.250

T 7A oovu o]] I TCEI ET OI I PAOAOTséh
operator@192.168.129.250 6 xEAOA pw¢8poyPy8pcw8cuTm
After entering the correct password the user is allowed access to the router .

1 Step 2b: If you enter a wrong password or you are not an authorized user you will
not be allowed access to the router and your connection will be closed as shown
in the below image.

$ ssh operator@192.168.129.250

AHURERBNERNBAURRARANARBRERENBRRRRBRARGNBRENERBARRRBREN BN BREN
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
BUBHERORERERERUBABRBRBRBRERARARERRBHBRERBRERERERABRARBREREH
operator@192.168.129.250's password:
Connection closed by 192.168.129.250 port 22

60
E (

50
E ¢

S L
1 Figure 9
T 7A oou o}] 1T CEI ET OI I DAOAOIséh
operator@192.168.129.250 6 xEAOA pw¢8poyPy8pcw8cuTm
Upon entering wrong password the user is not allowed access to the router and
the connection attempt is closed.
1 Testing Login for a User
91 Step 1: Login in to the router using Secure Shell (SSH) using the command format
T OOO0E OOAOT Al Ao ) 808  lasisho@hb@low. | £ OEA . 1T AA
1 Step 2a: It will ask you for the password in the next step. If you enter the correct

password you will be given access to the router.
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mailto:%20operator@192.168.129.250
mailto:%20operator@192.168.129.250
mailto:%20operator@192.168.129.250

ssh utkarshg192.168.129.258

R B E e R R e e g e R R e e R e R e
UNAUTHORTZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
R R R R R R R R R B R R R R R R B R ER R IR IR R BB A ERER
utkarsh@ls2.168.129.258's password:

Centre for Development of Telematlcs
Welcome to CROS CLI

05 session id = 38613
Active device = Slot #1

.onnection via ssh from VRF mgmt-vrf

utkarsh connected from 192.168.129.13 using ssh on CTX-2088
CTX-2080% [

1 Figure 10

T 7A Oou o}] 1T CEI ET OI OOEAOOBsh OOA
utkarsh@192.168.129.250 6 xEAOA pwc¢8poys8pgws8cumn EC
After entering the correct password the user is allowed access to the router.

1 Step 2b: If you enter a wrong password or you are not an authorized user you will
not be allowed access to the router and your connection will be closed as shown
in the below image.

S ssh utkarsh@i192.168.129.2560

HROBRBRUNBRBABRRBRBRONRERERBRBREBRARORBRERERURBRRARORBERENEREN
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
BROENRBREBRBRERERBUREBHOARSBREREREBUARRRBHBRBABRERBRBBERRBRBRERER
utkarsh@l92.168.129.250's password:
Connection closed by 192.168.129.250 port 22

1 Figure 11

T 7A Oou o}] 1T CEI ET OI OOEAOOBsh OOA
utkarsh@192.168.129.250 6 xEAOA pwc¢8poys8pgcws8cumn EC
Upon entering wrong password the user is not allowed access to the router and
the connection attempt is closed.

10.2.4. Evidence Provided: Screenshot of Terminal
10.2.5. Test Observation : It was observed that authentication attribute is used
(password) for both local access and remote access.

11. Test Case Result:
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S. No TEST CASE NAME PASS/FAIL | Remarks
1 DUT_LOCAL_ACCESS Pass
2 DUT_REMOTE_ACCESS Pass
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1.1.5Remote login restrictions for privileged users

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

=4 =4 =4 -4 -8 _9 -9

[ —

. <ITSAR Section No & Name> Section 1.1: Access and Authorization
. <Security Requirement No & Name > 1.1.5 Remote login restrictions for privileged
users

3. <Requirement Description: > Direct login as root or equivalent highest privileged
user shall be limited to the system console only. Root user will not be allowed to login
to the system remotely.
[Reference TSDSI STD T1.3GPP 33.114.2.0 V.1.0.0. Section 4.3.2.6]

4. DUT Confirmation Details :

N

5. DUT Configuration
1 The DUT should be configured, to not permit rootlogin

6. Preconditions:
1 A document that describes the interfaces to the network product and how the
tester can login to them remotely.
7. Test Objective/ Purpose: Verify that the root or equivalent highest privileged user
will not be allowed to login to the system remotely.

8. Test Plan:

8.1.Number of Test Scenarios:

8.1.1.Test Scenario for SSH: This test scenario is regarding SSH Management
Protocol

8.2.Test Bed Diagram:
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8.3.Test Execution Step:
1. The tester tries to remotely login to the network product using the credentials
of the root or equivalent highest privileged user via the interfaces as described in
the documentation.

2. The tester tries to login to the network product using the credentials of the root
or
equivalent highest privileged user from the physical console of the system.

8.4. Expected Results:
- The tester is not able to login to the system remotely using the root credentials.
- The tester is able to login to the system from the physical console using the root
credentials.

9. Test Execution:

9.1.Test Case Number: 01

9.1.1. Test Case NameTC1_REMOTE_LOGIN_RESTRICTIONS_PRIVILEGED_USERS

9.1.2. Test Case Description: Test Needs to be conducted that any privileged or
root user should not be able to login over remote medium.
9.1.3. Execution Steps:

1 Remote Login Test

Attempt to remotely log in to the network product using the root or equivalent
highest privileged user's credentials. Use the appropriate command based on the
remote login method described in the documentation.
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(] Terminal « Jan 30 15:12

|

sravani@sravani-dokra: ~
:~% ssh root@192.168.129.258

G e e e e e s s s e e
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not be with permission te access

BHAREAEREREAERATRAHIRERER

from 169.254.8.2

7A 060U O1T 1T1TCET ETOT O1i O OOAO OEGIOCE
root@192.168.129.250 6 xEAOA pw¢8poy8pcws8cumn EO O

entering the correct password, the user is allowed access to the router with root user
privileges.

9.2.Test Case Number: 02

9.2.1. Test Case NameTC2 LOCAL_LOGIN_RESTRICTIONS PRIVILEGED USERS

9.2.2. Test Case Description: Test Needs to be conducted that any privileged or
root user should not be able to login over local access.

9.2.3. Execution Steps:

1 Attempt to login as root after connecting through the consle port and
check if access is possible

&P coms - puTTY

1 As it can be seen above the local access permits the root access.

10. Test Observation:

It was observed that both local and remote access permits rootsystem to access
the DUT. Hence the DUT fails

11.Test Case Result:

—

LY
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S. No |TEST CASE NAME

PASS/FAIL

Remarks

1 TC1_REMOTE_LOGIN_RESTRICTIONS_PRIVILEGED_\ FAIL

2 TC2_LOCAL_LOGIN_RESTRICTIONS_PRIVILEGED_USPASS

( Tester has to execute the test in similar fashion for other protogols
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1.1.6Authorization Policy

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

=4 =4 =4 -4 -8 _9 -9

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

2. <Security Requirement No & Name > 1.16 Authorization Policy

3. <Requirement Description: > The authorizations for accounts and applications shall
be reduced to the minimum required for the tasks they have to perform.
Authorizations to a system shall be restricted to a level in which a user can only access
data and use functions that he needs ithe course of his work. Suitable authorizations
shall also beassigned for access to files that are components of the operating system
or of applications or that are generated by the same (e.g., configuration and logging
files). Alongside access to data,xecution of applications and components shall also
take place with rights that are as low as possible. Applications should not be executed
with administrator or system rights.

[Reference: TSDSI STD T1.3GPP 33.114.2.0 V.1.0.0. Section 4.2.3.4.6.1]
4. DUT Confirmation Details :

5. DUT Configuration:
Check the list of registered user roles in router
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ARaaEAEA TSRS e s R s R R R R e R R e A A A R T E N T e
UNMAUTHORIZED WUSE OF THIS SYSTEM IS ST IBITED!

pment of Telematics
LI

#1

ng ssh on ¢

mode termi
how runn

netac
utive-login-fallure-1imit 3

r netadmin
tadmin

ly

operator

operator

cutive-login-failure-1Limit 3

As can be seen above the user roles include ra®tstem, operator, neladmin, sysadmin

List the privileges
Privilege level of root system:

S/




% ssh rootsystem@l9z.168.129.258

R IR IR IR IR I I R R R R IR IR IR IR AR R F R R IR IR IR IR T IO R R E R IR IR
UNAUTHORLIZED USE OF THLIS 3¥5TEM 15 STRICTLY PROHIBLTED!

If you have not been provided with permission to access
this device - disconnect at once.
R R R R AR A A A A A AR R R R R R R R A A A
stem@192.168.129.2508"'s password:

Centre for Development of Telematics
Welcome to CROS CLI

Connection via ssh from VRF mgmt-wrf

stem connected from 192.168.129.13 using ssh on CTX-2000
(-2 # conf
Entering configurationm mode terminal
CTH-2088(config)# do show running-config AAA authorization role rootsystem
was authorization role rootsystem
privilege-level 15
command-group rootsystem

zee0(config) | |

Figure 27
In the above screenshot we checked the privilege level of rosystem user by using the
Al 1 1 AdoAhowrunning -config AAA authorization role root systemod 8

Privilege level of sysadmin :
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UNAUTHORIZED USE OF THI

have not been idec ac
this device - discon -
FHERBREAERERERERRR AR AL RO DHEROREQURERERRAREREHERER

ro . 5 ord:

C [= JERdo show running-config AARA authorization role sysadmin
laas authorization role sysadmin

privilege-level 18

command -group ifread

!

éonmand—g'oup ifwrite

!

Eommand-g'oup aaaread

'

command-group aaawrite

1

command -group systemread
;ommand-g'aup systemwrite
'

;Ummand-q'uup vrfread

'

éommand group vrfwrite

!

éonmand-g'oup cryptowrite
!

éonmand—g’oup cryptoread
!

Eommand-g'oup ntpread

1

command-group ntpwrite
!

Figure 28
In the above screenshot we checked the privilege level of sysadmin user by using the
Al 1 1 AdoAhowrunning -config AAA authorization role sysadmin 6 8

Privilege level of net admin
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TH-2008(confi
AN authorizat
privilege-lew
command -graup
1

command -graup
1

command - group
L]

commamnd -group
]

command -group
L]

command-group

command -group
L]

command -group
L]

command -graoup
[

cammamd
n

cammaimd

- graup
= gQroup

command -group
L]

command -group
L]

command -group
n

command -group
L]

command -group
[

command -graoup
[

command - group
L]

command -group
]

command -group
L]

command-group

command -group
1

command -group
L]

command -graoup
1

cammand - graoup

W confi

Figure 29

In the above screenshot we checked the privilege level of netadmin user by using the

gl}# do show running-config Aff
ion role nmnetadmin
el 5
ifread
Lfwrite
bgpread
bgpwrite
ripwvzread
ripvzZwritce
ripngread
ripngwrite
ospfread
ospfwrite
ospfv3iread
ospfviwrite
12read
L2write
wirfread
wirfwrite
iprtmread
1pritmwrite
cryptowrite
cryptoread
mplsread
mplswrite
ntpread
ntpwritse

Leisread

gy | |

authorization

AT 1 1 AdoAhoWrunning -config AAA authorization role netadmin & 8

Privilege level of operator
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[ CEEICGTIRSERdc show running-config Asa authorization role operator
l2an authorization role operator

privilege-level 1

command-group ifread

)

command-group aaaread

1

éammand group bgpread

1

énmmand-g'aup ripvzread
1

&ummand-g'oup ripngread
1

;ummand-g'oup ospfread
)

;nmmﬂnd-g'uup ospfviread
1

éammand group systemread
1

énmmand-g'aup 12read

1

&ummand-g'oup vrfread

1

;ummand-g'oup iprtmread
)

;nmmﬂnd-g'uup L2aclread
1

éammand group l3aclread
1

énmmand-g'aup qosread

1

command-group cryptoread
]

command-group ntpread
1

command-group isisread
1

CTX-26808(conflig

Figure 30

In the above screenshot we checked the privilege level of operator user by using the
AT i T AdoAhowrunning -config AAA authorization role operator 0 8

6. Preconditions : Vendor should provide the documentation for describing the
authorization policy defined for the system including details on the lowest access
rights assigned to user accounts, access to data, application execution and
components.

7. Test Plan:
7.1. Number of test cases : 02
7.1.1. Test Scenario to check the privilege of roaystem,operator, sysadmin and net
admin
7.1.2. To check the functions of the user roles

7.2. Test Bed diagram :
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7.3. Tools Required :
1 DUT CLI

7.4. Execution steps:
1 Loginto DUT as every user role and test minimm authorizations and access
1 Check the functions
1 Check if any applications can be run with a higher privilege than needed.

8. Test Execution Steps:

8.1. Test Case Number : 01

8.1.1. Test Case Name: Minimum authorization for user roles

8.1.2. Test Case description : To test the minimum privilege and to test it

8.1.3. Execution steps : <Note : The execution steps for clause 1.1.3 Role Based Access
Control can be referred here >

8.1.4. Test Observation : It can be observed that only rootsystem has the access to
create user account of the other roles. However other user roles do not have the
privilege to create the user accounts.

8.2. Test Case Number. 02
8.2.1. Test Case Name: Functions of the user roles access
8.2.2. Test Case Description : Check the user roles functions
8.2.3. Execution steps :

i Checking functions of command

Rl TIRE)ERdo show running-config AA authorization role command-group
Possible completions:
aaaread  aaawrite  bopread bapwrite confloread cryptoread cryptowrite {fread {furite  iprtmread  {prtmwrite fisisread  islswrite

12aclread 12aclwrite l2read 12write  1laclread 13aclwrite mplsread  mplswrite ntpread  ntpurite  ospfread  ospfydread ospfviwrite
qoswrite ripngread ripngwrite ripviread ripvZurite rootsystem systemread systemirite vrfread  wrfurlte  <cr»
config)# do show running-conflg AkA authorizatlon role command-group

In the above screenshot we checked the functions of command groups by using the
AT | I AdoAho®running -config AAA authorization role command -group 6 8
Checking user roles who have access to a particular function of command group
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AAA autheorization role netadmin
command-group cryptoread
1

|
A authorization role operator
conmand-group cryptoread

!
AAA authorization role sysadmin
command-group eryptoread
!

In the above screenshot we checked the functions of command groups by using the
AT I 1 Aldd shdv running -config AAA authorization role command -group
<function name> 6 8 (<Ai@x#on@dme>d6 AAT AA AT U £O01 AOGEI 1
screenshot above this screenshot.
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1.1.7Unambiguous identification of the user & group accounts removal

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

=4 =4 =4 -4 -8 _9 -9

<ITSAR Section No & Name> Section 1.1: Access and Authorization

<Security Requirement No & Name > 1.1.7 Unambiguous identification of the user

& group accounts removal

3. <Requirement Description: > Users shall be identified unambiguously by the Router.
Router shall support assignment of individual accounts per user, where a user could
be a person, or, for Machine Accounts, an application, or a system. Router shall not
enable the use of group accountsr group credentials, or sharing of the same account
between several users, by default

N =

[Reference: TSDSI STD T1.3GPP 33.114.2.0 V.1.0.0. Sections 4.2.3.4.1.2]

4. DUT Confirmation Details :
Verification of DUT by running command show version on CLI
This screenshot verifies the version of the ios running on the DUT, which is Cisco 10S
XE image with version 17.03.01a.

10me /mumadmin# ©

#1171 OET OA OOET x OA O Ogtiisl séreershiof sholvé iAforrhatiod BbOWD
DUT processor and its board ID, No. of gigabit interface, and size of NVRAM, Physical
Memory, and virtual hard disk atboot flashand location of configuration register. Which
here it depicts Cisco VXE processor, with DUT model Cisco CSR1000V

ip ssh server algorithm mac hma
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Verification of comments on DUT by running command show inventory on CLI. This
OAOAAT OET O CEOAO OEA ET &£ Oi AGETT AAT 60
embedded services processor) name and their corresponding PID and VID with its Serial
No.

cksum

Screenshot to verify integrity using SHA che

5. DUT Configuration:

1 Configure the DUT to support 1 user per session (or have a configible number of
allowable sessions)

6. Preconditions :

1 The vendor must provide the necessary documents having all the users and group
data bases and all the pre defined accounts.

7. Test Objective:
To verify that the DUT supports individual accounts per user and no group accounts

8. Test Plan:
8.1.Number of Test scenerios : 8
8.1.1. Test scenario to check if concurrent sessions allowed from same user
8.1.2. Testscenarioto check a user account can be created with same username
8.1.3. Testscenarioto check if any group accounts are present

8.2.Test Bed diagram

b 4 |

65



N o

Management
[ ahncg Port

] O
152 168 125,13 ler.ige.128.230 Console O

-

Desking

8.3.Tools Required :
9 DUT CLI

8.4.Execution steps:
1 Attempt to have more than 1 concurrent session from the same user
1 Attempt to create a user account with an already existing username
1 Check for any group accounts.

9. Expected results :
1 DUT supports unambiguous identification of every user account

10. Test Executions:
10.1. Test Case Number: 01
10.1.1. Test Case name: concurrent sessions
10.1.2. Test case description : Test if DUT permits concurrent session of the same
user account
10.1.3. Execution steps :
1 Establish connection on DUT

9 Login to DUT using another Linux client

(It says session exhausted)
The login status can even be confirmed from audit logs

10.2. Test Case Number: 2
10.2.1. Test Case Name: same user ids

66




10.2.2. Test case description : To test if 2 user accounts with same user id can be
created
10.2.3. Execution steps :
9 Login to Ubuntu linux with admin user (mumuser) and check id of the user with
OEA6 AT i1 AT A8

9 Create a user test and assign password to it.

rm again

10 run |

It was observed that DUT does let the same user name account creation to be created ,
but the password is overwritten

<Note : the test to check if any group accounts present not performed on the DUT , hence
test execution not available>

10.2.4. Test Observation : It was observed that DUT supports configurable number
of sessions per user , however user unique identity(username) is not
maintained as same username account can be created , with an overwritten
new password

11. Test Case Result:

6/




S. No TEST CASE NAME PASS/FAIL Remarks
1 concurrent sessions PASS
2 same user ids PASS

( Tester has to execute the test in similar fashion for other protorols
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Section 1.2: Authentication Attribute Management

1.2.1Authentication Policy

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

=4 =4 =48 -4 -8 -89

1. <ITSAR Section No & Name>Section 2: Authentication Attribute Management

2. <Security Requirement No & Name > 1.2.1 Authentication Policy

3. <Requirement Description: > and at least one authentication attribute (e.qg.,
password, certificate) shall be prevented. System functions comprise, for example
network services (like SSH, SFTP, Web services), local access via a management
console, local usage of operating system anglications. This requirement shall also
be applied to accounts that are only used for communication between systems. An
exception to the authentication and authorization requirement are functions for public
use such as those foa Web server on the Internet, via which information is made
available to the public.
[Reference: TSDSI STD T1.3GPP 33.114.2.0 V.1.0.0. Section 4.2.3.4.1.1]

4. DUT Confirmation Details:

5. DUT Configuration:

6. Precondition:

1 The manufacturer shall supply the list of system functions which include network
services, local access via a management console, local usage of operating system
and applications.

1 The manufacturer shall supply the list of access entries for system functions.

7. Test Objective:
To ensure that system functions shall not be used without successful
authentication and authorization.(Since the system function supported by the
router here is SSH and local access)
8. Test Plan:
8.1.Number of Test Scenarios:
8.1.1. Test Scenario for System Fucntions
- This test scenario is access of system functions with atleast 1 authentication
attribute to all the remote accounts.
8.1.2. Test Scenario for Local Access
- This test scenario is regarding local access of user account
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8.2. Test Setup Diagram

o

D 1 = L
hanagement
Gealnap Fort

192 168, 179,13 18218k 128.250 Console port

-

ki

8.3.Tools Required NULL

8.4.Test Execution Steps

10.2.1. Attempt to access the router locally and check if any authentication
attribute is used to authenticate the user

10.2.2. Attempt to access the router remotely (Using SSH) for all the accounts
present and check if authentication attribute is used to authenticate the user.

10.2.3.  Use inccorrect credentials too for testing purpose.

10.2.4. Attempt the same for local access

9. Expected Result
0 Case 1:DUT is able to authenticate tester successfully, so Tester is allowed to access
system functions in DUT.
0 Case 2:DUT is not able to authenticate tester successfully, so Tester is not allowed
to
access system functions in DUT.

10. Test Execution:
10.1. Test Case Number: 1
10.1.1.Test Case NameTC_SYS_FUN_USAGE_1
10.1.2.Test Case Description: Tester should be able to access system functions only
after getting authenticated
10.1.3.Execution Steps:
A, T CET ET O OEA OI OOAO OOEI ¢ 3AAOOA 3H
Ol T OOUOOAI a)808 | AAOAOGO 1T &£ OEA . 1T AAb
through PC connected to the router through a LAN or console cable
A It will ask you for the password in the next step. If you enter the correct
password, you will be given access to the router.
A In attempting to access the router remotely using SSH check if it asks for
password

A Login in to the router using Secure Shell (SSH) using the command format

/70
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O000E T AOAAI ET 2) 808 . !lad shawh Oaowit will aSkEyBu for ithd A &
password in the next step. If you enter the correct password you will be given access to
the router.

$ ssh netadmin@192.168.129.250

HHBRBHBRERBERERRBRORBRERERERERURRRNOARERERERERBARGRBRBRBREREN
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access

this device disconnect at once.
BHOHRBABRERERERERUBABRERERERERARERERABRERERERERUBRBRBABRERER
netadmin@i92.168.129.250's password:

Centre for Development of Telematics
Welcome to CROS CLI

0S session id = 9510
Active device = Slot #1

from VRF mgmt-vrf

netadmin connected from 192.168.129.13 using ssh on CTX-2000

CTX-2000% | |

Figure 4

7A Oou o] 1T CEI ET OI T AOGAAI ET ssh OOA
netadmin@192.168.129.2506 xEAOA pw¢8poyP8pcw8cumn EO O

entering the correct password the user is allowed access to the router.

Step 2b:- If you enter a wrong password or you are not an authorized user you will not
be allowed access to the router and your connection will be closed as shown in the below
image.

$ ssh netadmin@192.168.129.250

HBHARBRBERBRBRURRBHBARERBRBREBURERRBRARERERERERERUBRBRENBRENER
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access

this device disconnect at once.

BRBHBHRERURBRUBURHBRBRBREREREBURBEBHBABRBRERBREREREBHBRBRERER
netadmin@io2.168.129.250"'s password:
Connection closed by 192.168.129.250 port 22

2~$ |

Figure 5

7 A Oou o] 1T CEI ET OI T AOGAAI ET ssh OOA
netadmin@192.168.129.25060 xEAOA pwc¢8poyP8pcws8cumnm EO O
entering wrong password the user is not allowed access to the router and the connection
attempt is closed.

Testing Login For sysadmin User
U Step 1:-Login in to the router using Secure Shell (SSH) using the command format
OO0O0E OUOAAIT ET 2) 808  asShownelaw, | £ OEA . 1T AAS
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i Step 2a - It will ask you for the password in the next step. If you enter the correct
password, you will be given access to the router.

:~5 ssh sysadmin@loez2.168.129.256

SRR R T R R R R R R e R R R R e g R R R R R e
UNAUTHORIZED WSE OF THIS 5%STEM IS STRICTLY PROHIBITED!

If wvou have not been provided with permission to access
this device - disconnect at once.
R T e T R
cysadmin@loez.168.129.2508"s password:

centre Tor Development of Telematics
delcome to CROS CLI

id = 14394
5lot #1

Connection via ssh from WRF mgmt-wrf

sysadmin connected from 192.168.129.13 wusing s5h on CTX-28068
CTK- 20008

Figure 6

7 A oou o}] 1T CEI ET O1 OUOAAI ET ssh OOA
sysadmin@192.168.129.2506 xEAOA pw¢8poyPs8pcws8cumn EO O
entering the correct password the user is allowed access to the router.

U Step 2b:- If you enter a wrong password or you are not an authorized user you will
not be allowed access to the router and your connection will be closed as shown in
the below image.

:~$ ssh sysadmin@192,168.129,256

NHARBRENBNEAEARARARENENEAERERRARARENORORORERRARAR AR BH AR RSN
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
R R R R R AR AR R AR RARRGRBRERERERERARRARBRERER
sysadmin@192.168.129.250's password:
Connection closed by 192.168.129.250 port 22

$ |

Figure 7
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7 A oou o}| 11T CEI ET OI OUOAAI ET ssh OOA
sysadmin@192.168.129.2506 xEAOA pw¢8poy8pcw8cumnm EO O
entering wrong password the user is not allowed access to the router and the connection
attempt is closed.

Testing Login for Operator User
U Step L-Login in to the router using Secure Shell (SSH) using the command format
OO0O0E i PAOAOI O2) 808 dséhdvwnhebd. T £ OEA . 1T AA6

U Step 2a- It will ask you for the password in the next step. If you enter the correct
password, you will be given access to the router.

s55h operator@l9.168.129.

AR E R R TR AR R R R TR TR R R R ST
UNAUTHORIZED WUSE OF THIS S5YSTEM IS STRICTLY PROHIBITED!

If vou have not been provided with permission to access
this device - disconnect at once.
B e e T o Tl T e s Tt e bR e e g
operator@gl?z.168.129.2508"'s password:

Centre Tor Development of Telematics
Welcome to CROS CLI

zsion id = 11498
device = 5lot #1

Connection via ssh from VRF mgmt-wrf

connected from 192.168.129.13 wsing ssh on CTX-2000

Figure 8

7A O0OU Ol 1T cCET ETOI 1 b&ihédtoon1dddsa20080d OCE
where 192.168.129.250 is the I.P. of the router. After entering the correct password the

user is allowed access to the router.

U Step 2b:- If you enter a wrong password or you are not an authorized user you will
not be allowed access to the router and your connection will be closed as shown in
the below image.

p!
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$ ssh operator@192.168.129.250

ARARERBNERERRARARARERERERBRERBRRARARENBRENBRRARBRAR R BN BN SN
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
HUBHORORERERERARHBRBRBRORERARERERRBHBRERBRERERARABRERBREREH
operator@192.168.129.250's password:
Connection closed by 192.168.129.250 port 22
2~$ |

Figure 9
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where 192.168.129.250 is the I.P. of the router. Upon entering wrong password the user

is not allowed access to the router and the connection attempt is closed.

Testing Login for a User
U Step 1:- Login in to the router using Secure Shell (SSH) using the command format
OO0O0E OOAOT Al Aa) 808 ladshoadm@lon. | £ OEA . 1T AAOS

U0 Step 2a- It will ask you for the password in the next step. If you enter the correct
password, you will be given access to the router.
:~$ ssh utkarsh@192.168.129.250

fRE R A B A R e R R e R A
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
B e R e e R e s
utkarsh@lsz.168.129.258's password:

Centre for Development of Telematlcs
Welcome to CROS CLI

05 session id = 38613
Active device = Slot

ot #1

Connection via ssh from VRF mgmt-wrf

utkarsh connected from 192.168.129.13 wsing ssh on CTX-2088
CTX-2000% ||

Figure 10
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where 192.168.129.250 is the I.P. of the router. After entering the correct password the
user is allowed access to the router.
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i Step 2b:- If you enter a wrong password or you are not an authorized user you will
not be allowed access to the router and your connection will be closed as shown in
the below image.

$ ssh utkarsh@l92.168.129.256

HROEVRBRUNBABABRRBRBRORBRERBRBREBRARORBRERERURBRRARGREROEREREN
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
BHROBRBRBROBRERURBUREBHBABRBRERURBARARBHBRBRABRERURBBRBRBRBRBRER
utkarsh@192.168.129.250's password:
Connection closed by 192.168.129.250 port 22

Figure 11
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the router. Upon entering wrong password the user is not allowed
access to the router and the connection attempt is closed.

10.2. Test Case Number: 2
10.2.1. Test Case Name:TC2_LOCAL_ACCESS
10.2.2. Test Case Description: Tester should be able to access DUT through local
access only after getting authenticated

10.2.3. Execution Steps

0 Login in to the router locally. The entry should be through PC connected to the
router through a LAN or console cable. It will ask you for the password in the next
step. If you enter the correct password, you will be given access to the router

&2 CoMs - puTTY

After entering the correct password the user is allowed access to the router.
If you enter a wrong password or you are not an authorized user you will not be
allowed access to the router and your connection will be closed as shown below.

= =

d

6

OA

U’


mailto:%20utkarsh@192.168.129.250
mailto:%20utkarsh@192.168.129.250

&P COMS - PuTTY

11. Test Observations :

It was observed that system functions used to access the DUT ( local access and
SSH) have authentication attribute

12.Test Case Result:

S.No |TEST CASE NAME PASS/FAIL Remarks
1 TC1_SYS FUN_USAGE_1  |PASS
2 TC2_LOCAL_ACCESS PASS

( Tester has to execute the test in similar fashion for other protorols

/6




1.2.2 Authentication Supportz External

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

=4 =4 =4 -4 -8 _9 -9

=

<ITSAR Section No & Name>Section 1.1: Access and Authorization

<Security Requirement No & Name > 1.2.2 Authentication Supporiz External

3. <Requirement Description: > External authentication mechanism if supported by
Network product (support authentication, authorization, and accounting server
capabilities) should be through secure (encrypted) communication channel.

no

[Reference: TSDSI STD T1.3GPP 33.114.2.0 V.1.0.0. Sections 4.2.3.4.1.2]

4. DUT Confirmation Details :
Verification of DUT by running command show version on CLI
This screenshot verifies the version of the ios running on the DUT, which is Cisco 10S
XE image with version 17.03.01a.

#1171 OET OA OOET x OA O Ogtiisl séreershiof sholvé iAforrhatiod BbOWD
DUT processor and its board ID, No. of gigabit interface, and size of NVRAM, Physical
Memory, and virtual hard disk at bootflash and location of configuration register. Which
here it depicts Cisco VXE processor, with DUT model Cisco CSR1000V

Verification of comments on DUT by running command show inventory on CLI. This

OAOAAT OET O GCEOAO OEA ET & Oi AGETT AAT OO $

b 4 |

i



embedded services processor) name and their corresponding PID and VID with its Serial
No.

Screenshot to verify integrity using SHA checksum

5. DUT Configuration:

Free Radiusis the external authentication used, hence DUT is configured to use Free
Radius

110%

Thg a}bgvg scrge}nshqt §how ttlat DpT is cpnjigu[ed, fgr authgnticAation,andNagthorjza}tiorl,
xEEAE EO OEIl xI] El OOITTEITC A1 AFECOOAOET I
ATTAEC s ET A AAAOG

6 AOEAU OEA AT T ZECOOAOQEI T O T &£# OEA OAAEOGO
On server navigate to the configuration directory

/e

El

O A
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root@APMUMCSAEQ06D: Jvar/www/html

root@APMUMCSAEOOGD:/etc/freeradius# pwd
/etc/freeradius

root@APMUMCSAEOO6D: /etc/freeradius# [

Check the configurations of the clients.conf file to identify the hosthame and shared
secret:

198.51.100.0/24
testing123-2

R e e B e e B e i e et e d et ot

Per-socket client lists. The configuration entries are exactly
the same as above, but they are nested inside of a section.

You can have as many per-socket client lists as you have "listen"
sections, or you can re-use a list among multiple "listen" sections.

Un-comment this section, and edit a "listen" section to add:
"clients = per_socket_clients". That IP address/port combination
will then accept ONLY the clients listed in this section.

ficlients per_socket_clients {

i client socket_client {
ipaddr = 192.0.2.4
secret = testingl123

#EAAE OEA OOOAO6 #£EI A O AEAAE OEA Al 1 EECC

00l APMUMCSAEDOSD: fvar/www/html
Login-Service = Rlogin,
Login-IP-Host = shellbox.ispdomain.com

#
# Last default: shell on the local terminal server.
#
DEFAULT

Service-Type = Administrative-User

# On no match, the user is denied access.

B E SR R S S S S S S R S S SR S R S s

# You should add test accounts to the TOP of this file! #
xample user "bob" above. #
i R R R R R R R R

ype
Cisco-AVPair =

user2 Cleartext-Password := "123TesT321"
Service-Type = NAS-Prompt-User
Cisco-AVPair = "shell:priv-1lv

root@APMUMCSAE®O6D: fetc/freerad I

The above screenshot shows the the configured users in the user file of radius server to
perform authentication and authorization.

6. Preconditions :
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1 The vendor should provide the tester the information about the AAA server used
for external authentication.
7. Test Objective:
To test if the communication between the DUT and the AAA server is secure
(encrypted) or not
8. Test Plan:
8.1. Number of Test scenarios : 01
8.1.1. Testscenarioto test if the communication between the DUT and AAA is secure
or not
8.2. Test Bed diagram:

S

D " L -
hManagement
Deskiop Port

182.188.128.13 8188128250 Console port

-

Deenking

8.3. Tools required :
1 Free Radius

! DUT CLI

1 Wireshark

4. Execution steps:

1 Once the DUT is configured with AAA server, attempt to login into DUT using AAA
account credentials

1 Simultaneouslycapture the packets on wireshark

1 Analyze the pcap file for insecure ciphers

9. Expected Result for pass:
The communication between DUT and AAA server is secure as the data is encrypted

10. Test Execution:
10.1. Test Case Number. 01
10.1.1.Test Case Name: DUTz AAA server secure communication
10.1.2.Test Case description : to test if the communication between the DUT and AAA
server is secure or not
10.1.3.Execution steps :
1 Attempt to login using userl credentials and check the logs

80
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configured in the DUT along with the privilege users

From the above screenshot it can be observed that userl has not been configured which
confirms that DUT has used AAA server for the authentication of userl

1  Now Verifying the communication channel between the external authentication
server(radius server) is encrypted or not.

It is evident from the above screenshot that the request from DUT is not encrypted and
requested data is visible in wirecapture

10.1.4Test Observation:, A A o o ] o o
$54 AT AOT 6O OOPBPDPI OO OAAOOA AT i1 BT EAA

11. Test Case Result;

u)
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