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Test Schedule and Test Procedure (TSTP)

ITSAR name: Optical Network Terminal ITSAR No:ITSAR403012311
(ONT) - PON family Broadband
Equipment

Disclaimer: This TSTP is intended to serve as a guide for testing various clauses
outlined in the relevant ITSAR. The test methods described in this TSTP are not

exhaustive and should not be considered as the sole approach to test any clause. The
actual testing proces s and results may vary depending on how the OEMs
implemented the clause in their equipment.
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7. Test Objective: To check if the DUT supports mutual authentication for the
supported management protocols
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8.2 Test-bed diagram:




DUT : DIGISOL (DG -GR6821AC)

IP: 192.168.8.200
PON Port: PON 1 — > Optical connection GPON/ 1:2 e Ethernet Connection D]

HTTPS: Enabled
= = -

Digisol ONT 05: Windows 11

LAN: 192.168.1.1 IP Address: 192.168.1.6
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

A— 0S: Windows 11
E]l IP Address: 192.168.8.10
Subnet Mask: 255.255.255.0

| —] Default Gateway: 192.168.8.100
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8.4 Test Execution steps
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 TLSu1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28)
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pp86BPO AAQAOOOWIA ' OOEAT OGEAAOQET T AAOxAAI
Ppp86BOO #AOA RAEGRA @WABGAIO HAOENEAO OE i 60
/.4 AT A |, 4
pp8w@EAAOOEIT 30ADPO
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&8 Network Logger

NetWork Logger

Input Command

exep i "key” /tmp/omcilog parlll 1

Config Server IP Concatenate FILEs and print them to stdout

192 .168. 1 .1

#

4 grep -i "username” /tmp/omcilog par

[136.202] 0x0460 VsLoginConfiguration Set(0x0000 Login_username]=0x61646d696e0000000000000000000000000000000000)

[136.209] 0x0463 VsLoginConfiguration Set(0x0001 Login username1=0x75736572000000000000000000000000000000000000)

[192.802] 0x046b VsLoginConfiguration Set(0x0000,Login_username1=0x61646d69620000000000000000000000000000000000)

[192.808] 0x046e VsLoginConfiguration Set(0x0001 Login usernamel=0x75736572000000000000000000000000000000000000)
Disconnect #

# grep -i "key" /tmp/omeilog par

135.918] 0x045d VsPriAuth Get(0x0000.Prikeyl)

135.919] 0x045d VsPriAuth GetRsp((0x0000,Result=0x0,Prikey1=0xb31064396e04991f7603130b7ale3cR06 7666 7fa33 1)

135.928] 0x043e VsPriAuth Get(0x0000,Prikey2)

135.929] 0x043e VsPriAuth GetRsp(0x0000 Result=0x0 Prikey2=0x380931306137106d6fce)

073807 00468 VsPriAuth Get(0x0000 Prikev])

[192.590] 0x0468 VsPriAuth GetRsp(0x0000 Result=0x0 Prikey1=Oxd33b64706ad4 8458636731 30Hd0e 24947266 TEd3bb)
[192.599] 0x0469 V<PriAuth Get(0x0000,Prikey2)

Help [192.600] 0x0469 VsPriAuth GetRsp(0x0000 Resuli=0x0_Prikey2=0x33993a006f37d0656f3e)
T

AAROxAAT I
OAOEAOE Ol

o) | %-
OAOOAO
Al A
&

&

AT ADi
I ACAOOAA
\OOAI POET C_Oi

S. No

TEST CASE NAME

PASS/FAIL

Remarks

1

Management protocol verification

2

Mutual authentication for the configured
management protocols

Mutual Authentication between ONT and OLT
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Optical Network Terminal (ONT)- | ITSAR No: ITSAR403012311| Clause no:2.1.2

PON family Broadband Equipment
ITSAR

r$ss4 s$AO0AED O4 €

r$ss4 31 £AOxAOA 6AOOEIT g€

F$ECAOO (ADGETI&E/ 84 |/ 3 EO OANOEOAA
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To B O ITh 3 Do &
o

Status Network Security  Application Management Diagnostics  Help
DeviceInfo WANInfo Userinfo Voipinfo Remote Manage Info

SY-GPON-2010-WADONT

e SN S44TES-12345544TER541A97

10 A O YT AEAT 4A1 AAT

vass54 #I1 1T NEGOIOAIEEIOOGA OEA $54 OiF AT AAT A QEA
AAA

PDOT OT AT 1 0O E&Z T AA

080 OAT 1T AEOET T ¢
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EEBDPAAO EI DI Ai AT OET ¢ OEA OAAOOEOU bHOI O1 Al
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ERE® 4, 3h OEA OAOOAO OEAI 1T AAOGA OEA OAOGOQ 1
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OAOOAO OEAI 1T AAOA OEA OAOGOO 11 A xEAAI U C
POl NEI A8
X8 AOO / AMERAOKOBAU OEAO $54 Aiii Ol EAAOAO xEOE
OAAOOA AEDPEAOO AO PAO OAAT A p 1T &£ AOUDOI CPA/
P8 AOO ol Al
8.1Number of Test Scenarios:2
P8 pBHO0 AAGRBLOOA AEPEAO OAOENEAAOQEII
P8 pBAOO AADAECAEDPEAO 7 1011 AEPEAO OAOO AA
8.2 Testbed Diagram:
|L’[’;i'
i
i
]
i
i
i
i
\
8.3Tools required:
E87T EOAOEAOQE
EESAT I AP
E E 59
EGBAODOOOI O
8.4Test Execution
EAQEA OAOOAO OEATT OAOEAx OEA | %- Al AOI|AT
AEPEAOO AT A 1T AT OAT 1T U AEAAE A O OEA OAI A x
OO0PDPT OOAA
EHEA $54 OEAIT AA AAAAOOGAA AU OEA OAOQAC
DOl O AT1 0 AT A Al O0i AAPOOOA OEA OAOOEIT| T
EE£BA xEOAOEAOE PAADP NEI A xEIl AA ET OPAAQDA/
ET OEA OOAAZAZNEA AAOxAAT OEA $54 AT A OAOP
W8NWPPAAOAA 2A0@ABOS 3B H ORIOOGA OODPDPT OO OAAOPA
xEOE OEA AOuUbpOl ATT 00110 ET Al i1 Ol EAAQEI
pTBBDAAOAA &1 O ADA O A TVOEIAGORAABAAD NEI AO
ppaR 00 %BAAOOEIT g
PpB8HPAGABOA . @i AAO S
pp8pBRPO AAQ@AMAOEMIA OEA / %- AT AOI AT OAOCETTB
Pp8pROO #AOA SABADEDOEAT 4%- AT AOIi AT O AAOA
AT 11 O EAACETT OAOOEAAOTDPOI OT AT1 O OO0DBDI ¢
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OEA OAI AGAA AT TNECOOAOETT ET OEA $544
pp8wWBAAOOEIT 30ADPO(q

EAOOAO AEAAEO OEA OODPDPI OOAA POT O1 AT |
OEA $54 xEOE BhpinicABiph YisipAp

ER48EA OAOOAO OEAIT OAOEAx OEA ABGPEADA
O0O0PDPT OOAA AU $54 APRAUBOI CGOAPEEAT ART «

pp8cAGBGOA . @i AAO

pp84BROPO AABAMAACGOAM AEPEAO OAOENEAAOQEIT
Pp84BQO #AOA $eAAEOHP GHA JOOAANEA AAOxAA
OEOT OCE (4403h (440 AT A 4A1TTAO EO Ad
OEA AOUDOI COAPEEA Ai 1T 00T1 0O )431 28
pp8uwBEAOOEIT 30ADPO(q
AQ 44034
E®##AOOAO T PAT O xAA AOI xOAO ET OAOGO 1 A/
j EOOPOdTTpwec8poy8p8pr¥q OEOT OCE 4, 3
EMBAOOAO AOOATI POO O 11T CET $54 OOEIC
OAAT ET 6 AAAT OT O 11 $548
EEERBOOAO AT OAOO OEA AT OOAADO PAOGOxT OA
EMBAOOAO AOOAI PO O AAAAOO OEA $54
AAOxAAT $54 AT A 4A00 1 AAEET A ET 7EO
O8tAOOAO AAT OAOEAU OEA AEPEAOO 0O0ODPDI
8T OAOBOODBOEDPES AL I I AT A
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Reboot system

Show system informatio
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4A00A0
OAAO AAOA EI
AAO OAg@ds8

. Ol AAOqd mno

F @ MR e ] @ 8 |3=
[ [teinet
Ethernet II, Sr .memm 5. (54:47:08:54:1a:97), Dst: LCFCElectron 4b:b4:e@ (9c:2d:cd:db:ba:ed) 02 7d c4 f2 40 G0 48 @5 0 10 <@ a
Internet Protocol Version 4, Src nz ma 1.1, Dst: 192.168.1.22 :: : Tf ;; ;; ;; :i 2? Z; :: zf :
Data: command errori\rin 20 20 20 20 20 20 43 6f Ge 66 69 ©
Data: exit Exit command line interface \rin 20 26 26 20 26 20 0d Ga 20 20 20 2
Data:  raboot Rebeot spaven " Exfaeipa e fafa e o=l
Data: \rin 20 20 20 20 20 20 20 28 20 20 20
© 7 Telnet: Protacol
€ B Q sen [N = ] |
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kali@kali: ~/Downloads/testssl.sh

EBROHOAO 1 AOAOOGAA OEAO $54 EO 110 OO6DPDPI
DOT OT AT 1O (440 AT A (44038

EAQAOOAO T AOGAOOAA OEAO OEA OOAENEA AAOX
DAOIi EOOAA AEDPEAO 111 Uh Aéo $54 OO6DPDPI d
DOl OAAOAA xEAT OEA $54 EO AAAOOAA OEA

AQ
E

(440 jymnqgqg
8EA 4A006A0 T PAT O xAA AOI xOAO EiI OAOO i
j EOOPQTTpwc8pows8p8prq OEOI OCE EOOD HOI
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EB&EA 4AO00AO0 AOOAI POO Ol
OAAT ET 6 AAAT OT1 O 11 $54

EEEBA 4A00AO0 OODPDPI EAO OE AT OOAAO DPAOOXxI

EMBEA 4A0OO0AO AOOAI PO OI AAAAOO OEA s$54 Al
$54 AT A 4A00 i AAEET A ET 7EOAOEAOES

ITCET $54 OOET (

@ 0D
& G @ nhtp//192168.1.1/adminloginasp m = s -
S 0O D e s +
& G A Motsecure | 192.168.1.1/admin/loginzsp SRR AR 1 I I TR/ )
Q
L 4
-]
H
]
&
-
admin
emn +
syRotech
deti Fiber ..
£ 0 D x |F
& G A Notsecure | 192168141 m =3 -0
syRotech o =
- L 4
Status Network Securi Applicati Di; i Hel|
Status y - L
Device Info WANInfo Userinfo Voipinfo Remote Manage info -
i
Device Inf
D B: Inf
e Ba: P
Device mod &
Device 48
w
Hardware Version v426
Fimware Version V3202231205
PON SN GPONDOS41397 b
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(] RERe==zFTass=Eaqan
[t B <)+
Mo. Time Source Destination Protocol  Length Info
91 7.475178 192.168.1.22 192.168.1.1 HTTP 589 GET /admin/lngin asp HTTP/1.1
189 7.5890483 192.168.1.22 192.168.1.1 HTTP 487 GET /admin/reset.css HTTP/1.1
128 7.512834 192.168.1.22 192.168.1.1 HTTP 486 GET /admin/base.css HTTP/1.1
121 7.512@872 192.168.1.22 192.168.1.1 HTTP 487 GET /admin/style‘(ss HTTP/1.1
123 7.512@897 192.168.1.22 192.168.1.1 HTTP 459 GET /style/default.(ss HTTP/1.1
126 7.512178 192.168.1.22 192.168.1.1 HTTP 392 GET /admin/(nmmnn‘js HTTP/1.1
131 7.525532 192.168.1.1 192.168.1.22 HTTP 60 HTTP/1.0 200 OK (text/htmlj
138 7.527294 192.168.1.22 192.168.1.1 HTTP 391 GET /admin/shar‘e‘js HTTP/1.1
143 7.534253 192.168.1.1 192.168.1.22 HTTP 6@ HTTP/1.0 382 Moved Temporarily (text/html)
147 7.535142 192.168.1.22 192.168.1.1 HTTP 407 GET /admin/login.asp HTTP/1.1
151 7.543776 192.168.1.1 192.168.1.22 HTTP 6@ HTTP/1.0 382 Moved Temporarily (text/html)
155 7.5538083 192.1638.1.1 192.168.1.22 HTTP 68 HTTP/1.8 302 Moved Tempnr‘ar‘jly (text/html)
157 7.561139 192.1638.1.1 192.168.1.22 HTTP 185 HTTP/1.8 384 Not Modified
163 7.571596 192.168.1.1 192.168.1.22 HTTP 68 HTTP/1.8 382 Moved Tempnr‘ar)ly (textfhtml)
168 7.581611 192.168.1.1 192.168.1.22 HTTP 6@ HTTP/1.8 382 Moved Temporarily (text/html)
188 7.618575 192.168.1.22 192.168.1.1 HTTP 487 GET /admin/lngin‘asp HTTP/1.1
189 7.624277 192.168.1.1 192.168.1.22 HTTP 60 HTTP/1.8 200 OK (text/ﬁtml)
282 7.652865 192.168.1.22 192.168.1.1 HTTP 487 GET /admin/lngin‘asp HTTP/1.1

Frame 123: 459 bytes on wire (3672 bits), 459 bytes captured (3672 bits) on interface \Device\NPF_{2518FB5@-40@@-4521-911C-7A274AF67E9A}, id @
Ethernet II, Src: LCFCHeFe db:ad:f4 (9c:2d:cd:ab:ad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97)
Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1
Transmission Control Protocol, Src Port: 31941, Dst Port: 88, Seq: 1, Ack: 1, Len: 485

Source Port: 31941

Destination Port: 89

[Stream index: 8]

[Conversation completeness: Complete, WITH_DATA (31)]

[TCP Segment Len: 485]

Sequence Humber: 1 (relative sequence number)

Sequence Humber (raw): 2478111561

T~~~

[Mext Sequence Number: 406  (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 2227424890
9101 .... = Header Length: 20 bytes (5)
v Flags: @x@18 (PSH, ACK)
800, .... .... = Reserved: Not set
Accurate ECN: Not set
.o Congestion Window Reduced: Not set

0. ECH-Echo: Mot set

@ = Urgent: Not set

L1 Acknowledgment: Set

[TCP Flags:
window: 1026
[Calculated window size: 262656]

[Window size scaling factor: 256]
Checksum: @x8517 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: &
v [Timestamps]
[Time since first frame in this TCP stream: 8.882510006 seconds]
[Time since previous frame in this TCP stream: 8880867008 seconds]
v [SEQ/ACK analysis]

[iRTT: ©.802443008 seconds]

[Bytes in flight: 405]

[Bytes sent since last PSH flag: 405]

TCP payload (425 bytes)
v Hypertext Transfer Protocol
v GET /style/default.css HTTP/1.1\r\n
v [Expert Info (Chat/Sequence): GET /style/default.css HTTP/1.1\r\n]
[GET /style/default.css HTTP/1.1\r\n]
[Severity level: Chat]
[Group: Sequence]

Request Method: GET

Request URL: /style/default.css

Request Version: HTTP/1.1
Host: 192.168.1.1\r\n
Connection: keep-alive\rin
User-Agent: Mozilla/5.@ (Windows NT 10.8; Wing4; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/122..8.@ Safari/537.36 Edg/122.9..2\r\n
Accept: text/css,*/*;q=0.1\r\n
Referer: http://192.168.1.1/admin/login.asp\r\n
Accept-Encoding: gzip, deflate\rin
Accept-Language: en-US,en;q=8.9\r\n
If-Modified-Since: Tue, 85 Dec 2623 87:69:09 GMT\r\n
\rin
[Full request URI: http://192.168.1.1/style/default.css]

[HTTP request 1/1]
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m RE R&= QAaan
BE] -]+
Source Destination Protocol  Length Info
39 15.829152 192.168.1.22 192.168.1.1 TLSv1.2 757 Client Hello
41 15.832045 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
42 15.832171 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)
' 48 15.835305 192.168.1.22 192.168.1.1 TLSv1.2 789 Client Hello
i 52 15.836411 192.168.1.22 192.168.1.1 TLSv1.2 757 Client Hello
56 15.844623 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
57 15.844812 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)
61 15.853997 192.168.1.1 192.168.1.22 TLSv1.2 191 server Hello, Change Cipher Spec, Encrypted Handshake Message
62 15.854143 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)
67 15.855535 192.168.1.22 192.168.1.1 TLSv1.2 725 Client Hello
71 15.865183 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
72 15.865342 192.168.1.22 192.168.1.1 TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message
73 15.865496 192.168.1.22 192.168.1.1 TLSv1.2 1128 Application Data
75 15.895748 192.168.1.1 192.168.1.22 TLSv1.2 373 Application Data
82 15.983833 192.168.1.22 192.168.1.1 TLSv1.2 693 Client Hello
84 15.906986 192.168.1.1 192.168.1.22 TLSv1.2 191 server Hello, Change Cipher Spec, Encrypted Handshake Message
85 15.907222 192.168.1.22 192.168.1.1 TLsvl.2 61 Alert (Level: Fatal, Description: Certificate Unknown)
98 15.909757 192.168.1.22 192.168.1.1 TLSv1.2 789 Client Hello
94 15.918843 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
95 15.918227 192.168.1.22 192.168.1.1 TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message
96 15.918369 192.168.1.22 192.168.1.1 TLSv1.2 832 Application Data

98 15.932276 192.168.1.1 192.168.1.22 TCP 1514 443 > 64492 [ACK] Seq=138 Ack=1565 Win=32232 Len=146@ [TCP segment of a reassembled PDU]

99 15.932276 192.168.1.1 192.168.1.22 TLSv1.2 1866 Application Data

113 15.941644 192.168.1.22 192.168.1.1 TLSv1.2 693 Client Hello

114 15.941789 192.168.1.22 192.168.1.1 TLsvl.2 725 Client Hello

121 15.942537 192.168.1.22 192.168.1.1 TLSv1.2 789 Client Hello

122 15.942668 192.168.1.22 192.168.1.1 TLSv1.2 693 Client Hello

123 15.942759 192.168.1.22 192.168.1.1 TLSv1.2 757 Client Hello

129 15.945797 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

130 15.945858 192.168.1.22 192.168.1.1 TLSvl.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

137 15.953418 192.168.1.22 192.168.1.1 TLSv1.2 725 Client Hello

139 15.956488 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
1 TLsvl.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

145 15.958517 192.168.1.22 192.168.1.1 TLSv1.2 757 Client Hello

149 15.967468 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

158 15.967614 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

155 15.969407 192.168.1.22 192.168.1.1 TLSvL 693 Client Hello

159 15.978035 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

166 15.978138 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

165 15.979761 192.168.1.22 192.168.1.1 TLSv1 757 Client Hello

169 15.989865 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

170 15.990029 192.168.1.22 192.168.1.1 TLsvl.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

176 15.992127 192.168.1.22 192.168.1.1 TLSvL 757 Client Hello

188 16.608459 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

181 16.808682 192.168.1.22 192.168.1.1 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message

182 16.000865 192.168.1.22 192.168.1.1 TLSv1.2 635 Application Data

185 16.014474 192.168.1.1 192.168.1.22 TLSv1.2 1304 Application Data

189 16.621442 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

199 16.821714 192.168.1.22 192.168.1.1 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message

191 16.021919 192.168.1.22 192.168.1.1 TLSv1.2 634 Application Data

194 16.035917 192.168.1.1 192.168.

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
149 15.956507 192.168.1.22 192.168.1.
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 l.22 TCcP 1514 443 > 64499 [ACK] Seq=138 Ack=1335 Win=32016 Len=146@ [TCP segment of a reassembled PDU]
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

195 16.635917 192.168.1.1 192.168.1.22 TLSv1.2 498 Application Data

200 16.842459 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

201 16.942714 192.168.1.22 192.168.1.1 TLsvl.2  1@5 change Cipher Spec, Encrypted Handshake Message

282 16.042902 192.168.1.22 192.168.1.1 TLSv1.2 687 Application Data

2085 16.653621 192.168.1.1 192.168.1.22 TLSv1.2 214 Application Data

289 16.859962 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

219 16.068244 192.168.1.22 192.168.1.1 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message

211 16.060466 192.168.1.22 192.168.1.1 TLSv1.2 635 Application Data

214 16.674882 192.168.1.1 192.168.1.22 TCP 1514 443 > 64581 [ACK] Seq=138 Ack=1336 Win=32016 Len=146@ [TCP segment of a reassembled PDU]
217 16.674992 192.168.1.1 192.168.1.22 TLSv1.2 1259 Application Data

218 16.679368 192.168.1.1 192.168.1.22 TP 1514 443 - 64501 [ACK] Seq=4263 Ack=1336 Win=32016 Len=1468@ [TCP segment of a reassembled PDU]

Frame 41: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits) on interface \Device\NPF_{2518FB50-4806-4321-911C-7A274AF67E9A}, id @
Ethernet II, Src: Syrotech_54:1a:97 (54:47:e8:54:1a:97), Dst: LCFCHeFe_dbiad:f4 (9c:2d:cd:4biad:f4)
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.22
Transmission Control Protocel, Src Port: 443, Dst Port: 64487, Seq: 1, Ack: 784, Len: 137
Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x8383)
Length: 81
¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (€x833)

v vwvw

¥ Random: @@003cad1998427b21c3502836098999947b6578decled62145d42bb76dc4422
T Unix Time: Jan 1, 1976 89:48:53.860000008 India Standard Time
Random Bytes: 1903427b21c3502836098999947b6578dec 1ed62145d42bb76dc4422
Session ID Length: 32
Session ID: 83@6e24424c63bfl2b314a5c15e413bb5abofbd39131395049844d3e395123F5
Cipher Suite: TLS_RSA WITH_AES_128_GCM_SHA2S6 (@x989c)
Compression Method: null (@)
Extensions Length: 5
¥ Extension: renegotiation_info (len=1)

Type: renegotiation_
Length: 1
v Renegotiation Info extension
Renegotiation info extension length: @
[3a35 Fullstring: 771,156,65281]
[1A35: ccd5709d4a0627ec272e9809924c3677]
~ TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28)
version: TLS 1.2 (@x0303)
Length: 1
v Change Cipher Spec Message
> [Expert Info (Note/Sequence): This session reuses previously negotiated keys (Session resumption)]
¥ TLSV1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (8x8303)
Length: 48
Handshake Protocol: Encrypted Handshake Message

nfo (65281)
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Telnet 192.168.1.1

Passwo:
=7

command error!

config Configure system
debug Debug system

exit Exit command line interface

help Help information
reboot Reboot system
show Show system information

-]+

|«
4 @ RE Re=2=F 4 = | e q m
[telnet
o Time: Source Destination Frotocol  Length Info

v

555 45.760384 192.168.1.1 192.168.1.22 TELMET 66 Telnet Data

556 45.766484 192.168.1.22 192.168.1.1 TELMET 68 Telnet Data
558 45.761191 192.168.1.22 192.168.1.1 TELMET 63 Telnet Data
559 45.761273 192.168.1.1 192.168.1.22 TELMET 60 Telnet Data
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data
563 45.883369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
564 45.883544 192.168.1.22 192.168.1.1 TELNET 68 Telnet Data
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.930610 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
571 45.938969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data
575 45.933760 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data

576 45.934105 192.168.
577 45.934817 192.168.
578 45.934886 192.168.
596 47.590250 192.168.
598 47.892164 192.168.
603 48.096389 192.168.
604 48.097525 192.168.

Telnet Data
Telnet Data
Telnet Data
Telnet Data
Telnet Data
Telnet Data
Telnet Data

22 192.168.
1 192.168.
22 192.168.
2 192.168.
1 192.168.
2 192.168.
1 192.168.

1 TELMET
2 TELMET
1 TELMET
1 TELNET
2 TELMET
1 TELMET
2 TELNET

w o o@
w2y

@
8

@ w
]

T R T T
fin

PR ERRBRERPRRERRERBRRERRREERRRRPRRRERBRERBBER R RR PR PR R R B R R
N
8

618 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
611 48.339283 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
616 48.434369 192.168. 192.168 TELNET 68 Telnet Data
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
621 48.627414 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
635 50.049172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
636 50.041394 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data
635 50.092914 192.168.1.1 192.168.1.22 TELMET 74 Telnet Data
655 51.504804 192.168.1.22 192.168.1.1 TELMET 55 Telnet Data
661 51.921463 192.168.1.22 192.168.1.1 TELMET 55 Telnet Data
699 52.273494 192.168.1.22 192.168.1.1 TELMET 55 Telnet Data
692 52.378874 192.168.1.22 192.168.1.1 TELMET 55 Telnet Data
696 52.513923 192.168.1.22 192.168.1.1 TELMET 55 Telnet Data
781 52.936841 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
788 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
729 54.126360 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
788 58.827@75 192.168.1.1 192.168.1.22 TELMET 68 Telnet Data
796 59.248993 192.168.1.22 192.168.1.1 TELMET 56 Telnet Data
797 59.250265 192.168.1.1 192.168.1.22 TELMET 68 Telnet Data
799 59.206062 192.168.1.1 192.168.1.22 TELMET 651 Telnet Data

Frame 596: 55 bytes on wire (248 bits), 55 bytes captured (448 bits) on interface \Device\WPF_{2515FE50-4000-af
Ethernet II, Src: LCFCHeFe_db:ad:f4 (9c:2d:cd:d4b:ad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97)
Internet Protocol Version 4, Src: 192.168.1.22, Dst: 102.168.1.1
Transmission Control Protgcol, Src Port: 31982, Dst Port: 23, Seq: 59, Ack: 53, Len: 1
Telnet
Data: a

0030

54 1a 97 9c 2d <d 4b ad f4 88 @0 45 @@ TG T-- - ‘K -+ E
fe 40 60 50 06 0@ @@ e as @1 16 c@ a5 )| @

ee 80 17 16 48 dS e5 da 29 a3 9f 58 18 |---@ )P
83 00 00 61 .. a

23

> OX>0




Adm i ® R R &= @qen

11 [telnet -] 4

No. Time Souree Destination Protocol  Length Info
555 45.768384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
556 45.760434  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data .
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
559 45.761273 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.803544  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data .
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data .
569 45.938616  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.938969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933766  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.898256  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
604 48.697525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
610 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
611 48.339283 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
626 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
621 48.627414  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
635 50.040172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
636 50.041394  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
638 50.892914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.504084  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
661 51.921483 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
699 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
701 52.936041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
725 54.634552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
729 54.126366  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827078 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.256265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

> Frame 603: 55 bytes on wire (448 bits), 55 bytes captured (44 bits) on interface \Device\NPF_{2518FB50-4060-4 54 47 €8 54 1a 97 9c 2d cd 4b ad T4 88 08 45 08 T16-T

> Ethernet T, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech 54:13:97 (54:47:e8:54:1a:97) 86 29 7c f2 42 00 30 06 00 00 0 a3 81 16 c0 a3 )| @

> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 @1 el 7c e 0@ 17 16 4@ d5 e da 29 a3 a@ 50 18 |

o 84 62 B3 83 00 00 64
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 68, Ack: 54, Len: 1
v

24




A

Am 1@ RE § &= ]QaQn
[ [telnet ] |+
No. Time Source Destination Protocol  Length Info
555 45.760384 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.768484 192.168.1.22 192.168.1.1 TELNET 68 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.803544 192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data ...
566 45.841389 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.938610 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.938959 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933760 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.898250 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
603 43006389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ..
604 43.097525 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
610 43.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
611 48.339283 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
615 45.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 43.434369 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 43.627414 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
635 50.048172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
636 50.041394 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
638 50.092914 192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.584004 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
690 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
781 52.938041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.034552 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
729 54.126360 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827078 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.256265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 618: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF {2518FB50-4080-41 5447 &8 54 1a 97 9c 2d cd 4b ad T4 @3 60 4500 TG T- - K- E
> Ethernet II, Src: LCFCHeFe_db:ad:f4 (9c:2d:cd:db:ad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97) 0 29 7c 4 40 80 50 06 00 @0 0 a3 01 16 cO a8 -)|-@
5 Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 81 01 7c ee 80 17 16 40 dS e7 da 29 a3 al 50 18 [@ )P
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 61, Ack: 55, Len: 1 84 62 B3 83 00 00 6d "
v Talaa
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telnet <]+
No. Time Source Destination Protocol  Length Info
555 45.760384 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
556 45.768484 192.168.1.22 192.168.1.1 TELNET 60 Telnet Data .
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
562 45.302428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
563 45.503369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
564 45.503544 192.168.1.22 192.168.1.1 TELNET 60 Telnet Data .
566 45.341889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data .
569 45.930618 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
571 45.938969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
575 45.933768 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data .
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
596 47.890258 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
603 43.896389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
604 48.897525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
610 43.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
611 48.339283 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
615 45.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
616 48.434369 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
628 48.626289 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
621 48.627414 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
635 50640172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
636 50.841394 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
638 50.092914 192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.504004 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
699 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
692 52.378874 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
781 52.938041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
729 54.126368 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827078 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.243993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.250265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 615: 55 bytes on wire (440 bits), 55 bytes captured (44@ bits) on interface \Device\NPF {2518FBS@-2000-4: 54 47 e8 54 1a 97 9c 2d cd 4b ad T4 88 00 45 0@ TG T
> Ethernet II, Src: LCFCHeFe db:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97) 0 29 7c f6 40 80 §0 @6 00 00 c0 a5 01 16 @ a3 -)|-@
> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 pal 01 @1 7c ee 08 17 16 40 d5 ef dapagnigad 50 18 I
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 62, Ack: 56, Len: 1 04 82 83 83 69 09 69
v Telng
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No. Time Source Destination Protocol  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
556 45.760484  192.168.1.22 192.168.1. TELNET 6@ Telnet Data .
558 45.761191  192.168.1.22 192.168.1. TELNET 63 Telnet Data .
550 45.761273  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.802428  192.168.1.22 192.168.1. TELNET 63 Telnet Data .
563 45.803369  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
564 45.803544  192.168.1.22 192.168.1. TELNET 6@ Telnet Data ...
566 45.841889  192.168.1.22 192.168.1. TELNET 64 Telnet Data .
569 45.930618  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969  192.168.1.22 192.168.1. TELNET 57 Telnet Data ...
573 45.932877  192.168.1.22 192.168.1. TELNET 63 Telnet Data .
575 45933768  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
576 45.934188  192.168.1.22 192.168.1. TELNET 57 Telnet Data .
577 45.934817  192.168.1.1 192.168.1.22 TELNET 61 Telnet Data .
578 45.934886  192.168.1.22 192.168.1. TELNET 57 Telnet Data .
596 47.896250  192.168.1.22 192.168.1. TELNET 55 Telnet Data .
598 47.892164  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
663 48.096389  192.168.1.22 192.168.1. TELNET 55 Telnet Data .
664 48.897525  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
610 48.337896  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
615 48.433308  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
616 48.434369  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 45.626209  192.168.1 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
635 50.846172  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
636 50.841394  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.504084  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
690 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
696 52.513923  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
761 52.936041  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
768 53.153618  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
712 53.353838  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
715 53.583657  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
72354832929  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
725 54.834552  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
720 54.126368  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
787 58.825722  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827078  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
796 59.248993  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.256265  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
799 59.296@62  192.168.1.1 192.168.1.22 TELNET 651 Telnet Data .

Frame 620: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB50-4600-4f
Ethernet II, Src: LCFCHeFe_4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97)

Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1

Transmission Control Protocol, 5rc Port: 31982, Dst Port: 23, Seq: 63, Ack: 57, Len: 1

Telnet

v~ v~
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telnet [X] -] 4
No. Time Source Destination Protocol  Length Info

555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
556 45.760484  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data .
558 45.761191  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
550 45.761273  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.502428  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
563 45.803369  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
564 45503544  192.168.1.22 192.168.1.1 TELNET 68 Telnet Data ...
566 45.541889  192.168.1.22 192.168.1.1 TELNET 64 Telnet Data .
569 45.930618  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data -
571 45.030969  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
575 45.033760  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
576 45.934108  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data -
577 45.933817  192.168.1.1 192.168.1.22 TELNET 61 Telnet Data .
578 45.932886  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data -
596 47.890256  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
598 47.592164  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
603 48096389  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
604 48.897525  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
610 48.337806  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
615 48.433308  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
616 48.434369  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
620 48.626209  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
621 48.627414  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
635 50.040172  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data -
636 50.841394  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.504684  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
661 51.021403  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
690 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
696 52.513923  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
701 52.930841  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
708 53.153618  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
712 53.353838  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
715 53.583657  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.032929  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data -
725 54934552 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
720 54.126360  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
787 58.825722  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
788 58.827€78  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
796 59.248993  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data -
797 59.250265  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
799 59.296662  192.168.1.1 192.168.1.22 TELNET 651 Telnet Data -

> Frame 655: 55 bytes on wire (44@ bits), 55 bytes captured (44@ bits) on interface \Device\NPF_{2518FB5@-4000-4
:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech_54:

> Ethernet IT, Src: LCFCHeFe_4b:a
» Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1
> e

jon Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 66, Ack: 8, Len:

2197 (54:47:e8:54:

1

:97)

5447 €8 54 12 97 9c 2d cd 4b ad 74 03 88 45 6@ TG T - - K-~ E
88 29 7c fd 40 80 56 86 ©@ @0 0 a8 @1 16 <0 a8 ) |-@

81 @1 7c ee 82 17 16 48 d5 ec da 29 33 ba 50 18 |-~-@ )P
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28




A

Am® R Res &= aaer

[ [tenet <4

No. Time Sowrce Destination Protocol  Lengih Info
555 45.766384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.766484  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data ...
558 45.761191  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
550 45.761273  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.882428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data -
563 45.803369  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.863544  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data .
566 45.841889  192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.930610  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933760  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
576 45.934168  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817  192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.89025¢  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
603 48.896389  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
604 48.097525  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
610 48.33789%  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
611 48.339283  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
615 48.433388  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 48.626209  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
635 50.840172  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.841394  192.168.1.1 192.168.1.22 TELNET 6@ Telnet
638 50.892914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.564004  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921483  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data
690 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930041  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.832929  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.834552  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
729 54.126360  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
787 58.825722  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827678  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
796 59.248993  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.250265  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
799 59.296862  192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

> Frame 661: 55 bytes on wire (449 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB5p-4000-4f 54 47 €8 54 13 97 9c 2d cd 4b ad T4 08 08 45 08 TG T

> Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4biad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97) @ 29 7c fe 46 00 30 06 00 00 o a8 01 16 c@ a8 )| @

> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 @1 6L 7c ee B8 17 16 48 d5 ed da 29 a3 ba 50 18 |

o 04 82 83 83 08 00 64
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 67, Ack: 88, Len: 1
v Telos
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No. Time Source Destination Protocol  Length Info
555 45.760384  192.165.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.768484  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data ...
558 45.761191  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.502428  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.503544  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data .
566 45.541889  192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.9308610 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
57145.030969  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
573 45.032877  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933768  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
576 45.934108  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
577 45.934817  192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934386 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
596 47.89025¢  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
603 48.096389  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
604 48.097525  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
610 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 43.339283  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
615 43.433308  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 43.434363  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 48.626209  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
635 58.048172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
636 50.041394  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.52404  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
661 51.921403  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
698 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
696 52.513923  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930041  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
712 53.353838  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
723 54.032929  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
725 54.034552  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
729 54.126368  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
787 58.825722  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827@78 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
796 59.248993  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.250265  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
799 59.296062  192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

Frame 698: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB5@-4200-41
Ethernet II, Src: LCFCHeFe_4b:ad:f4 (Oc:2d:cd:4biad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97)

Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1

Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 68, Ack: 80, Len: 1

v v v v

54 47 e8 54 1a 97 9c 2d cd 4b ad 4 03 00 45 @@
@0 29 7c ff 40 @0 B0 @6 0@ 0@ c@ ad @1 16 c@ ad
91 @1 7c ee @0 17 16 40 d5 ee da 29 a3 ba 50 13
84 B2 83 83 00 00 6d
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No. Time Source Destination Protocal  Length Info
555 45.766384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.766484  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.803544  192.168.1.22 192.168.1.1 TELNET 66 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.93061¢  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data
575 45.933766  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.89625¢  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
684 48.897525 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
610 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
635 50.040172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.041394  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.584084  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921483 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
698 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.034552 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
729 54.126366  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827078 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.256265 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

> Frame 692: 55 bytes on wire (44 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FBS8-4660-4 54 47 e8 54 1a 97 9c 2d cd 4b ad 4 03 08 45 88 TG T

> Ethernet II, Src: LCFCHeFe 4biad:f4 (9c:2d:cd:db:ad:f4), Dst: Syrotech 54:1a:07 (54:47:e8:54:1a:07) 8@ 29 7d @0 40 00 80 6 ©0 96 b a8 61 16 c@ a8  -)}-@

> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 el el 7c ec 00 17 16 4@ d5 ef da 29 a3 ba 50 18 |

s 84 92 83 83 60 08 69

> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 69, Ack: 89, Len: 1

v Telnet
Data: i
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telnet <]+
No. Time Source Destination Protocel  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.768484  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
562 45.862428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.863544  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.939610  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933768  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data .
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.899250  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
684 48.097525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
610 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
626 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
621 48.627414  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
635 50.840172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.841394  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
638 56.892914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.564004  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
698 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
781 52.930641 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
729 54.126360  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827678 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.250265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 696: 55 bytes on wire (44 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB58-4600-A 54 47 e8 54 1a 97 9c 2d cd 4b ad T4 @8 0 45 60 TGT
> Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97) @0 29 7d @1 40 @0 B0 06 B2 06 0 a8 @1 16 c@ a8 )} @
> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 61 81 7c ee 80 17 16 48 d5 8 da 29 a3 ba 50 18 [---@
> Transmission Control Protocel, Src Port: 31982, Dst Port: 23, Seq: 78, Ack: 89, Len: 1 B4 2 53 63 08 00 6= "
¥ Telnet

Data: n
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No. Time Source Destination Protocdl  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.760484  192.168.1.22 192.168.1.1 TELNET 66 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.8083369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.803544  192.168.1.22 192.168.1.1 TELNET 66 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.939610  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933760  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.890250  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
684 48.097525 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
616 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data
626 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
635 50.046172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 58.841394 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
638 50.892014  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.504004  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921483 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
698 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.939041  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
729 54.126360  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827078 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.258265 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 781: 55 bytes on wire (44@ bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB58-4000-4 54 47 e8 54 1a 97 9c 2d cd 4b ad T4 08 90 45 88 16T
> Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97) 9016 0@ 29 7d 02 40 00 80 06 0 0@ c@ a8 01 16 & a8 - )}-@--
> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 21 81 7c ee 80 17 16 46 d5 f1 da 29 a3 ba 50 18 |
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 71, Ack: 8@, Len: 1 04 02 83 83 90 o0 40
v Tel

Data: i
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555 45.760384  192.168.1.1 192.168.1.22 TELWET 66 Telnet Data ...
556 45.768484  192.168.1.22 192.168.1.1 TELWET 6@ Telnet Data ...
558 45.761191  192.166.1.22 192.168.1.1 TELNET 63 Telnet Dats

550 45.761273  192.168.1.1 192.168.1.22 TELWET 6@ Telnet Data ...
562 45.802428  192.166.1.22 192.168.1.1 TELNET 63 Telnet Dats ...
563 45.803363  192.168.1.1 192.168.1.22 TELWET 66 Telnet Data ...
564 45.303544  192.168.1.22 192.168.1.1 TELWET 6@ Telnet Data ...
S66 45.341889  192.166.1.22 192.168.1.1 TELNET 64 Telnet Dats ...
569 45.93861e  192.168.1.1 192.168.1.22 TELWET 66 Telnet Data ...
57145.93963  192.166.1.22 192.168.1.1 TELNET 57 Telnet Dats ...
573 45.932877  192.168.1.22 192.168.1.1 TELWET 63 Telnet Data ...
575 45.933766  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Dats ...
576 45.934188  192.166.1.22 192.168.1.1 TELNET 57 Telnet Dats

577 45.934317  192.168.1.1 192.168.1.22 TELWET 61 Telnet Data ...
578 45.934886  192.166.1.22 192.168.1.1 TELNET 57 Telnet Dats ...
596 47.890250  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Dats ...
663 45.996389  192.166.1.22 192.168.1.1 TELNET 55 Telnet Dats

604 48.097525  192.168.1.1 192.168.1.22 TELWET 6@ Telnet Data ...
616 45.337895  192.166.1.22 192.168.1.1 TELNET 55 Telnet Dats ...
611 48.339283  192.168.1.1 192.168.1.22 TELWET 6@ Telnet Data ...
615 45.433388  192.166.1.22 192.168.1.1 TELNET 55 Telnet Dats ...
616 48.434363  192.168.1.1 192.168.1.22 TELWET 6@ Telnet Dats ...
620 43.626209  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data ...
671 48.627414  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Dats ...
635 50.840172  192.168.1.22 192.168.1.1 TELWET 56 Telnet Data ...
636 56.841394  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Dats ...
638 50.892914  192.168.1.1 192.168.1.22 TELWET 74 Telnet Data

655 51.504004  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data ...
661 51.921483  192.168.1.22 192.168.1.1 TELNET 55 Telnet Dats ...
698 52.273494  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data ...
692 52.378574  192.168.1.22 192.168.1.1 TELNET 55 Telnet Dats ...
696 52.513923  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data

701 52.930041  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data ...
7688 53.153618  192.166.1.22 192.168.1.1 TELNET 55 Telnst Data ..
712 53.353838  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data ...
715 53.583657  192.166.1.22 192.168.1.1 TELNET 55 Telnet Dats ...
723 54.832923  192.168.1.22 192.168.1.1 TELWET 56 Telnet Data ...
725 54.834552  192.168.1.1 192.168.1.22 TELWET 6@ Telnet Data ...
729 54.126%8  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Dats ...
787 58.825722  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data ...
788 58.827078  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Dats ...
796 59.248993  192.168.1.22 192.168.1.1 TELWET 56 Telnet Data ...
797 59.250265  192.168.1.1 192.168.1.22 TELWET 6@ Telnet Data ..
799 59.296862  192.168.1.1 192.168.1.22 TELNET 651 Telnet Dats ...

Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1

T v v v~

Data: 1

Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 72, Ack: 8@, Len:

1

Frame 788: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB5@-4060-4
Ethernet II, Src: LCFCHeFe_4biad:f4 (9c:2d:cd:4biad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97)

8020

54 47 8 54 12 97 9c 2d cd 4b ad f4 @3 @0 45 @@ TG T
@0 29 7d @3 40 02 88 @6 @0 @@ c@ ad @l 16 c@ ad e
@1 01 7c ee @2 17 16 4@ dS f2 da 29 a3 ba 50 18 |
@4 92 83 83 80 8@ 31
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1 [teinet -]+

No. Time Source Destination Protocol  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELET 66 Telnet Data ...
556 45.760484  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
562 45.862428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELWET 66 Telnet Data ...
564 45.883544  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.939618  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933768  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.890258  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
604 48.097525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
616 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
635 50.040172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.041394  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.584804  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921483 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
698 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930841 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
788 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838  192.168.1 192.168.1.1 TELMET 55 Telnet Data
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.034552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
729 54.126368  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827678 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.250265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
799 59.296862 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

v v v

Frame 712: 55 bytes on wire (44 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB5@-4000-4t
d:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97)

Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4l
Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1

Transmission Control Protocel, Src Port: 31982, Dst Port: 23, Seq: 73, Ack: 88, Len:

1

54 47 8 54 1a 97 9c 2d cd 4b ad 4 @3 8@ 45 @@ TG T
®@ 29 7d B4 49 00 3@ @6 ©0 B2 @ aB @1 16 P ad e
@1 @1 7c ee 8@ 17 16 48 d5 T3 da 29 a3 ba 5@ 18 |
84 @2 83 83 Aa 08 32
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No. Time Source Destination Protocol  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.760484  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.883544  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.930610  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933768 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.890250  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
603 48.896389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
604 48.897525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
618 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
635 50.840172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.841394  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data
655 51.504804  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
690 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657  192.168.1 192.168.1.1 TELNET 55 Telnet Data
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
729 54.126360  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827678 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.250265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 715: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB50-4080-4i 54 47 e8 54 1a 97 9c 2d cd 4b ad T4 B8 @0 45 6@ TG T E
> Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97) 98 29 7d 85 40 60 80 06 00 @@ B 28 81 16 B a8 )} @
> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 1 el 7c ee €0 17 16 40 d5 f4 da 29 a3 ba 50 18 | P
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 74, Ack: 88, Len: 1 04 62 83 53 00 08 33
v
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|4
4 ® BE R == 15 Eaaas
telnet [X] -] 4
0. Tme Source Destination Protocol  Length Info
555 45.766384 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
556 45.760484 192.168.1.22 192.168.1.1 TELNET 60 Telnet Data
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
564 45803544 192.168.1.22 192.168.1.1 TELNET 68 Telnet Data
566 45.841839 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.930610 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
575 45.933760 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
596 47.890250 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
684 48.097525 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data
616 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
611 48.339283 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 45.434369 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
621 48.627414 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data
635 50.046172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
636 50.041394. 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
638 50.002914 192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.504004 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
698 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
692 52.378874 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
701 52.930041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
725 54.034552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
729 54.126360 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827078 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.256265 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data
799 59.296062 192.168.1.1 192.168.1.22 TELMET 651 Telnet Data .
> Frame 799: 651 bytes on wire (5288 bits), 651 bytes captured (5288 bits) on interface \Device\NPF_{2518FB58-46 9c 2d cd 4b ad T4 54 47 <8 54 1a 97 08 00 45 10 - K 16 T - E
> Ethernet II, Src: Syrotech 54:1a:97 (54:47:e8:54:1a:97), Dst: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4) 62 7d d6 c7 48 @@ 46 66 de 3b c@ ad @1 01 b a8 @@ s
> Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.22 gi }é :g é: ;; ;; g; éi :: ;2 éf :z :i ;S zg %i . | {g mmagﬂ ';_
> Transmission Control Protocol, Src Port: 23, Dst Port: 31982, Seq: 86, Ack: 80, Len: 597 S e e B i
[~ Telnet 69 67 20 20 26 20 20 26 20 28 20 28 20 28 28 20  ig
Data: command error!\rin 28 20 28 20 20 20 43 6f 6e 66 69 67 75 72 65 28 Co nfigure
Data: \rin 7379 73 74 65 6d 20 20 20 20 20 20 20 20 36 20  system
Data config Configure system \rin 26 20 20 20 20 26 26 26 20 20 20 26 26 20 20 26
Data debug. Debug system \r\n 20 20 20 20 20 20 20 20 20 20 20 28 28 20 20 20
Data exit Exit command line interface \rin 20 20 20 20 20 26 ©d Ga 20 26 20 20 64 65 62 75 debu
Data: hele velp information \rin 67 26 20 20 20 26 26 26 20 20 20 26 26 26 20 26 g
batas Febeot Reboot system e 20 20 20 20 20 20 44 65 62 75 67 28 73 79 73 74 De bug syst
65 6d 20 20 20 20 20 20 20 20 20 20 20 20 36 20 em
Data: show Show system information \rin 26 20 20 28 20 26 20 26 20 28 26 28 20 28 20 20
Data: \rin 20 20 20 20 20 20 20 20 20 20 20 28 20 20 20 20
Data: > 0100 20 20 20 20 20 20 6d Ga 20 20 20 20 65 78 69 74 exit
8110 20 20 20 26 20 26 26 26 20 26 26 20 20 20 20 26
8120 20 20 20 26 20 20 45 78 69 74 20 63 6f 6d 6d 61 Ex it comma
6130 Ge 64 20 6c 69 Ge 65 20 69 Ge 74 65 72 66 61 63  nd line interfac
8140 65 20 20 26 20 26 26 26 20 26 26 20 20 20 26 28 <
@150 20 20 20 20 20 20 20 20 20 26 20 20 20 20 20 20
6160 20 20 20 20 20 20 6d Ba 20 20 28 20 68 65 6C 70 . help
26 26 20 20 26 26 26 26 20 20 20 26 26 26 20 26
20 20 20 20 20 20 48 65 6c 78 28 69 6e 66 6F 72 He 1p infor
6d 61 74 69 6F 6¢ 20 20 20 20 20 26 20 20 20 20  mation
26 26 20 20 26 26 26 26 20 20 20 26 26 20 20 26
20 20 20 20 20 20 20 20 20 20 20 28 20 20 20 20
20 20 20 20 20 20 od Ba 20 20 26 26 72 65 62 &F rebo
6 74 20 20 20 26 26 26 20 20 26 26 26 26 20 26 ot
20 20 20 20 20 20 52 65 62 6F 6T 74 20 73 79 73 Re boot sys
74 65 6d 20 20 20 20 20 20 20 20 26 20 20 20 20  tem
26 20 20 20 26 26 26 26 20 20 20 26 26 26 20 26
20 20 20 20 20 20 20 20 20 20 20 28 20 20 20 20
20 20 20 20 20 20 od Ba 20 20 26 20 73 68 &f 77 show
26 26 20 20 26 26 26 26 20 20 20 26 26 20 20 26
20 20 20 20 20 20 53 68 6f 77 28 73 79 73 74 65 Sh ow syste
6d 20 69 Ge 66 6f 72 60 61 74 69 6T 6e 20 20 20 m inform ation
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 28 20 20 20 20
20 20 20 20 20 2¢ od @2 od 0a 3e >
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SL. No TEST CASE NAME PASS/FAIL| Remarks
1 Review the OEM documentation
2 Secure cipher verification
3 Mutual Authentication between ONT and OLT
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Optical Network Terminal (ONT)- | ITSAR No: ITSAR403012311| Clause no:2.1.3
PON family Broadband Equipment
ITSAR

$54 $A0OAEZ O €

r$ss4 31 £AOxAOA 6AOOEIT g€

F$ECAOO0 (ADGEITI®E/ 84 /3 EO OANOEOAA
F$ECAOO (AOE T(AGH TTNE XA QEITITMEECOOAOET T EO

F1 Dbl EAAAT A #3413)1423¢ 2 #0001 1 AO 0OAT EOAO wN(gE

. AOx1T OE 4AODEIL AKEAJ E]l ©q" Ol ABABIMB pwNOEDI AT O
ry43! 2 6A0aBIRtmloat@copp AT A 6AOOEIT T d p8m8p
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¢ 8AAOOEOU 2ANOGEOAIAIpBIcHIMORA AIARADO #11 OO0I
c8 2ANOGEOAI AT O SAOCADEDOEDEAEY OOODIT IODARDD A
j2"1#qQ xEEAE DOl OEAAO AO 1 AAOO OEOAA AEAE
OEAO ET AEOEAOAI O AAl 111U PAOAN Of OEA it
2" 1 # OUOOAI Al TO0OI RA@ BARAAAOOAOD AeA PADEKk
OUBPA 1T £ | DAOAOET 1 08
Fr 2AEAOAT AAd 433$3)Dp3888sp88poasu88pBAROEI]
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P8 HOAAOETT 1T £ o OOAO )$0O xEOE AEAAAOAT O
8.2 Testbed Diagram:
DuT
192.168.1.1
hﬁi
]
=2
p8id T1 0O OABQEOOA, )
P8AO0 %BAAOOETI
EEA 4AO00AO OEAI 1T OAOGEAx OEA / %- AT AOI AT
AU OEA @54 27 o)), e a e A RET AT A
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2AQ EOA A5 0@EPT 000 AD
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pp84BPO AAGKROAAMGEA(|
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A Notsecure | hitps/192.168.1.1/5

syRatech

EEBAODOAOECAOAO Oi OEA | AT ACAI AT O OAA Al

I DOET T 8

x4+ -
A Notseours | msesy102168.11 o Dt @ g &
syRotech ot
Status Status Network Security  Application Management Diagnostics  Help
Device Info WANInfo Userinfo Voipinfo Remote Manage Info
Device Basicnfo  DeVice Inf
Device model SY-5PON-2010-WADONT
Device S44TER-12345544TERSL1ADT
nnnnnnnn
Firmware Versi
PON SN 541
ax
ure | Bips//192.168.1.1 A D¢ 8 %5 & -
syRotech e
Status Network Securi Applicati Di i Helj
Management y P

User Manage Device Manage LogFile Maintain

Access Control - Password

Usermame:

0ld Password:

ERER 4A00A0 T AOAOOAO OEAO $54
OAOGO AAOA OAAT ET 6 EO OEA 11
i TAENEAAS

EAQEA 4AO00A0 Al O 1 AOGAOOGAA OEAO
DRI T NECOOAA OOAO OAAIET 68

OAOOAO AT 110 EAOGA AT U 1
$54 AT AO 110 POI GEAA OEA

o)
G . 1T 054 Ai i A0 AEOEEQO®OA T 0O A AAEA
) ;

41

A @& N = B & O M
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SL. No TEST CASE NAME PASS/FAIL| Remarks
1 Review the OEM documentation for the use
roles supported by the DUT of different
privileges
2 Creation of 3 user IDs with different privileges.
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Optical Network Terminal (ONT)- | ITSAR No: ITSAR403012311| Clause no:2.1.4
PON family Broadband Equipment
ITSAR
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DUT
192 168.1.1
[W—
i
1
1
=2
Test Machine
192_168.1.22
p&d 11 06 OANOEOAAG 1 Ol
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pp8p8PBAAOOETT 30ADPO(
E’EA 4A00A0 T PAT O xAA AOI xOAO E1T OAOO I([lAA
i EOOPOdTTAwc8poyYys8p8p

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

Mindimum = 1ms, Maximum = 1lms, Average = 1ms

C:\Users\GRL>

® 5 50 0% 0 00 . @ @ ¢ ¢ ¢ 0 o
Product Name:GPON-ONT  ®YRettech s

® ® % 8 9 ® O &  rroductMode:-SY-GPON-2010-WADONT ‘=R @ ¢ 0 0 0 0o

| Power Rating: 12V ===1500mA

S 5 5 9 0 0 00 DmunIP-e':?mngmmbuu:m.mm @ @0 0 0 0 0 o

Default web Ul Username/Password:admin/Syro@13210§
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AWe e 8 8 ® @ | acoiosmSY2209GNCTT4 eeeeee
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Hardware Version

Firmware Version
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SL. No TEST CASE NAME PASS/FAIL Remarks
1 Remote/local access authentication
2 Bypass authentication attack
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Optical Network Terminal (ONT)- | ITSAR No: ITSAR403012311| Clause no:2.1.5
PON family Broadband Equipment
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7. Test Objective: To verify that DUT restricts direct remote root login
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1 Verification of remote root login
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SL. No |TEST CASE NAME PASS/FAIL Remarks
1 OEM documentation review
2 verify unique identification
3 Duplicate user id
4 simultaneous logins
5 Unique UID
6 Group account policy verification
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1 OEM documentation review
2 Two factor authentication verification
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7. Test Objective: To verify that the DUT communicates with the external authentication with
secure ciphers
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8.1.Number of Test Scenarios:
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8.2. Test-bed Diagram:
DUT: 192.168.1.1 freeradius server
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Test Machine 1
192.168.1.22
8.3.Tools required : external authentication server, wireshark
8.4. Test Execution:
i. Review the OEM documentation to check for the supported external AAA server
supported by the DUT
ii. Post configuration attempt to access the DUT with configured external
authentication.
iii. Simultaneously capture the communication between the DUT and the AAA
server and analyze the ciphers used to verify if they are in accordance to the
Crypto control ITSAR.
9. Expected Results for Pass: DUT uses secure ciphers to communicate with the AAA
server for external authentication of the user
10. Expected Format of Evidence: Screenshots
11.Test Execution:
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SL. No [TEST CASE NAME PASS/FAIL Remarks

1 OEM documentation review

2 Communication with external AAA server
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