HRd QHAR

JOT

INDIA TELECOM

Test Sdhedule and Test Procedure (TSTP)

ITSAR name:Wi-Fi CPEsL.0.0

ITSAR No:ITSAR402122401

Disclaimer: This TSTP is intended to serve as a guide for testing various clauses

outlined in t he relevant ITSAR. The test methods described in t his TSTP are not
exhaustive and should not be considered as t he sole approach to test any clause. The
actual testing process and results may vary depending on how the OEMSs

implemented t he clause in their equipment.
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192.168.0.1

nmap -p - -T4 -A 192.168.0.1

Hosts Services MNmap Output

Starting Mmap 7.94 { https://n n'lap rg )} at 2823-89-86 18:81 India Standard Time
Mnap scan report for 192.168.0.

Host is up (©.00082s latency).

Not shown: 65533 closed tcp ports {reset)

PORT STATE SERVICE VERSIOM

20/tcp open http Boa HTTPd ©.94.14rc2l
|_http-server-header: Boa/0.94.14rc21

| http-auth:

| H'I—I'P./l 1 421 Unauthorizedyx@D

|_ Basic rea 1m7D LINK DIR-658IM

| http title: 400 Bad Request

52881/tcp ope upnp MiniUPnP

MAC Address: EO:]C:FC:AQ:BZ:BZ {(D-Link Internationall
Device type: general purpose

Running: Linux 3.X

0S CPE: cpe:/fo:linux:linux_kernel:3
0S details: Linux 3.2 - 3.16
Network Distance: 1 hop

TRACEROUTE
HOP R ADDRESS
1 0.82 ms 192.168.0.1

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IF address (1 host up) scanned in 18.71 seconds

pp8AO00 #AOAng Oi AAO(
pp84BPO #AOAOOBRAHATYOBA AGIRI0I3 T 1
pp84éé© #AOA $K@Aﬁmbbmiﬁug ODDBA GAOEGATAT 1
pp8wBEAOOEIT 30ADPO(q
Ag1 @A DPOAATTNECOOAA Yo AAAOAOGO 11 $5

D-Link DIR-650IN hetp//192.168.0.1 or

Password=admin

MAC: EO1CFCASB284

RN LR T LT TR

H/W Ver: A1 2.4G SSID: dhink-B284
F/WVer: V_1.04 Password: (leave the field blank) Model No.- DIR-650IN

SN RVRT2L3426835 Made in China

RN TR otarity: S-a-

InputSVv=—=1A

ABEA 4AOOAOEATS HWA ATO. OB OO0 @40 AGRGEIOCD Al |

EOODJZT T p wicid popAB nBOT x OEED Al £ p@AkB® ¢iuBATI8 ¢ ¢
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http://192.168.0.1/

& C  © 13218801
Signin
http://192166.0.1
Yaur connection to this site is not privte

Usemame | admin

Password | weese

m el

@ D-LINK DIR-650IN X +

€& > C A Notsecure | 192.168.0.1/wizardhtm

Advanced: | €3 |

O Access Point (AP) @ Router O Repeater O Repeater (WISP) O Client O Ciient (WISP)

Network Name (SSID): dink-E254

Pre-Shared Key: 123456789

Connection Type: O Fixed 1P @ auto Config. (DHCP)  ppPoE Dizl-up

MAC Address Clone: (00X XHOEHN0)

Copyright € 2019.D-LINK All rights reserved.
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ma® = aqaan
O BED -]+ = Goc G
o e [re—— [S=r———
7 1.981387 152.188.0.1 WP ase ceT / WTTR/LL
10 1.482565 192.168.0.22 e 60 HTTP/L.1 461 Unauthorized (text/html)
| 52 187.475106 192.168.0.1 wiTe sa5 GET / WTTR/LL
BE s 20747636 192.168.9.22 WP 676 HTTP/1.1 200 0K (Rext/ntal)
&2 107.489780 192,188.0.1 WP 558 GET /index.htw WITP/L1
66 167, 400184 192.168.0.1 HITP 459 GET /favicon.ico HTTP/1.1
65 107,401768 192.168.0.22 WP 968 TTP/1.1 200 06 (text/heal)
72 107.492509 197.168.9.22 e 60 HITP/1.0 302 Redirect (text/ntal)
84 107, 458083 192.108.0.1 WITE 613 GET /boafrm/formlankedirectPredirectourlevizard. himdnlan_id= WITR/L.1
35 107, 438840 192.168.0.1 HITP 488 GET /favicon.ico HTTP/L.1
89 107,409180 192.168.0.22 wrTe 60 NITP/L.6 32 Redirect {text/ntnl)
58 107, 50232 192.168.0.22 e 6o WITP/1.0 302 Redirect {text/ntal)
101 207. 300877 192.168.0.1 HrTe 11
106 107.501480 192.168.0.1 HrTE 1
146 167.516863 192.168.0.22 KR (text/htnl)
202 107520112 192.168.0.1 e 1
203 107520102 192.168.0.1 HITP 422 GET fwizsrd.css HTTR/1.1
206 107520262 152,158,022 HITE 1858 HTTF/1.1 268 0K (text/htal)
217 167.520608 192.168.0.1 KB 467 GET /util_gu.js HTTR/1.1
218 107.570837 192.188.0.1 WP a11 GeT /language_en.gs HTTP/1.1
219 107529663 192.168.0.1 HITE 408 GET /custom_en.js HTTP/L
225 107521328 152.188.0.1 HITE 484 GET /menu.js HTTR/L.1
220 107523148 192.168.0.22 HITP 1916 HTTP/1.1 200 0K (text/css)
240 107.520498 192.158.0.1 HITE 09 GET /languages.js WTTR/L.1
241 107. 524800 192.168.0.22 HITP 1421 HTTP/1.1 260 O (text/css)
192,168,022 NP 1078 NTTR/1.1 200 OC (spplication/x-javescript)
192.168.9.22 WP 708 HTTP/1.1 200 0K (application/x-smascrigt)
265 107.528578 192.108.0.22 WITE 518 WTTR/1.1 268 06 (spplication/x-javascrizt)
523 107550498 192.168.0.22 e 316 WTTP/1.1 200 0K (application/x- Javascrigt)
s62 107.552178 192.168.0.1 WITP 47 66T /graphics/settings.pug WITP/1.1
591 107.554292 197.168.9.22 WP 2251 WTTP/1.1 200 0K (application/x-jmascrigt)
599 107.555019 192.168.9.22 HITE 166 HITP/1.1 208 OK (text/html)
6e7 107.556361 192.168.8.1 HITP 475 GET /graphics/omap.png HTTP/1.1

Frame 541 545 bytes on wire (43
Ethernet T, Src: LCFCHeFe_db
Internet Protocsl versicn &, Sr
Transmission Control Protocol,
Transfer Pratocal

GET / HTTP/L.4rn
Wost: 192.168.0.24r\n
Connectsion: keep-sliverein
Cache-Control: max-age=girin
~ Authorization: Basic
Credentisls: sdmin:sdmin
UpEFade-Insecure-REUEStE: 1
User-Agent: Mozilla/s.® (Win
text/htal, applic
ncoding: grip, defls
LIAgUBES: #N-US,en;qn

accey
accept-£.
accapt

fon/ xhtmlexnl, applicat ion/ el q-9. 9, Leag

€8 bitc), 545 bytes captured (4388 bits) on interface \Device\NPF_(1510F856-4604-2821-511C-TAIT4AFS7ESA], 1d &
d:#4 (9c:2d:cd:dbradiF4), Dst: b-LinkIn ad:h2:82 (ed:lic:fe:adih2ih2)
‘c: 192.168.9.22, Dst: 192.168.0.1

55154, Dst Port: 89, Seq: 1,

Sre port: Ack: 1, Len: 491

VUREakAS YR A=\

e

dows WT 10.8; Wind; x64) AppleWsbKit/S37.36 (KNTML, like Gecko) Chrome/116.8.8.8 Safari/s37.38\r\n
avif, by "= Licatl

R

tsigned
eeirin
a.9\r\n

\rn
LEul) request URI: hitp://192.168.8.101

D T Credertias (i, authbasic)

A @&EDi
pp8wdAA
A BEA
A3

# AOAmo Of AAO(,
# A O-AOO AAEA DG B A

# AOA $450 ABIEIPIOIE
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OOET 1T 30ADPO(q
OAOOAO 1 AOA
$ 5 4 kA @A GIORIOOAT 1

0
X

I AOAOOAA $54

Packets: 850 - isplayed: 50 (5.9%) Prafie: Default

A~ o

CGAATAT 1

m) m\

OO0DPDPI OO0 21! $)5
U ATTNECOOAA Ol

P I

BASIC SETTINGS
ADVANCED SETTINGS

SECURITY SETTINGS

ACCESS CONTROL

WPS SETTINGS

AdAOOAO OAOOD &OAAOA DA

Wireless Security Setup

network.

_ e m v

This page allows you setup wireless security. Using WEP or WPA Encryption Keys will help prevent unauthorized access to your wireless

Select SSID: [Root AP - diinkB284 v

AOAAOAAEODOQ

Encryption: WPA2 v

Authentication Mode: Enterprise (RADIUS) () Personal (Pre-Shared Key)
WPA2 Cipher Suite: Tkip B AEs

Management Frame ~ ~

Protection: —none @ capable ( required

SHA256: disable O enable

vl W—

Address:

RADIUS Server Port:

RADIUS Server l
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@GE @

Ao OERBI
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kali@kali: ~
File Actions Edit View Help

install freeradius
Readlng package lists... Done
Building dependency tlee Done
Reading state information ... Done
The following additional packages will be installed:
freeradius-common freeradius-config freeradius-utils libfreeradius3
Suggested packages:
freeradius-krb5 freeradius-ldap freeradius-mysql freeradius-postgresql freeradius-python3
The following NEW packages will be installed:
freeradius freeradius-common freeradius-config freeradius-utils libfreeradius3
@ upgraded, 5 newly installed, @ to remove and 1267 not upgraded.
Need to get 1,380 kB of archives.
After this operation, 5,960 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://http.kali.org/kali kali-rolling/main amd64 freeradius-common all 3.2.3+dfsg-2 [236 kB]
Get:2 http://http.kali.org/kali kali-rolling/main amd64 freeradius-config amd64 3.2.3+dfsg-2 [210 kB]
Get:3 http://http.kali.org/kali kali-rolling/main amd64 libfreeradius3 amd64 3.2.3+dfsg-2 [192 kB]
Get:4 http://http.kali.org/kali kali-rolling/main amd64 freeradius amd64 3.2.3+dfsg-2 [636 kB]
Get:5 http://http.kali.org/kali kali-rolling/main amd64 freeradius-utils amd64 3.2.3+dfsg-2 [107 kB]
Fetched 1,380 kB in 2s (644 kB/s)
Selecting previously unselected package freeradius-common.
(Reading database ... 398533 files and directories currently installed.)
Preparing to unpack .../freeradius-common_3.2.3+dfsg-2_all.deb
Unpacking freeradlus common (3.2.3+dfsg-2)

AdAOOAO AAAO
OFrTAOAT EFOAAOAA

) 3‘_>’
I-I-I\
T
® O

& root@kali: fetcffreeradius/3.0
File Actions Edit View Help
kali@kali:~ *  root@kali: /etc/freeradius/3.0 X

o1l AT A AT A DAOOXIOA Y|
£ N )




root@kali: /etc/freeradius/3.0/mods-config/files

File Actions Edit View Help

kali@kali: ~ % root@kali: /etc/freeradius/3.0/mods-config/files x kali@kali: ~

jiesting Cleartext-Password :=

"authoriz @7L, 6635B

ABAOOAO AT T NEQROGAG 3# 0AOORO ET Al Of AOET | h
OAAOAOS
E84A00A0 AOOAI BROQ ! (¥l) 5/ABA BOCDBOBEEA 11 [ E

& Wi-Fi a

4',?\ dlink-B284
Connecting

Enter your user name and password e -
’/‘,;\3 dlink-B284
Connecting
Enter your user name and password
Password =
testing
Cancel password
More Fi setting More Wi-Fi setting
- N2~ ~ ~ A -~ ~A S T POV N I ~ w4 A
EEEET A Al AAOGET I | EAD OTEDGHOO Oh A OORENERAA 1/
P

[ E
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00

A

g

~

M diink_radius_positive.pcapng = X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 = @® RE R &= T CRCRC.E)
(W radus N
No. radivs Source Destination Protocol  Length Info
169 23.467791 192.168.1.1 192.168.1.11 RADIUS 213 Access-Request id=100
170 23.469409 192.168.1.11 192.168.1.1 RADIUS 122 Access-Challenge id=100
171 23.474208 192.168.1.1 192.168.1.11 RADIUS 220 Access-Request id=101
172 23.475973 192.168.1.11 192.168.1.1 RADIUS 106 Access-Challenge id=101
173 23.497023 192.168.1.1 192.168.1.11 RADIUS 476 Access-Request id=102
4 174 23.500319 192.168.1.11 192.168.1.1 RADIUS 1110 Access-Challenge id=102
-+ 175 23.520971 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=103
- 176 23.522675 192.168.1.11 192.168.1.1 RADIUS 248 Access-Challenge id=103
177 23.529506 192.168.1.1 192.168.1.11 RADIUS 316 Access-Request id=184
178 23.531561 192.168.1.11 192.168.1.1 RADIUS 157 Access-Challenge id=104
179 25.100208 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=105
180 25.102581 192.168.1.11 192.168.1.1 RADIUS 140 Access-Challenge id=105
181 25.109380 192.168.1.1 192.168.1.11 RADIUS 256 Access-Request id=106
182 25.110955 192.168.1.11 192.168.1.1 RADIUS 173 Access-Challenge id=106
184 25.121830 192.168.1.1 192.168.1.11 RADIUS 310 Access-Request id=107
185 25.123803 192.168.1.11 192.168.1.1 RADIUS 182 Access-Challenge id=107
186 25.130441 192.168.1.1 192.168.1.11 RADIUS 250 Access-Request id=108
187 25.132147 192.168.1.11 192.168.1.1 RADIUS 146 Access-Challenge id=108
188 25.138655 192.168.1.1 192.168.1.11 RADIUS 259 Access-Request id=109
189 25.139818 192.168.1.11 192.168.1.1 RADIUS 217 Access-Accept id=109
261 29.278450 192.168.1.1 192.168.1.11 RADIUS 213 Access-Request id=118
262 29.279627 192.168.1.11 192.168.1.1 RADIUS 122 Access-Challenge id=11¢
263 29.284181 192.168.1.1 192.168.1.11 RADIUS
264 29.285416 192.168.1.11 192.168.1.1 RADIUS
265 29.292802 192.168.1.1 192.168.1.11 RADIUS 476 Access-Request id=112
266 29.294798 192.168.1.11 192.168.1.1 RADIUS 1110 Access-Challenge id=112
268 29.306910 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=113
269 29.308471 192.168.1.11 192.168.1.1 RADIUS 248 Access-Challenge id=113
270 29.315522 192.168.1.1 192.168.1.11 RADIUS 316 Access-Request id=114
271 29.316805 192.168.1.11 192.168.1.1 RADIUS 157 Access-Challenge id=114
272 29.324060 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=115
273 29.325115 192.168.1.11 192.168.1.1 RADIUS 149 Access-Challenge id=115
274 29.331221 192.168.1.1 192.168.1.11 RADIUS 256 Access-Request id=116
275 29.338692 192.168.1.11 192.168.1.1 RADIUS 173 Access-Challenge id=116
276 29.362147 192.168.1.1 192.168.1.11 RADIUS 310 Access-Request id=117
277 29.368773 192.168.1.11 192.168.1.1 RADIUS 182 Access-Challenge id=117
278 29.373330 192.168.1.1 192.168.1.11 RADIUS 250 Access-Request id=118
279 29.376639 192.168.1.11 192.168.1.1 RADIUS 146 Access-Challenge id=118
280 29.384820 192.168.1.1 192.168.1.11 RADIUS 259 Access-Request id=119
281 29.386978 192.168.1.11 192.168.1.1 RADIUS 217 Access-Accept id=119
EEEQOAO THAGROMOANA | @1 EAAOEA T # AR®B RADAAG
OAOOAO EIT OOAEEIN AA EE | ®K@OE A ABRAAY &0 ED E A A
A&AT CA @A a BwOEAOT ARIAT OAOENEAA ETEABEBD
> Frame 176: 248 bytes on wire (1984 bits), 248 bytes captured (1984 bits) on interface \Dewice\NPF_{2518FB50-460e| | 0000 16 &3
> Ethernet II, Src: PesCompu_cb:7e:fS (@8:00:27:cb:7e:f5), Dst: D-LinkIn_a9:b2:82 (e@:lc:fc:ad:b2:82) i3 76
> Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.1.1 gaze R e
> User Datagram Protocol, Src Port: 1812, Dst Port: 41111 6 03 73 60 02 10 08 D2 o 30 B2 02 va a5 B2 01 o
~ (ARG ocaT dl a0 63 62 01 62 02 14 29 fb 2a c5 76 8b 16 9d )
Code: Access-Challenge (11) Sa ©d @c 36 aa ac ed 9e 9a bl af 5 30 &d 86 @3 I -6 8
Packet identifier: 8x67 (183) 2a 86 48 86 7 @d 01 @1 ©b ©5 @0 30 of 31 @d 30 *H 9:1-0
Length: 206 @b ©6 03 55 04 @3 6c @4 72 6F 6 74 30 le 17 ad u roote
Authenticator: 39e3agcsfodealabfefofisbldzigale 32 33 30 38 32 31 31 38 35 37 34 33 5a 17 od 33 23082118 57437 3
[This is a response to a request in frame 175] 33 3@ 58 31 35 31 35 35 37 34 33 5a 30 @f 31 ed 30818185 743701
[Time from request: 0.001762006 seconds] 36 @b @6 03 55 04 03 @c @4 72 6f 6F 74 30 82 01 o - U roote
© Atteibute Value maire 22 30 od ©6 9 2a 86 48 &6 7 @d 01 ©1 @1 65 @0 "8 -*-H
@3 82 01 of 00 30 52 @1 @a 02 52 01 1 @0 bs d7 °
v AVP: t=EAP-Message(79) 1=150 Last Segment[1] €9 11 8 4= d6 12 65 9a ed 2e 44 a5 €9 =b d6 bd
Type: 79 @2 de @0 f1 ca 40 68 1d 89 af &5 cd 35 9f c3 ba
Length: 158 12 13 10 9c 6d @1 98 2c 79 2e c1 5T o ea 77 db
EAP fragment: @1040094190014765 f fdese7abdaa37bsec70142b.. ad 6b c2 89 d6 16 85 @@ 3d ce 41 cb dl c2 51 €7
~ Extensible Authentication Protocol 8a 66 €8 52 4a Ta 61 T2 34 35 e3 20 5a 18 95 13
Code: Request (1) 24 88 @3 6@ f1 4b 75 @5 af 32 19 02 c@ 16 95 cd
Tds 4 5f 4d 5b 42 8b 91 cE 63 b 31 16 53 30 16 da 9
@@ ae 4e ae fd 2a 87 74 18 8a 88 75 2c 7c 77 a2
Length: 148 fc 83 64 7f fa a9 48 91 84 58 32 Se 66 8b 69 1d
Type: Protected EAP (EAP-PEAP) (25) 52 88 79 fa ba 19 41 a6 2a 84 ac f9 96 32 7@ as
> EAP-TLS Flags: @x00 7d 5a @4 92 d& ds c2 Td 2@ 78 9@ 55 & @9 3Ib 50
> [2 EAP-TLS Fragments (1136 bytes): #174(994), #176(142)] 43 3@ 98 c9 5a bS Se Tf @6 db 54 b@ 2a 6a e4 93
~ Transport Layer Security 89 03 cl ds 35 24 f 67 bc bf 45 5b 97 41 82 6e
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello 5¢ 5d 05 6@ 18 @c 62 &9 8@ a2 37 3f 9d 57 b6 e5
Content Type: Handshake (22) 4b cb Sc d4 b3 33 3b b 9c 7@ 6 d2 85 1@ 33 a3
Version: 115 1.2 (ox0363) 25 da e8 95 bf 17 17 73 6a f1 8¢ 18 e5 @1 @2 o3
@1 @2 o1 a3 3d 30 3b 3¢ @9 @6 @3 55 1d 13 @4 @2
Length: 53 3¢ @2 30 of 96 ©3 55 1d 11 04 @8 3@ @6 82 @4 72
Bonrpend ez del] 6f 6f 74 32 1d @6 83 55 1d @= @4 16 @4 14 @b 94
'~ TiSvl.2 Record Layer: Handshake Protocol: Certificate @7 dc be e7 20 74 43 d5 df 67 d9 aa 38 ba 7f 8¢
Content Type: Handshake (22) 9c of 30 od 96 @9 2a 86 43 86 f7 od el @1 eb o5
version: TLs 1.2 (@x@3e3) @@ @3 82 @1 @1 @0 7c 9c 89 9d 62 36 26 3c bc 84
Length: 759 8f 88 fc 41 8d 75 b6 42 db e8 6b 66 37 cd 6F 41
© andshake Protocol: Certificate 78 d5 7c 89 2d 3a 97 f6 aB e7 7 6f 64 e3 33 14
e4 b8 76 28 4c b3 B4 a5 4 94 8f d7 68 37 3@ of
Handshaks Type: Certificate (11) 6d 39 de 2b 41 85 a3 ba 7@ 48 33 39 3c al 89 57
Length: 755 15 37 b5 22 f5 48 <3 b3 97 e2 f4 81 le @e 84 8b
Certificates Length: 752 79 f2 11 64 87 14 c7 69 93 c4 3c Sa 8d f8 d4 61
v Certificates (752 bytes) 3b 63 ab 96 8b 24 4B c7 7 66 6 fc 60 7e cf 79
Certificate Length: 749 @3 a8 9a ec @3 ab 2a 96 22 52 ec 76 7b 7a bc 3e
~ Certificate: 30820229308201d1a003020102021429Fb2ac5768b1 6 dl e4 18 21 18 cf 6b b7 94 42 ce 8 9b 27 dc
¥ signedCertificate 9e cf 96 d6 3b 83 dB d3 98 22 f1 a5 14 Sa e7 86
: c4 76 58 c2 14 9 61 3d ab e6 65 8 73 bc 89 3a
version: v3 (2) 5d 64 ee 1f @b cc d1 14 db cb la bf 13 37 c@ dc
seriallumber: @x29fbZac5765b169d5abdbc3saaaeeddedablafie 21 28 d2 53 db f6 a8 54 b2 Be 4F ce B Be 1b af
™ signature (sha2SeWithRSAEncryption) 43 44 5d 82 79 16 fd 60 32 63 aa c6 le ab Ba c9
Algorithm Id: 1.2.848.113549.1.1.11 (sha256WithRSAEncryption) fa ed fe a3 37 b2 99 c6 4f a@ 2d bS 30 37 a9 be
> issuer: rdnsequence (@) 9c 89 d4 a2 e8 79 16 @3 @3 B1 2c Bc 60 @1 25 63
> validity @6 1d 26 e7 3f d1 bd 95 6a 3b cc 6F 50 3 ae 16
> subject: rdnSequence (8) Se 3c fc 6b e2 90 35 d7 b2 4f 9e 7c aa f4 19 76
> subjectublickeyInfo 2 1a 28 08 04 61 08 1b 58 b3 89 ca 57 53 20 77
s 27 3a 58 6e 97 81 53 4d 9c e6 e5 90 ee ef ba b
7 extensions: 3 items 6c ac 96 ©c da e3 bf f1 b2 8 do 61 f4 94 73 al
~ algorithmIdentifier (sha2S6WithRSAEncryption 7e c5 14 ea 33 df be bs 25 65 5d eb 71 9d 37 59
Algorithm Id: 1.2.848.113549.1.1.11 (sha256WithRSAEncryption) d7 5 6e 6c 46 eb bb &3 65 f6 30 44 33 ac 79 15
Padding: @ bd 2c 67 19 b2 1c bl bs 9f c& 76 ce 75 4f 20 b
pted: 7 bc848f88fca18d 37cdef4178d57c892d3a97F6a0e7. 4e db 9c 4a al 7d 59 13 84 23 4c d6 bc 18 S5c a6
~ TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange 3b 54 8F 20 64 31 cd 6 6 e5 c9 3f 5 e2 ed e6
Content Type: Mandshake (22) ds ce 14 76 57 93 356 44 @4 63 a@ 5c ab 5a 05 96
Version: 115 1.2 (ax0383) 83 ef 9e 66 6f de 58 72 bd aa 37 bS ec 7 12 b
52 95 92 d7 66 8d ce d2 1b ©7 64 ©c 1c 6e 63 e5
Length: 300 4e 32 50 66 da f9 84 24 39 ad @b 33 80 25 16 B
¥ Handshake Protocel: Server Key Exchange af 82 77 1@ c2 98 5a 51 @7 51 2d @9 ds f4 ba bc
Handshake Type: Server Key Exchange (12) @c Sc f8 12 d7 12 ca 74 b6 7d 7e @7 c2 27 Be 65
205 2c 2f d7 e9 4f a4 T8 66 & d7 58 55 ad ed 26 aa
> Se-Hellman Server Params 86 13 ba fa a6 @7 c5 ce 66 fc 27 Sc @a le 9a @d
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done of 1c be 5d 4c 77 25 16 @3 03 00 04 e 00 00 00
Content Type: Handshake (22)
version: TLS 1.2 (exe3es)
Length: 4
¥ Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length
> AVP: t=Message-Authenticator(8e) 1-18 val=dad3227f7e789f@9febaledleadbidbe
> AVP: t=State(24) 1-18 val-2f86b8d62c82a18a5aa38353b@9ca77
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11 192.168.1.1 RADIUS 111@ Access-Challenge id=112

266 29.204798 192.168.1.

268 29.386918 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=113
269 29.388471 192.168.1.11 192.168.1.1 RADTUS 248 Access-Challenge id=113
270 29.315522 192.168.1.1 192.168.1.11 RADIUS 316 Access-Request id=114
271 29.316885 192.168.1.11 192.168.1.1 RADIUS 157 Access-Challenge id=114
272 29.3240608 192.168.1.1 192.168.1.11 RADTUS 219 Access-Request id=115
273 29.325115 192.168.1.11 192.168.1.1 RADIUS 148 Access-Challenge i

274 29.331221 192.168.1.1 192.168.1.11 RADIUS 256 Access-Request id=

275 29.338692 192.168.1.11 192.168.1.1 RADTUS 173 Access-Challenge id=116
276 29.382147 192.168.1.1 192.168.1.11 RADIUS 31@ Access-Request id=117
277 29.368773 192.168.1.11 192.168.1.1 RADIUS 182 Access-Challenge id=117
278 29.373338 192.168.1.1 192.168.1.11 RADTUS 25@ Access-Request id=118
279 29.376639 192.168.1.11 192.168.1.1 RADIUS 146 Access-Challenge id=118
281 29.386978 192.168.1.11 192.168.1.1 RADIUS 217 Access-Accept id=119 I

Frame 281: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits) on interface \Device\NPF_{2518FB58-4800
Ethernet II, Src: PcsCompu_cb:7e:f5 (88:00:27:cb:7e:f5), Dst: D-LinkIn_a9:b2:82 (e@:lc:fc:a9:b2:82)
Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.1.1
User Datagram Protocol, Src Port: 1812, Dst Port: 41111
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8x77 (119)
Length: 175
Authenticator: fb98cbld53c8d2eab2869a3abed4ades
[This is a response to a request in frame 288]
[Time from request: 8.802158008 seconds]
Attribute Value Pairs
~ AVP: t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)

Type: 26

Length: 58

Wendor ID: Microsoft (311)
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B Zenmap

-

Scan Tools Profile Help

Target: 192.168.0.1 - Profile:
Command: nmap -p - -T4 -A 192.168.0.1
Hosts Services MNmap Output
nmap -p - -T4 -A 192.162.0.1

Fia

Y

. 192.168.0.1 Starting Mmap 7.94 ( https://nmap.org )} at 2023-89-86 18:01 India Standard Time
Nmap scan report for 192.168.0.1
Host is up (0.00082s latency).
Mot shown: 65532 closed tcp ports (reset)
PORT STATE SERVICE VERSION

88/ tcp open http Boa HTTPd ©.94.14rc2l
|_http-server-header: Boa/0.94.14rc2l
| http-auth:

| HTTP/1.1 401 Unauthorized\xoD
|_ Basic realm=D-LINK DIR-6S2IMN
|_http-title: 400 Bad Request

52881/tcp open upnp MiniuPnpP
MAC Address: E9:1C:FC:A9:B2:82 (D-Link Internationall
Device type: general purpose

Running: Linux 2.X

0S CPE: cpe:/fo:linux:linux_kernel:3
0S details: Linux 3.2 - 3.16
Network Distance: 1 hop

TRACEROUTE
HOP R ADDRESS
1 ©.82 ms 192.168.0.1

05 and Service detection performed. Please report any incerrect results at https://nmap.org/submits/ .
Mmap done: 1 IP address (1 host up) scanned in 18.71 seconds
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STATISTICS This page shows the current status and some basic settings of the device.
+ Below status shows current settings, but does nat take effect
DoNS =

TIME ZONE SETTINGS DIR-650IN
t 0day:15h:55m:58s
DOS SETTINGS Vo4

Wed Nov 4 11:05:44 CST 2020
TR-069 CONFIG

I3
2.4 GHz (B+G+N)
diink-8254

| 2

UPGRADE FIRMWARE WPA2 Mixed

—_— e0:1cic:a9b2:84

SYSTEM 10G

DIAGNOSTICS

SAVE/RELOAD SETTINGS o

REBOOT DEVICE Foxed 1P
| 192.168.0.1
255.255.255.0
192.168.0.1

PASSWORD

LoGouT
| Enabled

e0:1c:fc:a0:b2:62
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D-Link switch

MGMTport:
Ce IP: 10.208.38.2
AP IP: 10.208.38.24 . i
Winl0
IPv4: 10.208.38.30
I Tool installed: putty
~ and Firefox browser.
[
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Burp Project Intruder View Help Burp Suite Professional v2023.10.1.1 - Temporary Project - licensed to Granite River Labs India Services Private Limited [single user license] - [m] X
Target Pro Dashboard Intruder Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn {0} Settings
pt HTTP history WebSockets history @ Proxy settings
P Request to http://192.168.0.1:80
Forward Drop Intercept is on Action Open browser C ent W HTTP/1 @
et Raw  Hex " = | Inspector wd = - @ X
1 BET / HTTP/1.1
2 Host: 192.1€8.0.1 2
Cache-Control: max-age=0 Request attributes 2 -~
4 Authorization: Basic YWRtaW4éYWRtaWad=
Upgrade-Insecure-Requests: 1 Protocol  (EIRIJAN HTTP/2
£ User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebKit/537.36& (KHTML, like Gecko)
Chrome/117.0.5938.63 Safari/537.36 —
7 Accept: Name Value =
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*; q=0.8, application/sig Method GET N
ned-exchange; v=h3;q=0.7
2 Accept-Encoding: gzip, deflate, br path / >
% Accept-Language: en-US,en;q=0.9
0 Connection: close
Request query parameters 0 V
Request body parameters 0 v
Request cookies 0 v
Request headers g ~
Name Value £
Host 192.168.0.1 >
Cache-Control max-age=0 >
Authorization Basic YWRtaW46YW... >
Upgrade-insecure-R... 1 >
User-Agent Mozilla/5.0 (Window... >
Accept text/html,application... >
Accept-Encoding gzip, deflate, br >
Accept-Language en-US,en;q=0.9 >
Connection close >

B HGIE

el 0 highlights

OE8 AA AAOQEIOCIOEBIA

'ODOBRADGEOOAADADADOARNABA O

(OIS

£ 0 highlights

Burp Project Intruder View Help Burp Suite Professional v2023.10.1.1 - Temporary Project - licensed to Granite River Labs India Services Private Limited [single user license] - o X
Target Dashboard Intruder Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn @ Settings
Intercept HTTP history WebSockets history @ Proxy settings

é’ Request to http://192.168.0.1:80

Forward Drop Action Open browser V HTTP/1 @
Scan n = =
Raw  Hex " = | Inspector wf) = - @ X
1 GET / HTTP/1.1 Do passive scan
2 Host: 192.168.0.1
Do active scan
Cache-Control: max-age=0 Bequestiatiribiites B~
Authorization: Basic YWRtaW4éYWRtaWi= Send to Intruder Ctrl+l
Upgrade- Insecure-Requests: 1 - " Protocol  |ESIRLIRN HTTP/2

& User-Agent: Mozilla/5.0 (Windows NT 10.0; ENCR0;RepEIEr. L (KHTML, like Gecko)

Chrome/117.0.5938.63 Safari/537.3€ =

il Agc:p:: €3 Safari Send to Sequencer e Value =

text/html,application/xhtml+xml, applicatio  Sendto Comparer ‘bp, image/apng, */ *;¢=0.8, application/sig Niethod GEr >
ned-exchange; v=h3; q=0.7 Sendito Detader
¢ Accept-Encoding: gzip, deflate, br path / >
% Accept-Language: en-US,en;q=0.9 Send to Organizer Ctrl+0

10 Connection: close

11 Insert Collaborator payload Request query parameters 0 @

12 Request in browser >

Engagement tools > Request body parameters 0 v
Change request method
2 i v
Change body encoding Request cookies 4
Copy URL
Py Request headers 9 ~
Copy as curl command (bash)
Copy to file Name Value =
Paste from file Host 192.168.0.1 >
Save item Cache-Control max-age=0 >
Don't intercept requests Authorization Basic YWRtaW46YW... >
Do intercept > Response to this request Upgrade-insecure-R... 1 >
onvert se User-Agent Mozilla/5.0 (Window... >
URL-encode as you type Accept text/html,application... >
& Accept-Encoding gzip, deflate, br >
Accept-Language en-US,en;q=0.9 >
Paste Ctri+v B
Connection close >
Message editor documentation
Proxy interception documentation ’
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Burp Project Intruder View Help Burp Suite
Target Dashboard Intruder
HTTP history WebSockets history

Response from http://192.168.0.1:80/

Forward Drop Intercept is on
pretty Raw Hex Render
1 HTTP/Ll.l 200 OK

2 Date: Fri, 02
3 Server: Boa/0.94.l4rcl

4 Accept-PRanges: bytes

S Comnsction: closs

& Pragma: no-cache

7 Cache-Control: mo-stors

© Expires: O

o Content-Length: 353

10 Last-Modified: Wed, 04 HNov
11 Content-Type: text/html

Jan 1970 02:03:36 GMT

13 <html>
<head>

<meta http-equ

<meta htep-equiv

<meta HTTP-equiv Co

<meta HTTP-EQUIV: xpires" CONTENT='".
19 <meta http-equiv="refresh" content="0;
20 <title>

Wireless Bouter

</ritle>
21 </head>
22 </html>

Collaborator

Professional v2

Sequencer Decoder Comparer

{0} proxy settings

Action Open browser

2020 03:00:19 GMT

t/html; charset=utf-8" />
>

—cache">

, 0l Jan 1890 00:00:01 GMT">
url=index.htm">

023.10.1.1 - Temporary Project - licensed to Granite River Labs India Services Private Limited [single user license]

Logger

- O X

Qrganizer Extensions Learn @ Settings
E ¥

n = Inspector ‘lm T @ X

Response headers 10 ~
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oft Edgt

c We H you like to set Microsoft Edge as your default browser

Dual Band Selection [§ ~
Wireless 2. 4GHz

WPA/WPA2/WPA3 - Personal (Recommended)

® WPA/WPA2 - Enterprise
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D-Link Switch

DUT: TP-LINK Win10 (Host1): Ubuntu (Host2):
Archer AC750 1P: 10.208.38.30 IP:10.208.38.11
& Tool: Freeradius

DUT IP: 10.208.38.3
SSID: TP-LINK_052D
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root@APMUMCSAE®02D: /etc/freeradius/3.0# systemctl status freeradius service
Unit service.service could not be found.
freeradius.service - FreeRADIUS multi-protocol policy server
Loaded: loaded (/lib/systemd/system/freeradius.service; enabled; vendor preset: enabled)
Active: since Wed 2023-08-16 14:46:00 IST; 57s ago
Docs: man:radiusd(8)
man:radiusd.conf(5)
http://wiki.freeradius.org/
http://networkradius.com/doc/
Process: 513279 ExecStartPre=/usr/sbin/freeradius SFREERADIUS_OPTIONS -Cx -lstdout (code=exited, status=0/SUCCESS)
Main PID: 513280 (freeradius)
Status Processing requests”
Tasks: 6 (limit: 4600)
Memory: 78.6M (limit: 2.6G)
: 427ms
: [/system.slice/freeradius.service
L 513280 Jusr/sbin/freeradius -f

16 2 59 APMUMCSAE002D freeradius[513279]: Compiling Auth-Type PAP for attr Auth-Type
16 14:45:59 APMUMCSAE002D freeradius[513279]: Compiling Auth-Type CHAP for attr Auth-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Auth-Type MS-CHAP for attr Auth-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Autz-Type New-TLS-Connection for attr Autz-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Post-Auth-Type REJECT for attr Post-Auth-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Post-Auth-Type Challenge for attr Post-Auth-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Post-Auth-Type Client-Lost for attr Post-Auth-Type
16 APMUMCSAE®002D freeradius[513279]: radius #### Skipping IP addresses and Ports ####
16 145: APMUMCSAE®02D freeradius[513279]: Configuration appears to be OK
g 16 14: 00 APMUMCSAE@02D systemd[1]: Started FreeRADIUS multi-protocol policy server.
root@APMUMCSAE®02D: /etc/freeradius/3.0#

120IEA OEAOAAOAAEOO OAOOGAO OAOOEAA EI

root@APMUMCSAEGO2D: fetc/freeradius/3.0# freera

FreeRADIUS Version 3.0.26

Copyright (C) 1999-20821 The FreeRADIUS server project and contributors
There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE

You may redistribute copies of FreeRA S under the terms of the

GNU General Public License

For more information about these matters, see the file named COPYRIGHT
Starting - reading configuration files ...

including dictionary file /usr/share/freeradius/dictionary

including dictionary file /usr/share/freeradiusfdictionary.dhcp
including dictionary file /fusr/share/freeradius/dictionary.vgp
including dictionary file /etc/freeradius/3.0/dictionary

including configuration file fetc/freeradius/3.0/rad d.conf
including configuration file /fetc/freeradius/3.0/proxy.conf

AUl guests

ﬁo

Airtel lice line

S\D

CleBISe4blr3atde

ﬁl:b

corporate-access

s\m

5\\“

TP-Link 052D

Enter your user name and password

CE—

test1111

| &A1 OEAAOCA Oi $54 OOEI ¢ OAAEOO OAOOAO




(8) Cleaning up request packet ID 10 with timestamp +59 due to cleanup_delay was reached
(9) Cleaning up request packet ID 11 with timestamp +59 due to cleanup_delay was reached
Ready to process reguests

(10) _Received Access-Reguest Id 1 from 10,208,38.3:54946 to 10,

User-Name

NAS-IP-Address
NAS-Identifier

NAS-Port = 0

Called-Station-Id
Calling-Station-Id

Framed-MTU =
NAS-Port-Type

FAP-Messa

"test1"

10.208.38.3
"RalinkAP@"

"40-ED-00-ED-05-2D"
"A4-42-3B-06-5F-36"

1400

Wireless-802.11
AxA2A1AAAANTZA65737431

Message-Authenticator = 0xah896c48cfa11fhceh171153dbfhaace
Executing section authorize from file /etc/freeradius/3.0/sites-enabled/default

authorize

{

policy filter_username {
if (&User-Name) {

if (&User-Name)
if (&User-Name)
(&User-Name
(&User-Name /1)
(&User-Name
(&User-Name
(&User-Name
(&User-Name
((&User-Name
((&User-Name
(&User-Name
(&User -Name
(&User-Name
(&User-Name N D)

} # if (&User-Name)
} # policy filter_username

if
if
iy
if
if
if
if
if
if
if
if
if

-> TRUE
{

JERIRE
-> FALSE
/erre1*e/ ) {
/erre1*e/ )
JAACVAD IR ¢
/\-\./ ) -> FALSE
~ /@/) && (&User-Name !~ /@(.+)\.(.+)$/))
~ /@/) && (&User-Name !~ /@(.+)\.(.+)$/))
s o
/\-$/) >
/e\./)

-> FALSE

FALSE

/@ -> FALSE
= notfound
notfound

[preprocess] =
[chap] = noop

noop
noop

[mschap
[digest
(10) suffix:

(10) suffix: No

R

~

6 AOE

j OAAEOO O

]
1=

@'

Checking for suffix after
in User-Name

E QA ®.
OOEI ¢ AO

A

EAAOQEH IDEAIADEADO POODI
AVERCI DOI

"g"

test1”, looking up realm NULL

EAAT ATOMETT
A

Protocol

i
AOOGAOQ EO Al

Source

Destination

A

-> FALSE

208,38,11:1812 length 130

OAB8

AOUDOAA

Length Info

A

yO0 EO

A GBAA AATAG OAET A

Nt rocmvs

6

084880668 10 RADIUS
087793476 10.208.38.3 10.208.38.11 RADIUS 187 Access-Request
093336987 10.268.38.11 10.208.38.3 RADIUS 106 Access-Challenge id
110658387 16.208.38.3 10.208.38.11 RADIUS 352 Access-Request 1d=4
7.114302666 10.268.38.11 10.208.38.3 RADIUS 1110 Access-Challenge id
126608331 10.208.38.3 10.208.38.11 RADIUS 186 Access-Request 1d=5
7.128191149 10.208.38.11 10.208.38.3 RADIUS 262 Access-Challenge id
. 159012081 10.208.38.3 10.208.38.11 RADIUS 283 Access-Request id=
2 519 757.161617501 10.208.38.11 10.208.38.3 RADIUS 157 Access-Challenae id
[The response to this request is in frame 511)
- Attribute Value Pairs
[AVP: T=Usér-Name(1) 1=7 val=testi)
» AVP: t=NAS-IP-Address(4) 1=6 val=10.208.38.3
» AVP: t=NAS-Identifier(32) 1=11 val=RalinkAP@
» AVP: t=NAS-Port(5) 1=6 val=o
» AVP: t=Called-Station-Id(30) 1=19 val=48-ED-80-ED-85-2D
» AVP: t=Calling-Station-Id(31) 1=19 val=Ad-42-3B-06-5F-36
» AVP: t=Framed-MTU(12) 1=6 val=1460
» AVP: t=NAS-Port-Type(61) 1=6 val=Wireless-862.11(19)
~ AVP: L=EAP-Message(79) 1=12 Last Segment[1]
Type: 79
Length: 12
EAP fragment: 9202000a017465737431
~ Extensible Authentication Protocol
Code: Response (2)
1d: 2
Length: 10
Type: Identity (1)
[AVP: t=Message-Authenticator(86) 1=18 val-4B3fefcsee9Bbasb7eaBibed761dac79)
Type: 80
Length: 18
Message-Authenticator: 483fefcSee98baSb70a81bea76fdac79

A

od
d6
59
73

aa
31
oc
00
ba

Frame (172 bytes)

OANOAOGOAA AAOAAEBDOOGAEAITI A EI
pp8pRDO

A@OA OEMII

I AOGAYVOADED 1T IBAER ODAIAIT
OAOOAEBOE

27 m~ oA A

OROOET 1

OANOEOAIT Al

pp8wdEANIOA L ERADARD

pcah 00 #AOA 2A00

P

O

1 Od

£ 4A0I1 EIT

21
40
07
7e

50
30
34
00
01
70

ef

30

a8

a0
40
00

ce

05
2d
2d
05
65
1b

11
8a
14
0a

as
33
78
73
ed

MERIOD EAOD AOA CAT AOCOAOGAA
AAAT 6GEEZAITO NEABI OOAB4 O

O

05
0a
o1

00
30
30
00
50
ac

fa e
03 2

08
26
00
fo
eb

2d
2d
00
48

Reassembled EAP (10 bytes)
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GAROADBAED

81 RO

-

~

Al

h

BRO RSO A BRI AOE AMAGDE T 1
08

)
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OA ¢

mie
66
&
EY-~ f
testl é
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Users Configuration

User Name testerd =

Password

Confirm Password |

User Type admin v
Us Description user
sh a,
P |
Idle Time Out 1 e 4 AT Rl M




Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSF504F4 ‘

Administration » Users
Operation succeeded

avanc

Menu Searchi..

Users

Shaw 10 % entries Record(s) Sean

User Name * User Type Description

admin admin System Administrator

guest gusst Guest user with read only access
testerd admin user

Showina 1t 2 nf 3 antrice
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Fifmw# Users Configuration i
User Name tester’
Password
Admini
| ]
Confirm Password REPTERS
Us
User Type admin W
Sh a,
Description user
Us 5
ad
y
au Idle Time Out 1 P 4 AAAT Bl e M
1=
Administration » Users
* % %
Users

Save password?

Show 10 v entries Username  testerl -

User Name 4 User Type Description Password e T @
admin System Administrator m Never
guast Guest user with reed only access

test admin user 1

tester admin user 2

tastert admin user

testing admin users3

Showing 1 to & of & entries
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Users Configuration

User Name testert
Password I
Confirm Password
Us
User Type admin v
Sh a,
Description usEr ||
Us 5
sl | |
gu ldle Time Out 1 LS — 4 AOAT R lies bnn T
Administration »  Users
* Kk
Operation succeeded
—
Users
Save password?
Show 10 W entries Username  tester] -
User Name 4 User Type Description Passwerd e M
admin admin System Administrator m Never
guast guast Guest user with read only access
test admin user 1
tester admin user 2
testert admin user
testing admin userd

Showing 1 to 6 of & entries F Prevous| 1] [Next

Add New User
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<DUT Details: > WiFi CPE

<DUT Software Version:> JioMTF1_JCO300_R1.20

<DigestHash of OS>Hash of DUT OS is required

<DigestHash of Configuration>Hash of DUT configuration is required

<Applicable ITSAR: 3NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > Alhie documents provided by OEM to be listedere
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(Cisco Controller) >show inventory

Burned-in MAC Address

Maximum number of APs supported
NAME: "Mobility Express" , DESCR: "Cisco Aironet 1850 Series Mobility Express"
PID: AIR-AP1852I-E-K9, VID: V@1, SN: KWC19310euu
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(Cisco Controller) >show sysinfo

Manufacturer's N .. Cisco Systems Inc.
Product Name .. Cisco Controller
Product Version.. 8.10.183.0

N/A

Aironet-Controller

.1.2250
- 12 reload command
System Up Time @ days 3 hrs 33 mins 5 secs
System Timezone Location .... (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatd
System Stats Realtime In 2 S
System Stats Normal Interval 180
Configured Country IN - India

State of 802.11b Network .... Enabled
Statelofi802 1 1a Netwo ke e e e Enabled

T 6AOENEAAQEIT 1T &£ $54 #EOAT 7, #6860 OUOOAI

System Information

System Name Aironet-Controller
Model AIR-AP18521-E-K9
Serial Number KWC193100UU
Software Version 8.10.183.0
Up Time 0 day, 1 hour, 23 minutes
System Time Tue Aug 8 15:15:23 2023
Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India
Management |P Address 10.208.38.2
Memory Usage 60%
Max Access Points Supported 50
4 > i
V854 #I1 1 NERFDOOAMEKEIOIOACET TEEDAOEBDDJAO PAO O
#AO qu bl GEOEOA OAOGO AAOA
T 3A1 AAOET ¢ 4&40 OAOOAO 0111 q ET OAOEAAA
‘% Tftpd64 by Ph. Jounin = O X

Current Directory E:\Users\Mumuser\Deskt\AP ima Browse l
| Serverinterfaces 10.208.38.30 IntelR)Etr | ShowDir |
|

Thtp Server l Titp Client | DHCP server | Syslog server | Log viewer |
peer file start time | progress

About | Settings | Help
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Transfer Mode  (TETP

* Monitoring

£+ Wireless Settings IP Address(IPv4)/Name *  10.208.38.30

L3 Management File Path *  AIR-AP1830-K9-ME-8-10-185-0/
© Access

4 Admin Accounts Schedule Update

O© Time Set Update Time
v
Auto Restart

& Advanced

¥ Predownload Image Status

Total Number of Aps 1
Number of APs initiated

Number of APs Currently Being Updated 1
Number of APs Completed

Number of APs that are waiting/failed
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1 Software package integrity kall be validated in he installation/upgrade stage.

1 Network product shall support software package integrity validation via
cryptographic means, e.g. Digital Certificate(digital signature). Tdis end, he
network product has a list of public keys or certificates of almorised software
sources, and useshe keys to verify hat the software update is originated from
only these sources.

1 Tampered software $iall not be executed or installed if integrity teck fails.
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1 A security medanism is required to guarantee hat only authorized individuals
can initiate and deploy a software updateand modify he list mentioned in bullet
2.
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D-Link switch

MGMTport:
e IP: 10.208.38.2
Win10
IPv4: 10.208.38.30
I Tool installed: tftp
< server, hex-editor.
Console PC
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11.Test Execution:
11.1 Test Case Number:01
11.1.1 Test Case NameTC_NO_SECURE_UPDATE
11.1.2 Test Case Description: In this test scenario tester will perform the positive test
to update/upgrade the DUT image usinghte TFTP server and DUT settings were
configured for an image update. fie update will be verified by low privilege user
and highest privilege user also image signing verification and cryptograpc
library will be checks during update/upgrade on console. InHle negative test,
tester will try to update on DUT and observedhe process will get fail or not for
image signing verification.
11.1.3 Execution Steps: Below are the execution steps wih evidence:

Casel. Positive testcaseBelow are the settings on tool i.e., TFTP server:
Selecting server interface
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Current Directory AUsers\Mumuser\D esktop\&P imad v] Browse
| Serverinterfaces (10.208.38.30 IntelR) Etr »| ~ Show Dir

| Thp Server I Titp Client | DHCP server | Syslog server | Log viewer |

peer file start time | progress

About I Settings ] Help l

- Selecting image to be updated.
Browse to the directory where the new image downloaded.

Browse correct pah in current directory of TFTP server.

- Settings On DUT:
First Login as userl (ReadOnly privilege)
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