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Common Security Requirements 
 

2.1.1 TSTP for Evaluation of Management Protocols Mutual Authentication 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.1.1 
 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >    

1. <ITSAR Section No & Name>  Section 1: Access and Authorization 

2. <Security Requirement No & Name >2.1.1 Management Protocols Mutual Authentication 

3. <Requirement Description: >  

The network product management shall support mutual authentication mechanisms, the 

mutual authentication mechanism can rely on the protocol used for the interface itself or other 

means. Secure cryptographic controls prescribed in Table1 of the latest document 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)” shall 

only be used for SMF management and maintenance. 

[Ref: TEC 25848:2022 /TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.4.1] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

 

5. DUT Configuration: 

Check OEM documentation to find all the supported Mutual Authentication Protocols. 

Run NMAP or any port scanning tool to get running services and verify the version and conf. of the 

services:  

Command used: nmap –p- 172.18.0.8 -sC –sV (Ip address here is that of DUT) 
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List of Example Management Protocols used as per (NMAP and OEM Documentation): 

• SSH 

• TLS 

• SNMP 

• And so on...  

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
a. For SSH:  

command used: ssh –V (To get version information) 

 
Command used: $ cd ~/.ssh 

       $ ls 

(Screenshot of the DUT consisting of public/private key pair generated by DUT. The public key 

of DUT is used for authenticating the DUT on the tester side) 
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Verify that the key pair used by the DUT is in accordance with the latest Document 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)” 

Command used: $ ssh-keygen -l -f ~/.ssh/id_rsa.pub 

 
(Screenshot of inside of known_hosts file that contains public key of tester used for 

authentication of tester) 

 
Verify that Authentication Methods is set to "publickey,password" (2FA) 

Command used: $ sudo cat /etc/ssh/sshd_config 

 
b. Similarly, and so on for other protocols used. 

 

6. Preconditions 

- Documentation that lists each of the management protocols and describes the 

authentication mechanism used for each one. 

- IP address of the DUT should be provided, either automatically detected and assigned by 

OEM, or assigned manually by Tester 

- The DUT has the public key of the tester device pre-installed 

 

7. Test Objective 
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To verify that the DUT permits access through supported management protocols only after 

successful mutual authentication. 

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario for SSH:  

- This test scenario is regarding SSH Management Protocol (Additional Test scenarios based 

on the OEM document) 

 

8.2. Test Bed Diagram 

 

8.3. Tools Required: Wireshark, OpenSSH, SNMP and so on.. 

 

8.4. Test Execution Steps 

• Launch the Wireshark app on the tester device. 

• Login into to the DUT and check the supported algorithms for mutual authentication 

• Ensure DUT can be reached using ping packets 

• Ensure that you can capture the ping request and reply packets between tester and DUT, 

with wireshark running on Tester Device.  

• Use the Tester device to access the DUT over management protocol using right credentials. 

Verify through wireshark that Mutual Authentication is successfull. (Case 1) 

• Use the Tester device to access the DUT over management protocol using wrong 

credentials.Verify through wireshark that Mutual Authentication is not successfull. (Case 

2) 

• Repeat the above steps for all the supported protocols. 

 

9. Expected Results for Pass: 

➢ Case 1: Tester and DUT are able to mutually authenticate each other successfully, so 

Tester is allowed to access DUT. 

➢ Case 2: DUT is unable to mutually authenticate so should not allow tester to connect. 

 

10. Expected Format of Evidence: Screenshots of Wireshark or Terminal 
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11. Test Execution: 

Test Case Number: 01 

a. Test Case Name: TC1_MUTUAL_AUTHENTICATION_FOR_SSH 

b. Test Case Description: DUT should allow access to tester device through SSH only after 

successful mutual authentication. 

c. Execution Steps: 

- The tester tries to contact DUT using following commands 

• ssh -o StrictHostKeyChecking=yes <hostname_DUT>@<DUT IP address> 

 
- In order to test the 2FA of DUT, the tester must input incorrect password while logging in 

the DUT. (Note that the valid key pair is present in the DUT) 

 
- In order to test server authentication, the tester must erase the known host information in 

the tester device which is present in .ssh/known_hosts directory and then try to connect to 

the server using following command 

• ssh -o StrictHostKeyChecking=yes <hostname_DUT>@<DUT IP address> 

 
- The tester shall restore the known_host file and then in order to test client authentication, 

the tester must generate a new pair of keys which will remove the original key pairs using 

following command 

• rm .ssh/id_rsa 

• rm .ssh/id_rsa.pub 

• ssh-add -D 

- And then generate new keys using 

• ssh-keygen 

- The tester tries to contact DUT using following commands 

• ssh -o StrictHostKeyChecking=yes <hostname_DUT>@<DUT IP address> 
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d. Test Observations: 

➢ Case 1 (Positive Test Case): Tester and DUT are able to mutually authenticate each 

other successfully, so Tester is allowed to access DUT. 

➢ Case 2 (Negative Test Case): Tester and DUT are not able to communicate with each 

other if DUT authentication fails, Tester authentication fails or 2FA fails 

e. Evidence Provided Screenshot of Terminal 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_MUTUAL_AUTHENTICATION_FOR_SSH   

 

 (Tester has to execute the test in similar fashion for other protocols) 
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2.1.2 TSTP Report for Evaluation of Management Traffic Protection 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.1.2 

 
Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

   

1. <ITSAR Section No & Name>  Section 1: Access and Authorization 

2. <Security Requirement No & Name > 2.1.2 Management Traffic Protection 

3. <Requirement Description: >  SMF management traffic shall be protected strictly using 

secure cryptographic controls prescribed in Table1 of the latest document “Cryptographic 

Controls for Indian Telecom Security Assurance Requirements (ITSAR)” only. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.2.4]  

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

Check OEM documentation to find all the supported Mutual Authentication Protocols. Run 

NMAP or any port scanning tool to get running services and verify the version and conf. of the 

services:  

Command used: nmap –p- <IP Address of DUT> -sC –sV 
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List of Example Management Protocols used as per (NMAP and OEM 

• Documentation): 

• SSH 

• TLS 

• SNMP 

• And so on...  

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
a. For SSH:  

command used: ssh –V (To get version information) 

 
Command used: $ cd ~/.ssh 

       $ ls 

(Screenshot of the DUT consisting of public/private key pair generated by DUT. The public key 

of DUT is used for authenticating the DUT on the tester side) 
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(Screenshot of inside of known hosts file that contains public key of tester used for 

authentication of tester) 

 
Command used: cat /etc/ssh/sshd.config (to get the configuration information) 

 
Verify that the ciphers supported by the DUT are in accordance with the latest document 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)” only. 

The configuration file (as Mentioned above) may have a field enlisting the ciphers the DUT 

supports 
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(Note: The configuration file may not have the Ciphers field or it may be commented which 

means that the configurations here follow default settings as mentioned here) 

b. Similarly, and so on for other protocols used. 

 

6. Preconditions: 

- Network product documentation containing information about supported OAM protocol 

is provided by the vendor. 

- A peer/tester device configured for communication with DUT over the protocol to be 

tested (e.g. SSH client supporting SSHv2 or HTTPS client) shall be available.  

- Network product documentation stating which security protocols for protection of data 

in transit are implemented and which profiles in TS 33.310 and TS 33.210 are applicable 

is provided by the vendor for TLS, the tester shall base the tests on the profile defined by 

3GPP in TS 33.310. For IKE and IPsec, the tester shall base the tests on the profile defined 

by 3GPP in TS 33.210. For protocols, for which 3GPP did not define a security profile, e.g. 

SSH, the tester shall base the tests on a widely recognized and publicly available security 

profile. 

 

7. Test Objective:-  To verify if the DUT management traffic shall be protected strictly using 

secure cryptographic controls prescribed in Table1 of the latest document “Cryptographic 

Controls for Indian Telecom Security Assurance Requirements (ITSAR)”. 

 

8. Test Plan 

https://manpages.ubuntu.com/manpages/xenial/man5/sshd_config.5.html
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8.1. Number of Test Scenarios: 

- Test Scenario for SSH: 

- This test scenario is regarding SSH Management Protocol 

8.2. TEST BED DIAGRAM: 

 

8.3. Tools Required:-  Wireshark, OpenSSH, SNMP and so on. 

8.4. Test Execution Steps: 

• Launch the Wireshark app on the tester device. 

• Ensure DUT can be reached using ping packets 

• Ensure that you can capture the ping request and reply packets between tester and DUT, 

with Wireshark running on Tester Device.  

• Use the Tester device to access the DUT over management protocol using any of the 

encryption protocols mentioned in Cryptographic Controls for Indian Telecom Security 

Assurance Requirements (ITSAR). Verify through Wireshark that handshake of the 

selected management protocol is completed and data exchanged is protected using the 

algorithms mentioned in the handshake (Case 1) 

• Use the Tester device to access the DUT over management protocol using any of the 

unsupported encryption protocols (3DES, DES and so on). Verify through Wireshark that 

handshake of the selected management protocol is not completed. (Case 2) 

• Repeat the above steps for all the protocols. 

 

9. Expected Results for pass: 

➢ Case 1: Handshake of the selected management protocol is completed between DUT and 

Tester device and data exchanged between DUT and tester device is encrypted using the 

selected encryption algorithm 

➢ Case 2: Handshake of the selected management protocol is not complete between DUT 

and Tester device and communication between DUT and tester device fails 

 

10. Expected Format of Evidence: Screenshots of Wireshark and Pcap files capturing the 

protocol handshake & data exchange between DUT and Tester device and the algorithm 

used for encryption 

 

11. Test Execution 
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➢ Test Case Number: 01 

a. Test Case Name: TC1_PROTECT_DATA_INFO_TRANSFER_USING_SSH 

b. Test Case Description: DUT and tester device should support traffic protection through 

SSH only through provided cryptographic methods 

c. Execution Steps: 

- Tester tries to contact DUT using any of the supported encryption protocol (say aes256-

ctr) using following command 

• ssh -c aes256-ctr <DUT ADDRESS> 

- Capture the communication through Wireshark. 

 

 
- Tester tries to contact DUT using any of the unsupported encryption protocol (say 3des-

cbc) using following command 

• ssh -c 3des-cbc <DUT ADDRESS> 

- Capture the communication through Wireshark. 

 

 
d. Test Observations 

➢ Case 1: Handshake of SSH is completed between DUT and Tester device and data 

exchange between DUT and tester device is encrypted using the selected encryption 

algorithm 

➢ Case 2: Handshake of SSH is not complete between DUT and Tester device and 

communication between DUT and tester device fails 

 

e. Evidence Provided: Screenshot and the pcap file. 

 

12. Test Case Result 
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SL. No TEST CASE NAME PASS/FAIL REMARKS 

     1 TC1_PROTECT_DATA_INFO_TRANSFER_USING_SSH   

 

(Tester has to execute the test in similar fashion for other protocols) 
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2.1.3 TSTP For Role-based access control policy 5G ITSAR 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.1.3 
 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<TSTP Document ID:>  

<Applicant Name:> Ex: XYZ   

<Application Number>   

<DUT Details: > Ex: Router   

<DUT Software Version:>    

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1 – Access and Authorization 

2. <Security Requirement No & Name > 2.1.3 Role-based access control policy   

3. <Requirement Description: >  SMF shall support Role-Based Access Control (RBAC). A 

role-based access control system uses a set of controls that determines how users interact 

with domains and resources. The RBAC system controls how users or groups of users are 

allowed access to the various domains and what type of operation they can perform, i.e., the 

specific operation command or command group (e.g View, Modify, Execute). SMF supports 

RBAC with minimum of 3 user roles, in particular, for OAM privilege management for SMF 

Management and Maintenance, including authorization of the operation for configuration 

data and software via the network product console interface.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.6.2]  

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each   

network function.)  

 
Command used: cat /etc/os-release (To get OS information)   

 
  

5. DUT Configuration:  

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  
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6. Preconditions: Documentation describing the role-based access control system including 

details on which user roles are defined.  

 

7. Test Objective/ Purpose:  Verify that users are granted access with role-based privileges.  

 

8. Test Plan: 

8.1 Number of Test Scenarios:  

8.1.1 Test Scenario for Role Based Access Control:   

This test scenario checks whether users can access the various files and can perform the type 

of operation they are allowed to. 

8.2 Test Bed Diagram: 

 

8.3 Tools required: Command Line Interface of the DUT. 

 

8.4 Test Execution Step: 

1. User accounts which are assigned to different access roles are created. 

2. Operations that are allowed by different roles (as defined in the network product 

documentation), are attempted via the different user accounts.  

9.  Expected Results:  

- Users that are assigned to a role that is not allowed to execute an operation are prevented 

from executing the operation. 

- Users that are assigned to a role that is allowed to execute an operation can successfully 

execute the operation. 

10. Expected Format of Evidence: Evidence suitable for the interface, e.g. screenshot 

containing the operational results. 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_ROLE_BASED_ACCESS_CONTROL_POLICY 
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b. Test Case Description:  Test Needs to be conducted to ensure users are granted access 

with role-based privileges.  

c. Execution Steps: 

1. Tester needs to create accounts with varying privileges based on OEM Documentation. 

2. The tester needs to check Users that are assigned to a role which is allowed to execute 

an operation can successfully execute the operation and users who do not have the 

permission cannot perform the operation. 

For Example, 

We consider one file Test_File.sh and three users who belong to different groups. 

• User 1 has View permission  

• User 2 has Modify permission 

• User 3 has Execute permission 

 

➢ Case 1(User1): User 1 has view permission but does not have modify and execute 

permission. In the below screenshot we can see that when user1 performs the command 

cat Test_File.sh, it is able to view the content of the file. 

When user1 performs, ./Test_File.sh command to execute the script file, it gets Permission 

denied error as it does not have permission to execute. 

 
When User1 tries to modify it by writing “User1 Tryin to Modify….”, it will get the Error 

Permission Denied, as User1 doesn’t have permission to modify. 
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➢ Case2(User2): User 2 has permission to view and modify, but it does not have permission 

to execute. In the below screenshot we can see that User2 tries to modify the file by writing 

“------Modified by User2—----”, this successfully gets modified. And when User2 views the 

file using cat command, the modification done by it can be seen. 

When User2 performs, ./Test_File.sh command to execute the script file, it gets Permission 

denied error as it does not have permission to execute. 

 
 

➢ Case3(User3): User 3 has permission to view modify as well as execute the file. In the 

below screenshot we can see that User3 tries to modify the file by writing 

“------Modified by User3—----”, this successfully gets modified. And when User3 views the 

file using cat command, the modification done by it can be seen. 

When User3 performs, ./Test_File.sh command to execute the script file, it does not get 

Permission denied error as it has permission to execute. 

The highlighted section shows that when User3 tries to execute the file, it gets details of syntax 

error etc which means it is successfully able to execute the file. 
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d. Test Observation: 

➢ Case 1: Tester verifies users that are assigned to a role that is allowed to execute an 

operation can successfully execute the operation. 

➢ Case 2: Tester verifies users that are assigned to a role that is not allowed to execute 

an operation are prevented from executing the operation.  

  

e. Evidence Provided:  

A testing report which will consist of the following information:   

- Screenshot of the output of the terminal of the PC through which DUT logins.  

 

12. Test Case Result:  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_ROLE_BASED_ACCESS_CONTROL_POLICY   
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2.1.4 TSTP for Evaluation of user Authentication – Local /Remote 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.1.4 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 1: Access and Authorization 

2. <Security Requirement No & Name > 2.1.4 User Authentication – Local/Remote 

3. <Requirement Description: > The various user and machine accounts on a system shall be 

protected from misuse. To this end, an authentication attribute is typically used, which, 

when combined with the username, enables unambiguous authentication and identification 

of the authorized user. Authentication attributes include  

• Cryptographic keys  

• Token  

• Passwords  

This means that authentication based on a parameter that can be spoofed is not permitted. 

Exceptions are attributes that cannot be faked or spoofed by an attacker. Minimum two of the 

above Authentication attributes shall be mandatorily combined for protecting all the accounts 

from misuse. An exception to this requirement is local access and machine accounts where at 

least one authentication attribute shall be supported.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.2.1]  

Note: Local interface may not be applicable here for GVNP Models of Type 1& 2  

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 
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• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

Check OEM documentation to find all the supported remote connection protocol. Run NMAP or 

any port scanning tool to get running services and verify the version and conf. of the services:  

Command used: nmap –p- 172.18.0.8 -sC –sV (Ip address here is that of DUT) 
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List of Example Management Protocols used as per (NMAP and OEM Documentation): 

• SSH 

• RDP 

• And so on...  

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
a. For SSH 

command used: ssh –V (To get version information) 

 
(Screenshot of inside of known_hosts file that contains public key of tester used for 

authentication of tester) 

 
Command used: cat /etc/ssh/sshd.config (to get the configuration information) Verify that 

AuthenticationMethods is set to "publickey,password" (2FA) 
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b. Similarly check for other user databases for which user authentication is needed for 

Local Access/ Machine Accounts 

command used: sudo cat /etc/shadow (To get content of shadow file)

 
 

Verify that field after the username is not empty. It should have a hash value (for user accounts) 

or * or x (conventionally for machine accounts) (The mentioned configuration of machine 

accounts is for standard machine accounts of various services in linux. The configuration of 

machine accounts may vary according to the system and context.) 

 

6. Precondition: 

• All predefined accounts are identified in the documentation accompanying the Network 

Product. 

• Instructions of how to create new accounts are provided in the documentation 

accompanying the Network Product. 

• Instructions of how administrator user can view all existing accounts in the database are 

provided in the documentation accompanying the Network Product.  

➢ NOTE: No test is provided here for finding undocumented hard coded accounts as such 

tests may be impossible to define in a general way. 

 

7. Test Objective: To verify that minimum two of the above authentication attributes shall be 

mandatorily combined for protecting all the accounts from misuse and for local access and 

machine accounts, at least one authentication attribute shall be supported 

 

8. Test Plan: 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario for SSH 
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- This test scenario is regarding SSH Protocol (Additional Test scenarios based on the OEM 

document) 

8.1.2. Test Scenario for Local Access 

- This test scenario is regarding local access of user accounts 

8.2. Test Setup Diagram 

 
 

8.3. Tools Required NULL 

8.4. Test Execution Steps 

 
• Use the Tester device to access the DUT remotely using right credentials. (Case 1) 

• Use the Tester device to access the DUT remotely using wrong credentials.(Case 2) 

• Tester tries to access DUT locally using terminal access with correct credentials (Case 3) 

• Tester tries to access DUT locally using terminal access with incorrect credentials (Case 4) 

• Tester tries to access machine accounts in DUT using terminal access with correct 

credentials (Case 5) 

• Tester tries to access machine accounts in DUT using terminal access with incorrect 

credentials (Case 6) 

 

9. Expected Results for Pass: 

➢ Case 1: DUT is able to authenticate tester successfully, so Tester is allowed to access DUT. 

➢ Case 2: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access DUT. 

➢ Case 3: DUT is able to authenticate tester successfully, so Tester is allowed to access DUT. 

➢ Case 4: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access DUT. 

➢ Case 5: DUT is able to authenticate tester successfully, so Tester is allowed to access DUT. 

➢ Case 6: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access DUT. 

 

10. Expected Format of Evidence:-  Screenshot of Terminal 

 

11. Test Execution: 
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➢ Test Case Number: 1 

a. Test Case Name: TC_ACCOUNT_PROTECTION_PWD_KEY_1 

b. Test Case Description: Tester should be able to login in DUT if and only if correct 

password and cryptographic keys are used 

c. Execution Steps: 

- The tester tries to contact DUT using following commands (Case 1) 

• ssh  <hostname_DUT>@<DUT IP address> 

 
- In order to test the 2FA of DUT, the tester must input incorrect password while logging in 

the DUT. (Note that the valid key pair is present in the DUT (Case 2)) 

 
- The tester must generate a new pair of keys which will remove the original key pairs using 

following command (Case 2) 

• rm .ssh/id_rsa 

• rm .ssh/id_rsa.pub 

• ssh-add -D 

- And then generate new keys using 

• ssh-keygen 

- The tester tries to contact DUT using following commands 

• ssh <hostname_DUT>@<DUT IP address> 

 
d. Test Observations: 

➢ Case 1: DUT is able to authenticate tester successfully, so Tester is allowed to access 

DUT. 

➢ Case 2: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access DUT. 

e. Evidence Provided: Screenshot of Terminal 

➢ Test Case Number: 2 
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a. Test Case Name: TC_ACCOUNT_PROTECTION_PWD_KEY_2 

b. Test Case Description: Tester should be able to login in DUT if and only if correct 

password is used 

c. Execution Steps: 

- The tester tries to login into DUT using incorrect credentials (Case 4) 

- The tester tries to login into DUT using correct credentials (Case 3) 

d. Test Observations: 

➢ Case 3: DUT is able to authenticate tester successfully, so Tester is allowed to access 

DUT. 

➢ Case 4: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access DUT. 

e. Evidence Provided: Screenshot of Terminal 

➢ Test Case Number: 3 

a. Test Case Name:  TC_ACCOUNT_PROTECTION_PWD_KEY_3 

b. Test Case Description: Tester should be able to login in DUT machine accounts if and 

only if correct password is used 

c. Execution Steps: 

- The tester tries to login into DUT machine accounts using incorrect credentials (Case 5) 

- The tester tries to login into DUT machine accounts using correct credentials (Case 6) 

d. Test Observations: 

➢ Case 5: DUT is able to authenticate tester successfully, so Tester is allowed to access 

DUT machine accounts. 

➢ Case 6: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access DUT machine accounts. 

e. Evidence Provided: Screenshot of Terminal 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_ACCOUNT_PROTECTION_PWD_KEY_1   

2 TC_ACCOUNT_PROTECTION_PWD_KEY_2   

3 TC_ACCOUNT_PROTECTION_PWD_KEY_3   

(Tester has to execute the test in similar fashion for other databases) 
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2.1.5 TSTP For Remote login restrictions for privileged users  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.1.5 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router   
<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name> Section 1 – Access and Authorization 

2. <Security Requirement No & Name > 2.1.5 Remote login restrictions for privileged users 

3. <Requirement Description: >  Login to Network Product as root or equivalent highest 

privileged user shall be limited to the system console only. Root users will not be allowed to 

login to Network Product remotely. This remote root user access restriction is also 

applicable to application software’s / tools such as TeamViewer, desktop sharing which 

provide remote access to the Network Product. 

[Reference TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.3.2.6] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.)  

 
Command used: cat /etc/os-release (To get OS information)  

 

5. DUT Configuration:  
To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
 

To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  
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For SSH:   

command used: ssh –V (To get version information)  

 
Locate the line that starts with PermitRootLogin in the SSH server configuration file. By 

default, it is set to yes, allowing root login. Make sure this field is set to No. 

Ensure DenyGroups is set to the name of a high privilege group, for example: sudo(root 

privilege group) which will make sure that SSH login for all users belonging to the sudo group 

is denied.  

Similarly, and so on for other protocols used. 
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6. Preconditions: A document that describes the interfaces to the network product and how 

the tester can login to them remotely.  

 

7. Test Objective/ Purpose:  Verify that the root or equivalent highest privileged user will 

not be allowed to login to the system remotely.  

 

8. Test Plan: 

8.1 Number of Test Scenarios:  

8.1.1 Test Scenario for SSH:   

This test scenario is regarding SSH Management Protocol (Additional Test scenarios based on 

the OEM document)  
8.2 TestBed Diagram: 

 

8.3 Tools required:  
Command Line Interface of the DUT, ssh, snmp or other remote access protocols. 

8.4 Test Execution Step: 

1. The tester tries to remotely login to the network product using the credentials of the root 

or equivalent highest privileged user via the interfaces as described in the documentation. 

2. The tester tries to login to the network product using the credentials of the root or 

equivalent highest privileged user from the physical console of the system. 

 

9.  Expected Results:  

- The tester is not able to login to the system remotely using the root credentials. 

- The tester is able to login to the system from the physical console using the root credentials. 

10. Expected Format of Evidence: Evidence suitable for the interface, e.g. screenshot 

containing the operational results. 

 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_REMOTE_LOGIN_RESTRICTIONS_PRIVILEGED_USERS 
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b. Test Case Description:  Test Needs to be conducted that any privileged or root user 

should not be able to login over remote medium.  

c. Execution Steps: 

- Remote Login Test 

Attempt to remotely log in to the network product using the root or equivalent highest 

privileged user's credentials. Use the appropriate command based on the remote login 

method described in the documentation.  

Note: There can be many ways through which remote access can be performed like ssh, 

snmp, telnet, VNC (Virtual Network Computing), RDP (Remote Desktop Protocol) etc. 

Below steps are for ssh. 

In case of ssh, ssh root@<network_product_ip> 

If the login is successful, record a failure. If the login is unsuccessful and you receive an 

authentication error or connection refused. 

 

- Remote Login Test for Application such as Team Viewer 

Determine which specific applications or tools are installed on your system that enable 

desktop sharing and remote access. Common examples include TeamViewer, VNC 

(Virtual Network Computing), AnyDesk, Chrome Remote Desktop, etc. 

These applications have the option to disable remote access or desktop sharing, access 

its settings and disable the feature. This will prevent remote connections from being 

established. 

 

- Physical Console Login Test 

The tester attempts to log in to the network product using the credentials of the root or 

equivalent highest privileged user from the physical console of the system. Move to the 

physical console of the Linux system. Log in to the system using the root or equivalent 

highest privileged user's credentials. Enter the following command at the console 

prompt: su- Then provide the root user's password. 

If the login is successful, record a pass. 

If the login is unsuccessful and you receive an authentication error, record a failure. 

 

d. Test Observation: 

➢ Case 1: Root/Privileged User gets the access to the DUT on remote (Negative Testcase) 

The below figure is from the PC through which the root/privileged user tries to login to 

the DUT. After entering the password, the user gets access to the DUT. 
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➢ Case 2: Root/Privileged User does not get the access to the DUT on remote (Positive 

Testcase) The Below figure shows that the root user tries to connect remotely. Then a 

prompt to enter password appears after successfully establishing the connection. Then 

the permission denied message is popped up on the command line of the PC through 

which DUT is accessed remotely. 

 
  

e. Evidence Provided:  

A testing report which will consist of the following information:   

- Screenshot of the output of the terminal of the PC through which DUT logins.  

 

12. Test Case Result:  

  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_REMOTE_LOGIN_RESTRICTIONS_PRIVIL
EGED_USERS 

  

 

  



 

39 
 

 

2.1.6 TSTP Report for Evaluation of Authorization Policy 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.1.6 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 1 - Access & Authorization 

2. <Security Requirement No & Name > 2.1.6 Authorization policy 

3. <Requirement Description: > 

The authorizations for accounts and applications shall be reduced to the minimum required for 

the tasks they have to perform. Authorizations to a system shall be restricted to a level in which 

a user can only access data and use functions that he needs in the course of his work. Suitable 

authorizations shall also be assigned for access to files that are components of the operating 

system or of applications or that are generated by the same (e.g. configuration and logging 

files). Alongside access to data, execution of applications and components shall also take place 

with rights that are as low as possible. Applications should not be executed with administrator 

or system rights. 

[Reference: TSDSI STD T1.3GPP 33.117 -16.7.0 V.1.0.0.  Section 4.2.3.4.6.1] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 



 

41 
 

6. Preconditions: 

• The tester shall be provided access to the administrative account as well as other user 

accounts (for verifying access rights). 

• The Vendor/OEM must provide Documentation describing the steps to set the authorization 

policy for a particular user. 

 

7. Test Objective: Verify that authorization policy is in place and that data access and 

application execution in the system are according to the authorization policy. 

 

8. Test Plan: 

a. Test Setup Diagram: 

 
b. Tools Used: NULL   

c. Test Execution Steps: 

1. The tester must login into an account which has been given some specific privileges 

(RBAC as defined in Vendor documentation). 

2. The tester must perform the permitted operations on the respective file/directories. 

(Case 1) 

3. Then the tester must perform the non-permitted/denied operations on the respective 

file/directories. (Case 2) 

4. The tester must try to run an application with administrator/system rights (Case 3) 

 

9. Expected Result for Pass: The tester can perform operations on the data files/directories. 

(Case 1) 

• The tester is not allowed to perform operations on the data files/directories. (Case 2) 

• The application is not allowed to run with administrator/system rights. (Case 3) 

 

10. Expected Format of Evidence: Screenshot of terminal/GUI containing the outcome of the 

performed operations on the data & application executables. 

   

11. Test Execution: 

➢ Test Case Number: 1 

a. Test Case Name: TC_VERIFY_AUTH_POLICY 
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b. Test Case Description: Verify that the authorization policy is in place and that data access 

and application execution in the system are according to the authorization policy.  

c. Execution Steps: 

NOTE: The commands in the following description are considering Ubuntu 20.04 as the 

Operating System. The commands may vary for different Operating Systems. 

1. The tester must login into an account which has been given some specific privileges 

(RBAC as defined in Vendor documentation). Here, we consider a case wherein we have 

an account named siddhesh. 

The account has privileges set such that it is only allowed to read a file (say test2.txt) and 

is denied accessing a directory (say test_dir).  

 

 
2. The tester must perform the permitted operations on the respective file/directories. 

(Case 1) Here, user siddhesh is allowed to read the file test2.txt  

Read allowed: 

 
3. Then the tester must perform the non-permitted/denied operations on the respective 

file/directories. (Case 2) 

Here, user siddhesh is NOT allowed to modify/write into the file test2.txt and read 

contents of test_dir as we set the access rights accordingly 

Modification(write) Denied: 

 
    Reading contents of directory test_dir denied: 
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4. The tester must try to run an application with administrator/system rights (Case 3) 

Here the application test_app.py is not allowed to run with sudo(root/administrator) 

rights. 

 
d. Test Observations: 

• (Case 1) Tester verifies that the permitted operations on the particular file/directories are 

allowed. 

• (Case- 2) Tester verifies that the non-permitted/denied operations on the particular 

file/directories are denied. 

• (Case- 3) Tester verifies that the application is not allowed to run with 

administrator/system rights. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_VERIFY_AUTH_POLICY   
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2.1.7 TSTP for Evaluation of Unambiguous identification of the user & 
group accounts removal  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.1.7 
 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name:> Section 1: Access and Authorization  

2. <Security Requirement No & Name:> 2.1.7 Unambiguous identification of the user & 

group accounts removal 

3. <Requirement Description:> Users shall be identified unambiguously by the SMF. SMF 

shall support the assignment of individual accounts per user, where a user could be a person, 

or, for Machine Accounts, an application, or a system. SMF shall not enable the use of group 

accounts or group credentials or sharing of the same account between several users. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.1.2] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Configuration needed for setting one login at a time. This is done on 

Linux for the user “iith”. Using the command “sudo gedit /etc/security/limits.conf” we can 

check is this is set or not. 

 

 

Note: this is done for Linux distribution and will vary for different distributions. It should 

be provided in the documentation how the OEM has done this and how we can check this 

functionality. 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions: 

 All user and group data bases for names and credentials supported by the network product 

are identified in the documentation accompanying the network product.  

 The OEM document should provide the details of the password policy used. 

 All predefined accounts and groups are identified in the documentation accompanying the 

Network Product.  

 Instructions of how administrator users can add accounts, groups, and credentials to the 

database(s) are provided in the documentation accompanying the Network Product.  

 The operations manual describes OAM user and group concepts supported by the network 

product. 

 The tester should have sudo access. 

 

7. Test Objective: To ensure that all accounts are uniquely identifiable, and no group account 

is allowed. 
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8. Test Plan: 

8.1 Test Setup Diagram: 

 
8.2 Tools Used: Command line 

8.3 Test Execution Steps 

• All the preconditions should be met. 

• To check if all the accounts are unambiguously identified, we can check using this 

command: - 

awk -F: 'seen[$3]++ {print "Duplicate UID:", $3}' /etc/passwd 

 

9. Expected results for Pass: 

• Preconditions should meet. 

• All the user accounts should be uniquely identifiable. 

• Simultaneous login should not be allowed. 

 

Note1: All the databases should be checked for each of these requirements. The details 

of these databases should be present in the OEM documentation. 

 

 

 

10. Expected Format of Evidence: Screenshots showing there are no duplicate accounts 

present and there is no group account. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: 

TC_UNAMBIGOUS_IDENTIFICATION_OF_THE_USER_AND_GROUP_ACCOUNT_REMOVAL 

b. Test Case Description:   

To ensure that the accounts are identified unambiguously. 

c. Execution Steps: 

Success: Unambiguous identification of account 
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Failure 

 
Screenshots showing multiple attempts to login by same user is restricted. 

 
 

d. Test Observations: It should be ensured that the users are identified uniquely. 

 

12. Test Case Result: 

 

SL. No OUTCOME OF RUNNING THE SCRIPT 

(CASE 1/CASE2) 

PASS/FAIL Remarks 

1 TC_UNAMBIGOUS_IDENTIFICATION_OF_TH

E_USER_AND_GROUP_ACCOUNT_REMOVAL 
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2.2.1 TSTP for Evaluation of Authentication Policy  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.2.1 

 
Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 2: Authentication Attribute Management 

2. <Security Requirement No & Name > 2.2.1 Authentication Policy 

3. <Requirement Description: > 

The usage of a system function without successful authentication on basis of the user identity 

and at least two authentication attributes (e.g. password, certificate) shall be prevented. For 

machine accounts and local access one authentication attribute will be sufficient. System 

functions comprise, for example network services (like SSH, SFTP, Web services), local access 

via a management console, local usage of operating system and applications. This requirement 

shall also be applied to accounts that are only used for communication between 

systems.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.1.1]  

Note: The reference to ‘Local accesses and ‘Console’ may not be applicable here for GVNP 

Models of Type 1& 2  

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Check OEM documentation to find all the supported remote connection 

protocol. Run NMAP or any port scanning tool to get running services and verify the version 

and conf. of the services:  

Command used: nmap –p- 172.18.0.8 -sC –sV (Ip address here is that of DUT) 
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List of Example Management Protocols used as per (NMAP and OEM Documentation): 

• SSH 

• RDP 

• And so on...  

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Precondition: 

- The manufacturer shall supply the list of system functions which include network services, 

local access via a management console, local usage of operating system and applications. 

- The manufacturer shall supply the list of access entries for system functions. 

 

7. Test Objective: To ensure that system functions shall not be used without successful 

authentication and authorization. 

 

8. Test Plan: 

 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario for System Functions 

-  This test scenario is access of system functions with at least 2 authentication attributes. 
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8.1.2. Test Scenario for Local Access 

- This test scenario is regarding local access of user accounts 

8.1.3. Test Scenario for Machine Accounts 

- This test scenario is regarding machine accounts 

8.2. Test Setup Diagram  

 
 

8.3. Tools Required :- NULL 

 

8.4. Test Execution Steps 

• Use the Tester device to access the system functions in DUT using right credentials. (Case 1) 

• Use the Tester device to access the system functions in DUT using wrong credentials. (Case 

2) 

• Tester tries to access system functions in DUT locally using terminal access with correct 

credentials (Case 3) 

• Tester tries to access system functions in DUT locally using terminal access with incorrect 

credentials (Case 4) 

• Tester tries to access system functions in DUT locally with machine accounts with correct 

credentials (Case 5) 

• Tester tries to access system functions in DUT locally with machine accounts with incorrect 

credentials (Case 6) 

 

9. Expected Results for Pass: 

➢ Case 1: DUT is able to authenticate tester successfully, so Tester is allowed to access 

system functions in DUT. 

➢ Case 2: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access system functions in DUT. 

➢ Case 3: DUT is able to authenticate tester successfully, so Tester is allowed to access 

system functions in DUT. 

➢ Case 4: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access system functions in DUT. 

➢ Case 5: DUT is able to authenticate tester successfully, so Tester is allowed to access 

system functions in DUT. 
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➢ Case 6: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access system functions in DUT. 

 

10. Expected Format of Evidence:- Success message of login as per provided documentation 

 

11. Test Execution: 

 

➢ Test Case Number: 1 

a. Test Case Name: TC_SYS_FUN_USAGE_1 

b. Test Case Description: Tester should be able to access system functions only after getting 

authenticated  

c. Execution Steps: 

- The tester follows the instructions in OEM document to access the provided system 

functions using correct credentials (Case 1) 

- The tester follows the instructions in OEM document to access the provided system 

functions using incorrect credentials (Case 2) 

d. Test Observations: 

➢ Case 1: DUT is able to authenticate tester successfully, so Tester is allowed to access 

system functions in DUT. 

➢ Case 2: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access system functions in DUT. 

e. Evidence Provided: - Success message of login as per provided documentation 

 

➢ Test Case Number: 2 

a. Test Case Name: TC_SYS_FUN_USAGE_2 

b. Test Case Description: Tester should provide at least one authentication attribute for 

local access 

 

c. Execution Steps: 

- The tester follows the instructions in OEM document to access the provided system 

functions using correct credentials (Case 3) 

- The tester follows the instructions in OEM document to access the provided system 

functions using incorrect credentials (Case 4) 

d. Test Observations: 

➢ Case 3: DUT is able to authenticate tester successfully, so Tester is allowed to access 

system functions of DUT. 

➢ Case 4: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access system functions of DUT. 

e. Evidence Provided: - Success message of login as per provided documentation 
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➢ Test Case Number: 3 

a. Test Case Name: TC_SYS_FUN_USAGE_3 

b. Test Case Description: Tester should provide at least one authentication attribute for 

machine accounts 

c. Execution Steps: 

- The tester follows the instructions in OEM document to access the provided system 

functions using correct credentials (Case 5) 

- The tester follows the instructions in OEM document to access the provided system 

functions using incorrect credentials (Case 6) 

 

d. Test Observations: 

 

➢ Case 5: DUT is able to authenticate tester successfully, so Tester is allowed to access 

system functions of DUT. 

➢ Case 6: DUT is not able to authenticate tester successfully, so Tester is not allowed to 

access system functions of DUT. 

e. Evidence Provided:- Screenshot of Terminal 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_SYS_FUN_USAGE_1   

2 TC_SYS_FUN_USAGE_2   

3 TC_SYS_FUN_USAGE_3   

 

(Tester has to execute the test in similar fashion for other databases) 
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2.2.2 TSTP Report for Evaluation of Authentication Support – External  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.2.2 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

  

1. <ITSAR Section No & Name> Section 2: Authentication Attribute Management 

2. <Security Requirement No & Name >2.2.2 Authentication Support – External 

3. <Requirement Description: >  If the SMF supports external authentication mechanism 

such as AAA server (for authentication, authorization and accounting services, then the 

communication between SMF and the external authentication entity shall be protected using 

the authentication and related service protocols built strictly using the Secure cryptographic 

controls prescribed in Table1 of the latest document “Cryptographic Controls for Indian 

Telecom Security Assurance Requirements (ITSAR)” only. 

 

4. DUT Confirmation Details 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration:- Check OEM documentation to find all the tools used for deploying an 

external authentication mechanism. 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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a. For SSH with usage of FreeRadius as AAA Server 

Command used: dpkg -s libpam-radius-auth | grep Version (To get version information) 

 
Command used: dpkg -s radsecproxy | grep Version (To get version information) 

 
Command used: cat /etc/pam.d/sshd (To get configuration information) 

Verify that the standard UNIX authentication for sshd is disabled and RADIUS authentication is 

used 

 

 
Command used: cat /etc/radsecproxy.conf (To get configuration information) 

Verify that the certificates are situated as per the address provided by the configuration file 
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Also note the CipherList parameter in the configuration. If no such option exists, then consider 

the parameter as “DEFAULT” 

Command used: openssl ciphers -v <cipherlist_parameter> 

Verify that the cipher suits listed are as per the latest document “Cryptographic Controls For 

Indian Telecom Security Assurance Requirements (ITSAR)” only 

 
b. Similarly, and so on for other tools/protocols used. 

 

6. Preconditions 

- Documentation that lists the tools used for deploying the AAA server along with the method 

used to protect the data. 

- List of user credentials that can be used to login into the DUT using AAA authentication 

- IP address of the DUT should be provided, either automatically detected and assigned by 

OEM, or assigned manually by Tester 

- DUT contains valid certificates that are required for authentication with AAA server 

 

7. Test Objective: - To verify that the DUT communicates with AAA server using the 

authentication and related service protocols 

 

8. Test Plan: 

 

8.1. Number of Test Case Scenarios 

8.1.1. Test Scenario for SSH with usage of Free Radius as AAA Server 
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- This test scenario is when tester tries to login into the DUT using ssh and Free radius tool 

is used for having external authentication mechanism (Additional Test scenarios based 

on the OEM document) 

8.2.  Test Setup Diagram 

 
 

8.3. Tools Required: Wireshark, Open SS 

 

8.4. Test Execution Steps 

• Launch the Wireshark app on the bridge interface. 

• Try to login into the DUT device. 

• Capture the packets flowing between DUT and AAA Server 

 

9. Expected Results for Pass:- DUT communicates with AAA server for the authentication of 

the tester using the authentication and related service protocols 

 

10. Expected Format of Evidence: Screenshots of Wireshark and pcap file 

 

11. Test Execution 

➢ Test Case Number: 01 

a. Test Case Name: TC1_EXTERNAL_AUTH_SSH_FREERADIUS 

b. Test Case Description: Upon receving authentication request from tester, DUT should 

communicate with AAA server using the authentication and related service protocols 

c. Execution Steps: 

- Tester shall launch wireshark on the bridge interface to capture the packets between DUT 

and AAA server with appropriate filters 

- Tester shall then try to login into the DUT using following command 

• ssh  <hostname_DUT>@<DUT IP address> 

- Tester shall then stop capturing packets and observe the packets exachanged 

 
 



 

60 
 

d. Test Observations: 

- DUT communicates with AAA server using the authentication and related service protocols 

e. Evidence Provided 

- Screenshot of Wireshark capture and pcap file 

 

12. Test Case Result 

 

    SL No TEST CASE NAME    PASS/FAIL Remarks 

       1 TC1_EXTERNAL_AUTH_SSH_FREERADIUS   

 

(Tester has to execute the test in similar fashion for other protocols and tools) 
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2.2.3 TSTP for Protection against brute force and dictionary attacks  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.2.3 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 2: Authentication Attribute Management  

2. <Security Requirement No & Name > 2.2.3 Protection against brute force and dictionary 

attacks  

3. <Requirement Description: >  Protection against brute force and dictionary attacks that 

hinder authentication attribute guessing shall be implemented in SMF. Brute force and 

dictionary attacks aim to use automated guessing to ascertain authentication attribute for 

user and machine accounts. Various measures or a combination of the following measures 

can be taken to prevent this:  

i. Using the timer delay (this delay could be the same or increased depending on the 

operator's policy for each attempt) for each newly entered password input following an 

incorrect entry ("tar pit").  

ii. Blocking an account following a specified number of incorrect attempts. However, it has to 

be taken into account that this solution needs a process for unlocking and an attacker can 

force this to deactivate accounts and make them unusable.  

iii. Using an authentication attribute blacklist to prevent vulnerable passwords.  

iv. Using CAPTCHA to prevent automated attempts (often used for Web applications).  

v. Achieve higher security, two or more of the measures indicated above shall be mandatorily 

supported by SMF. An exception to this requirement is machine accounts.  

[Reference: TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.3.3] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  
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• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./system.out (Used in IITH testbed to get SMF version. Check with 

OEM manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: DUT should have a method to configure the timer delay following an 

incorrect password, blocking the account after specified number of incorrect attempts, 

authentication attribute blacklist, and captcha (for web applications). Here Linux is used for 

testing. All Linux distributions have Pluggable Authentication Module (PAM) for 

authentication.  Tester needs to check the DUT configuration as per the method used for 

configurations of timer delay, blocking accounts, blacklisting and CAPTCHA. 



 

63 
 

Command used: microstack.openstack --version (To find version information of microstack) 

 
To get the hash of OS image is using Virtual Machine 

Command used: sha256sum <path to OS image> (To get hash/digest of OS Image) 

 
To get the hash of OS if using Docker/Kubernetes 

Command used: docker images <image name> –digests (To get hash/digest of Container 

Image) 

 
The following commands are with respect to PAM module:  

To check if PAM is present: dpkg -l | grep libpam-modules 

 
To check the PAM version: ls –l /lib/*/libpam.so* 

 
Check installation of libpam-cracklib : dpkg -l | grep libpam-cracklib 

 
In the following DUT, programs SU, SSH, GDM, PASSWD are used as login and password 

changing mechanism respectively. However, the tester must check PAM-awareness of all the 

programs used as a login mechanism and for changing the password. 

To check if programs SSH, SU and PASSWD are PAM-aware:  

 

• sudo ldd /usr/sbin/sshd | grep libpam.so 

• sudo ldd /usr/bin/su | grep libpam.so 

• sudo ldd /usr/bin/passwd | grep libpam.so 

 
Note: Method may change based on operating system. 

PAM configurations according to different cases:  

➢ Case 1) DUT Configuration for testing timer delay. To check pam configuration files:  

cd /etc/pam.d/ls 



 

64 
 

 
Check the following configuration line in the common-auth file:  

auth requisite pam_faildelay.so delay = 9000000 

Note: Here the DUT is set to provide a delay of 9 seconds on an incorrect password entry done 

by programs SU, SSH, GDM. 

Use the command: cat /etc/pam.d/common-auth to verify the configuration information. 

 
➢ Case 2) DUT Configuration for testing locking of account on specified number of 

incorrect attempts:  

To check pam configuration files: cd /etc/pam.d/ls 

 
Check the following configuration line in the common-auth file:  

auth required pam_tally2.so onerr=fail deny=3 
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Note: Here the DUT is set to lock the account on specified number of incorrect attempts. This 

configuration is for same delay. Similarly, the configuration for increased delay should be 

checked as per the operator’s policy which should be provided in the OEM documentation. 

Use the command: nano /etc/pam.d/common-auth to verify the configuration information. 

 
➢ Case 3) DUT Configuration for testing authentication attribute blacklist support: 

Go to the pam directory: cd /etc/pam.d/ 

 
Check the following configuration line in the common-password file:  

password required pam_cracklib.so enforce_for_root 

dictpath=/var/cache/cracklib/cracklib_dict 

Use the command: cat /etc/pam.d/common-password to verify the configuration 

information. 
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Verify the last words present in the cracklib_dict using the command:  

tail /var/cache/cracklib/cracklib_dict 

 
➢ Case 4) For Apache httpd: 

Command used: httpd –v  (To get version information) 

 
 

6. Preconditions 

− At least one user account has been created as per manufacturer's instructions and the tester 

has valid credentials as an authorized user. In addition, all the user accounts to be tested, all 

the login mechanisms on all available interfaces shall be stated in the documentation. 

− Directions of how to configure timer delay expected after each newly entered password 

input following an incorrect entry and the default value of this timer delay are identified in 

the documentation accompanying the Network Product. It should also be stated in the 

document whether the delay is expected to be the same or increased after each incorrect 

attempt. 

− Directions of how to configure the blocking of an account following a specified number of 

incorrect attempts are identified in the documentation accompanying the Network Product. 

Also, a solution for unlocking the account must be stated as well. 
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− Directions of how to configure authentication attribute blacklist to prevent vulnerable 

passwords and at least one blacklisted as well as non-blacklisted password are identified in 

the documentation accompanying the Network Product. 

− Directions of how to configure the web interface with CAPTCHA feature to prevent the 

automated attempts is identified in the documentation accompanying the Network Product. 

CAPTCHA feature is optional, and test is done only if implemented.  

 

Note: Password management and blacklist configuration may be done in a separate node that 

is different to the node under test, e.g. a SSO server or any other central credential manager. 

 

7. Test Objective:- To ensure that the system uses two or more of the measures indicated 

below shall be mandatorily supported by SMF, to ensure that the system uses a mechanism 

with adequate protection against brute force and dictionary attacks to check whether 

system follows commonly used preventive measures which are mentioned below.:  

1. Using the timer delay after each incorrect password input. 

2. Blocking an account following a specified number of incorrect attempts. However, 

administrator has to keep in account that this solution needs a process for unlocking and 

an attacker can utilize this process to deactivate the accounts and make them unusable.  

3. Using a password blacklist to prevent vulnerable passwords. 

4. Using CAPTCHA to prevent automated attempts (often used for Web interface). 

 

8. Test Plan 

 

8.1. Number of Test Scenarios: 

8.1.1 Test Scenario for checking timer delay on each newly entered password following an 

incorrect entry. In this test case, we take an example of SSH, SU and GDM. 

Note: The tester needs to perform this test for all types of login mechanisms and 

accounts mentioned in the OEM document. 

8.1.2 Test Scenario for checking of blocking of an account following specified incorrect 

attempts and a solution for unlocking the locked account. In this test case, we take an 

example of SU. 

Note: The tester needs to perform this test for all types of login mechanisms and 

accounts mentioned in the OEM document. 

8.1.3 Test Scenario for checking of the blacklisting of password. In this test case, we take an 

example of PASSWD.  

Note: The tester needs to perform this test for all types of passwords changing 

mechanisms and accounts mentioned in the OEM document. 

8.1.4 Test Scenario for checking of CATPCHA. 

Note: The tester needs to perform this test for all types of web application login 

interfaces and accounts mentioned in the OEM document. 
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8.2. Test Bed Diagram 

 
 

8.3. Tools Required Linux CLI 

 

8.4. Test Execution Steps 

• Use the tester device to login into a user account with correct and incorrect password for 

each of the cases. 

• Ensure that DUT provides a timer delay before entering new password when an incorrect 

password is entered by the tester. (Case 1). The delay could be same or increased for each 

attempt depending on operators’ policy. 

• Ensure that the DUT blocks the account on specified number of incorrect attempts and a 

solution to unlock the locked account. (Case 2) 

• Ensure that the DUT blacklists the password entered by the tester which is belonging to 

DUT’s blacklist dictionary when the tester tries to change it. (Case 3) 

• Ensure that the DUT enforces Captcha verification. (Case 4) 

 

Note: Repeat the above steps for all the login mechanisms and accounts as per the OEM 

documentation.  

 

9. Expected Results for Pass: 

➢ Case 1: Tester should be able to login into DUT with the correct password. With an 

incorrect password, the tester must get a delay from the DUT before entering a new 

password. 

➢ Case 2: Tester should be able to login into DUT with the correct password. With an 

incorrect password, the account must be locked out by the DUT on specified number of 

incorrect attempts. 

➢ Case 3: Tester should be able to change the password of its account using a non-

blacklisted password. With an blacklisted password, the tester must not be able to 

change the password of its account by the DUT. 



 

69 
 

➢ Case 4:  Tester should be able to login with the correct CAPTCHA. On null captcha, the 

tester must not be allowed to login. 

 

10. Expected Format of Evidence: Screenshots of Terminal 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_PROTECT_AGAINST_BRUTE_FORCE_AND_DICTIONARY_ATTACKS 

b. Test Case Description: DUT should provide timer delay to the tester device for each newly 

entered password input following an incorrect entry. 

c. Execution Steps:     

− Check the default value of delay mentioned in precondition 2. 

− Case A) The tester tries to login to the user “test” using the following login commands and 

enters correct password. To test the timer delay not being provided by the DUT in case of 

correct passwords, enter the correct password. 

o For SSH: ssh test@192.168.122.231 

 
o For SU: su – test 

 
o For GDM:  Using the username “test” 

 

mailto:test@192.168.122.231
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− Case B) The tester tries to login to the user “test” using the following login commands and 

enters incorrect password. To test the timer delay of DUT, the tester must input with 

incorrect password. Note: This test should be carried out for the appropriate timer delay 

to be expected (same or increasing). 

o For SSH:  ssh test@192.168.122.231 

 

 
o For SU: 
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o For GDM:  

 

 
 

 

d. Test Observations:  

➢ Case A: Tester should not get a delay from DUT in case of correctly entered password in 

case of SSH, SU and GDM. 

➢ Case B: Tester should get a delay of 9 seconds from DUT to enter another password, 

following an incorrect password.  

 

e. Evidence Provided:- Screenshot of Terminal 

 

➢ Test Case Number: 02 

a. Test Case Name: TC2_PROTECT_AGAINST_BRUTE_FORCE_AND_DICTIONARY_ATTACKS 

b. Test Case Description: DUT should block the account if the tester device is exceeding 

incorrect login attempts. There should also be a mechanism for unlocking the locked 

account. 

c. Execution Steps: 

− Check the value of incorrect login attempts mentioned in precondition 3. 

− Case A) The tester tries to login to the user “test”.  To test the account locking not done 

by the DUT, enter a correct password. Check the log file of pam_tally2 to get the number 

of failed attempts for user “test” using the following command:   

sudo pam_tally2 –u test 
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o For SSH: ssh  test@192.168.122.231 

 

 
o For SU: su – test 

 

 
o For GDM:  Using the username “test” 

 

 

mailto:test@192.168.122.231
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− Case B) The tester tries to login to the user “test”.  To test the account locking done by the 

DUT, the tester must input with incorrect password. Check the log file of pam_tally2 to get 

the number of failed attempts for user “test” using the following command:  

sudo pam_tally2 –u test 

− The DUT should be able to clear the failed attempts to unlock the user using the following 

command:  

sudo pam_tally2 –u test –r 

o For SSH: ssh –l test@192.168.122.231 

 
Unlocking the” test” account as root user: 

 
o For SU: su – test  

 

mailto:test@192.168.122.231
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Note: The number of times the account is tried to login with incorrect password (without the 

account being locked) and the correct/incorrect attempts (with account being locked) updates 

the lock count. 

Unlocking the” test” account as root user:  

 
o For GDM:  Using the username “test” 

 

 
d. Test Observations: 

➢ Case A: Tester should be able to login with the correct password and the account must 

not be locked by the DUT. 

➢ Case B: Tester should be locked out after specified number of incorrect attempts by the 

DUT. 

e. Evidence Provided:- Screenshot of Terminal 

 

➢ Test Case Number: 03 

a. Test Case Name: TC3_PROTECT_AGAINST_BRUTE_FORCE_AND_DICTIONARY_ATTACKS 

b. Test Case Description: DUT should use an authentication attribute blacklist to prevent 

vulnerable passwords entered by the tester. 

c. Execution Steps: 

− The tester tries uses the following command to change the password for user “test”:  

sudo passwd test 
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− Case A) In order to test that a password not mentioned in this cracklib_dict is allowed by 

the DUT, enter a password which is not in this dictionary: “Password@123”. Note: The 

tester needs to use the non-blacklisted password given in OEM documentation. 

 

 
 

− Case B) In order to test that a password mentioned in this cracklib_dict is blacklisted by 

the DUT, enter a password which is in this dictionary: “zorn”. Note: The tester needs to 

use the blacklisted password given in OEM documentation. 

 
 

d. Test Observations: 

➢ Case A: Tester should be able to change the password of the user “test” successfully 

using the password “Password@123” which is not mentioned in the dictionary 

cracklib_dict. The tester should be able to change the password to a non-blacklisted 

password. 

➢ Case B: Tester should not be able to change the password of the user “test” successfully 

using the password “zorn” which is mentioned in the dictionary cracklib_dict. It should 

be blacklisted by the DUT with an appropriate error message. The tester should not be 

able to change the password to a blacklisted password. 

 

e. Evidence Provided:- Screenshot of Terminal 

 

➢ Test Case Number: 04 

a. Test Case Name: TC3_PROTECT_AGAINST_BRUTE_FORCE_AND_DICTIONARY_ATTACKS 

b. Test Case Description: DUT should use a CAPTCHA verification in case of Web 

Applications.  

c. Execution Steps: 

− Case A) User after entering valid credentials should also solve a CAPTCHA challenge 

which in this case is an image text CAPTCHA 
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− Case B) Users should not be allowed to login their accounts regardless of their credentials 

if CAPTCHA is not entered correctly or not entered at all.   

 
 

d. Test Observations: 

➢ Case A:  After the correct credentials are provided along with valid CAPTCHA, user 

should be able to log in successfully 

➢ Case B: Valid captcha is enforced on filling in null captcha. 
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e. Evidence Provided:- Screenshot of Terminal 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_PROTECT_AGAINST_BRUTE_FORCE_A
ND_DICTIONARY_ATTACKS 

  

2 TC2_PROTECT_AGAINST_BRUTE_FORCE_
AND_DICTIONARY_ATTACKS 

  

3 TC3_PROTECT_AGAINST_BRUTE_FORCE_
AND_DICTIONARY_ATTACKS 

  

4 TC4_PROTECT_AGAINST_BRUTE_FORCE_
AND_DICTIONARY_ATTACKS 

  

  

(Tester has to execute the tests for other login mechanisms and user accounts mentioned in the 

OEM document) 
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2.2.4 TSTP Report for Evaluation for Enforcement of Strong Password 
under 5G ITSAR  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.2.4 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >    

<ITSAR Version No:>   

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name> Section 2: Authentication Attribute Management 

2. <Security Requirement No & Name > 2.2.4 Enforce Strong Password 

3. <Requirement Description: > 

a) The configuration setting shall be such that SMF shall only accept passwords that comply 

with the following complexity criteria:  

i. Absolute minimum length of 8 characters (shorter lengths shall be rejected by the SMF). 

It shall not be possible setting this absolute minimum length to a lower value by 

configuration. 

ii. Password shall mandatorily comprise all the following four categories of characters: - at 

least 1 uppercase character (A-Z) - at least 1 lowercase character (a-z) - at least 1 digit (0-

9) - at least 1 special character (e.g. @;!$.) 

b)  The minimum length of characters in the passwords and the set of allowable special 

characters shall be configurable by the operator. The special characters may be categorized 

in sets according to their Unicode category. 

c)  If a central system is used for user authentication password policy, then additional 

assurance shall be provided that the central system enforces the same password 

complexity rules as laid down for the local system in this sub-clause.  

d) If a central system is not used for user authentication, the assurance on password 

complexity rules shall be performed on the SMF.  

e) When a user is changing a password or entering a new password, SMF /central system 

checks and ensures that it meets the password requirements. Above requirements shall be 

applicable for all passwords used (e.g. application-level, OS-level, etc.). Password shall not 

be stored in clear text in the system; passwords shall be salted and hashed.  
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[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.3.1] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
DUT should have a method to configure the password settings. Here Linux is used for testing. 

All Linux distributions have Pluggable Authentication Module (PAM) for authentication. 

Check the configuration at /etc/security/pwquality.conf 

 
The special characters may be configured in sets according to their Unicode category in the 

same file. 

 
Check that password shall not be stored in clear text in the system; passwords shall be salted 

and hashed. 
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6. Preconditions: 

- Tester has rights to create user account. 

- Tester has Sudo rights. 

 

7. Test Objective:   To verify that password structure adheres to the password complexity 

criteria. To verify that password structure is configurable as per the complexity criteria. 

 

8. Test Plan: 

 

8.1 Number of Test Case Scenarios:  1 

8.1.1 Test scenario for PAM.   

This test scenario is when the DUT uses Pluggable Authentication Module (PAM) to 

manage authentication and access control. 

8.1.2 Test scenarios for other cases. 

Any other authentication method based on the OS being used.  

8.2 Tools Used:  Command line  

8.3  Test Execution Steps: 

 

➢ Test Case 1 

1. The tester logs into Network Product application using admin account. 

2. The tester creates user A following the password complexity criteria. 

3. The tester logs in as user A and attempts to change their password which contains 

characters from all four categories mentioned in the password complexity criteria. 

 

➢ Test Case 2 

1. The tester logins with privileged account. 

2. The tester modifies password structure policy on the network product by 

strengthening the policy (e.g., changing the minimum password length to 8+x, 

changing the minimum number of character Unicode categories to 4). 

3. The tester logs in as user A and attempts to change their password to a password with 

a strength of less than that permitted by the policy strengthened in step 2 above. 
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9.  Expected Results for Pass:  Tester can change password only if new password fulfils the 

password complexity criteria 

 

10. Expected Format of Evidence:  Evidence suitable for the interface, e.g. screenshot 

containing the operation result or report in text form. 

 

11. Test Execution:  

a. Test Case Number: 01  

b. Test Case Name: TC_ENFORCE_STRONG_PASSWORD  

c. Test Case Description: Test needs to be performed to check the complexity of the 

password. 

 

d. Execution Steps: 

➢ Case 1 - The tester logs in as user A and attempts to change their password which 

contains characters from all four categories mentioned in the password complexity 

criteria. 

 
➢ Case 2 - Changing the password policy using privileged account & entering a 

password that does not satisfy the newly updated password policy: 

 
e. Test Observations:  

Testers can change passwords only if the new password fulfils the password complexity 

criteria. 

 

12. Test Result:  

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_ENFORCE_STRONG_PASSWORD   
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2.2.5 TSTP For Inactive Session timeout under 5G ITSAR 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.2.5 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

  

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name> Section 2 – Authentication Attribute Management 

2. <Security Requirement No & Name > 2.2.5 Inactive Session Timeout 

3. <Requirement Description: >  

An OAM user interactive session shall be terminated automatically after a specified period of 

inactivity. It shall be possible to configure an inactivity time-out period. SMF shall monitor 

inactive sessions of administrative login users and initiate session locking mechanism based on 

user configurable timers. Unlocking the session shall be permissible only by authentication. If 

the inactivity period further continues for a defined period, Session /user ID time out must 

occur after this inactivity. The timer values can be admin configurable as per requirement, 

normally set between 2 to 5 minutes.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.5.2]  

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.)  

 
Command used: cat /etc/os-release (To get OS information)  

 
 

 

  

5. DUT Configuration:  

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  
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To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  

 
In Linux, For checking Inactivity Time Period Configuration: 

Command used: gsettings get org.gnome.desktop.session idle-delay 

 
Here, the command gives 300, which session will be auto logged out after the user remains 

inactive for 300 seconds. 

To set the inactive time use below command 

 gsettings set org.gnome.desktop.session idle-delay <time in seconds> 

For setting Inactivity Timeout Period for Remote Session, 

Locate the configuration file for the session management. This may vary depending on the 

Linux distribution. 

Common files include /etc/profile, ~/.bashrc, or /etc/bash.bashrc. 

Open the configuration file using a text editor such as nano or vi. 

Check whether the desired timeout duration is set. 

In the below screenshot, the timeout is set to 100 seconds. This makes the user logout 

automatically after an inactivity of 100 seconds.  

 
For SSH:   

command used: ssh –V (To get version information)  
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Similarly for other remote connection protocols. 

6. Preconditions: 

- The tester has privileges to create an OAM user interactive session. 

- The tester has privileges to configure the inactivity time-out period for user interactive 

sessions. 

7. Test Objective/ Purpose: - To ensure an OAM user interactive session shall be terminated 

at inactivity timeout. 

 

8. Test Plan: 

8.1 Number of Test Scenarios:  

8.1.1 Test Scenario for Local Login:   

This test scenario is regarding local login.Check for session termination for console 

access.  

 

8.1.2 Test Scenario for Remote Login:   

This test scenario is regarding remote login.Check for remote session termination. 

8.2 TestBed Diagram: 

 

8.3 Tools required:- Command Line Interface of the DUT, ssh, snmp or other remote access 

protocols. 

8.4 Test Execution Step: 

1. The tester creates an OAM user A interaction session. 

2. The tester configures the inactivity time-out period for user A to x minute, for example 1 

minute. 

3. The tester does not make any actions on the network production in x minutes. After that, 

the tester checks whether OAM user A interaction session has been terminated 

automatically 

9.   Expected Results:  OAM user A interaction session has been terminated automatically 

after x minute. 
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10. Expected Format of Evidence: Evidence suitable for the interface, e.g. screenshot 

containing the operational results. 

 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_INACTIVE_SESSION_TIMEOUT 

b. Test Case Description:  Test Needs to be conducted to ensure an OAM user interactive 

session shall be terminated at inactivity timeout. 

c. Execution Steps: 

- Login via console using the privilege user credentials. 

- Wait for the Inactivity time-out period configured. 

- Check whether the user is auto logged out after being inactive more than configured time. 

d. Test Observation: 

➢ Case 1: Session Terminated automatically after configured time (Positive 

Testcase) 

If the user remains inactive for more than configured time, it will be auto logged out.  

           

➢ Test Case Number: 02 

a. Test Case Name: TC2_INACTIVE_SESSION_TIMEOUT 

b. Test Case Description:  Test Needs to be conducted to ensure an OAM remote interactive 

session shall be terminated at inactivity timeout. 

c. Execution Steps: 

- Login remotely via console using the privilege user credentials. 

- Assign an Inactivity period for remote sessions. 

- Wait for Inactivity time-out period configured for remote session. 

- Check for remote session termination. 

d. Test Observation: 

➢ Case 1: Remote Session Terminated automatically after configured time (Positive 

Testcase) 

The below screenshot shows that if a remote user remains inactive for configured time 

duration, then it will be automatically logged out giving the time out message. 

  
e. Evidence Provided:  
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A testing report which will consist of the following information:   

• Screenshot of the output of the terminal of the PC through which DUT logins.  

 

12. Test Case Result:  

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_INACTIVE_SESSION_TIMEOUT 

TC2_INACTIVE_SESSION_TIMEOUT 
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2.2.6 TSTP for Evaluation of Password Changes  

 
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.1.6 

 
Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 2: Authentication Attribute Management 

2. <Security Requirement No & Name > 2.2.6 Password Changes  

3. <Requirement Description: >If a password is used as an authentication attribute, then the 

system shall offer a function that enables a user to change his password at any time. When 

an external centralized system for user authentication is used, it should be possible to 

implement this function on this system.  Password change shall be enforced after initial 

login. SMF shall enforce password change based on password management policy. In 

particular, the system shall enforce password expiry. SMF shall support a configurable 

period for expiry of passwords. Previously used passwords shall not be allowed up to a 

certain number (Password History).  

The number of disallowed previously used passwords shall be:  

• Configurable;  

• Greater than 0; 

• And its minimum value shall be 3. This means that the SMF shall store at least the three 

previously set passwords. The maximum number of passwords that the SMF can store for 

each user is up to the manufacturer. When a password is about to expire, a password expiry 

notification shall be provided to the user.  

Above requirements shall be applicable for all passwords used (e.g. application level, OS level, 

etc.). An exception to this requirement is machine accounts. SMF to have in-built mechanism to 

support this requirement. If a central system is used for user authentication password policy, 

then additional assurance shall be provided that the central system enforces the same 

password change policies as laid down for the local system in this subclause. And if a central 



 

90 
 

system is not used for user authentication, the assurance on password changes rules shall be 

performed on the SMF.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.3.2]   

   

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./system.out (Used in IITH testbed to get SYSTEM version. Check 

with OEM manufacturer document for command specific to your SYSTEM) 

Here we are assuming DUT to be SYSTEM, but this test must be conducted for each 

network function.) 

 
Command used: cat /etc/os-release (To get OS information) 
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5. DUT Configuration: 

 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SYSTEM_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

a) For Linux and PAM module 

command used:  sudo nano /etc/shadow (To get shadow file) 

 
Here 6 will provide the number of days before password is to expire that user is warned that 

his/her password must be changed 

command used:  sudo nano /etc/pam.d/common-password (To get configuration file) 

 
Verify that the number of passwords to remember are configurable 

 

b) Similarly for other tools used 

 

6. Preconditions: 

- Tester has account with username and password in the network product. 
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- Network product vendor will provide documentation for password management policy 

which should include details on how to change the password, configure password expiry 

rule and disallowing specified number of previously used passwords. 

- The network product vendor shall supply information on how many passwords the network 

product can store for each user in the password history. 

- The tester has privilege to modify the number of disallowed previously used password. 

 

7. Test Objective: 

- To check whether the network product is provisioned with the functionality that enables its 

user to change the password at any time.  

- The network product enforces password change after initial login. -  

- To verify whether it has password expiry rule.  

- The network product is configured to disallow specified number of previously used 

passwords (Password History). 

- To verify the new password adheres to the password management policy (no password from 

password policy shall be set) 

 

8. Test Plan: 

 

8.1. Number of Test Scenarios 

8.1.1. Test Case for Initial Login 

- Test Scenario to test if a new user is prompted to change the password during initial login 

8.1.2. Test Case for Password Change 

- Test Scenario to test if user can change their password anytime 

8.1.3. Test Case for Password Expiry 

- Test Scenario to test if it is possible to prompt user with a warning before their password 

gets expired 

8.1.4. Test Case for Disallowed Passwords 

- Test Scenario to test if it possible to configure the number of disallowed passwords and 

verify if user adheres to it. (Additionally perform the above tests for external centralized 

system if external authentication mechansim is provided) 

8.2.  Testbed Diagram 
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8.3. Tools Required: NULL 

8.4. Test Execution Steps: 

• Tester creates a new user and then tries to login as the new user (Case 1) 

• Tester changes the password of the account again (Case 2) 

• Tester logs into the DUT and verfies that a warning notification is visible (Case 3) 

• Tester logs into the DUT and tries to change the password to some old password (Case 4) 

 

9. Expected Results for Pass:  

 

➢ Case 1: User is enforced to change their password 

➢ Case 2: User is able to change their password 

➢ Case 3: User receives a warning notification as soon as they log into the DUT 

➢ Case 4: User is not able to change their password to previously used passwords 

 

10. Expected Format of Evidence:- Screenshots of Terminal 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_PASSWORD_CHANGES_1 

b. Test Case Description: Test Scenario to test if a new user is prompted to change the 

password during initial login 

c. Execution Steps: 

- Tester creates a new user according to the documentation provided by the OEM 

- Tester then shall login into the newly created account 

d. Test Observation: 

(Case 1) User is enforced to change their password 

e. Evidence Provided:- Screenshot of Terminal 

 

➢ Test Case Number: 02 

a. Test Case Name: TC_PASSWORD_CHANGES_2 

b. Test Case Description: Tester changes the password of the account again to check if user 

can change their password anytime 

c. Execution Steps: 

- Tester logs into the DUT and then tries to change their password using following command. 

• passwd <account_name> 
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d. Test Observation: (Case 2) User is able to change their password 

 

e. Evidence Provided:- Screenshot of Terminal 

 

➢ Test Case Number: 03 

a. Test Case Name: TC_PASSWORD_CHANGES_3 

b. Test Case Description: Test Scenario to test if it is possible to prompt user with a warning 

before their password gets expired 

c. Execution Steps: 

- Tester logs in as a privileged user and then adds password expiration date within coming 

n days (say10 days) and set warning to be notified to the user for atleast final n+1 days (say 

11 days) before expiration 

• sudo chage -M <days> -W <days> <account_name> (eg. sudo chage -M 10 -W 11 iith)  

- The tester logs out and logs into the DUT as the user whose expiration notification was 

generated 

- The tester verfies that a warning notification is visible 

 
d. Test Observations: (Case 3): User receives a warning notification as soon as they log into 

the DUT 

e. Evidence Provided:- Screenshot of Terminal 

 

➢ Test Case Number: 04 

a. Test Case Name: TC_PASSWORD_CHANGES_4 

b. Test Case Description: Test Scenario to test if it possible to configure the number of 

disallowed passwords and verify if user adheres to it. 

c. Execution Steps: 

- Tester logs into the DUT and tries to change the password to some new password using 

following command. We will call this password as pass1 

• passwd <account_name> 

 
- Tester changes their password again twice to some pass2 and pass3 using the above 

command 
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- Now try to change the password again to pass1 

 
d. Test Observations: 

(Case 4): User is not able to change their password to previously used passwords 

e. Evidence Provided:- Screenshot of Terminal 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL REMARKS 

1 TC_PASSWORD_CHANGES_1   

2 TC_PASSWORD_CHANGES_2   

3 TC_PASSWORD_CHANGES_3   

4 TC_PASSWORD_CHANGES_4   

 

( Tester has to execute the test in similar fashion for other tools) 
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2.2.7 TSTP Report for Evaluation of Protected Authentication feedback 
(2.2.7 of CSR) 

 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.2.7 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

  

1. <ITSAR Section No & Name>2: Authentication Attribute Management 

2. <Security Requirement No & Name >2.2.7 Protected Authentication feedback  

3. <Requirement Description: >  

The Authentication attribute shall not be displayed in such a way that it could be seen and 

misused by a casual local observer. Typically, the individual characters of the password are 

replaced by a character such as "*".  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.3.4] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Check the Operating system and its version for the DUT to know the 

commands for setting access permissions for data and application execution.  

• To get the hash of configuration file if the file is a ASCII text file. 

• Command - sha256sum DUT_config.conf 

• Digest Hash of Tested Configuration:  

• DUT_config.conf: 

 - 19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8  

 

• To get the hash of OS if using docker  

• Command - docker images --digests  

• Digest Hash of OS: 

• DUT_IMAGE: -

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a 

1)  visudo file in DUT can be configured as follows to see ‘*’ while typing password in linux. 
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Using this, while writing sudo command ‘*’ will be displayed. For su command, linux does not 

support password visibility to be turned on.  

2) For the GNOME - display manager 

Run the following command to disable the password reveal option: 

gsettings set org.gnome.desktop.interface password-reveal-enabled false 

 

6.  Pre-Conditions: -  

• Tester already has account or has right to create account with username and password in 

the network product. 

• List of all interfaces that requires user login. Check for all the interfaces that requires login 

using password. 

 

7.  Test Objective: - To verify that the given password is not visible to the casual local observer. 

 

8.   Test Plan: 

8.1 Number of Test Scenarios: 1 

8.2 Tools required: Login interface of DUT 

8.3 Test Execution Steps 

1. The network product will display the login screen. 

2. The tester enters the username. 

3. The tester enters the password. 

 

9.  Expected Results for Pass: 

Case 1: Tester is not able to view password while typing. 

 

10. Expected Format of Evidence: Screenshots of the terminal. 

 

11. Test Execution: 

a. Test Case Number: 1 

b. Test Case Name: TC_PROTECTED_AUTHENTICATION_FEEDBACK 

c. Test Case Description: Tester tries to login into a user account. While entering the 

password, it should not be displayed in such a way that it could be seen and misused by a 

casual local observer.  

d. Tools Used:  login interface of DUT 

e. Execution Steps:  

o Check that all pre-conditions are met. 

o Login with your username. 

o Give a password. 

f. Test Observations: The individual characters of the password are replaced by a 

character such as "*" or empty space. 
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g. Evidence Provided: 

 

 
So, the test case is passed as we can see that password is being displayed as ‘*’ or empty space. 

For Display manager, eye option is no longer present to view the password. 

 
      

12.  Test Case Result: 

 

  SL. No TEST CASE NAME  PASS/FAIL Remarks 

1 TC_PROTECTED_AUTHENTICATION_FEEDBACK   
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2.2.8 TSTP for Evaluation of Removal of predefined or default 
authentication attributes  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.2.8  

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list:  

 

1. ITSAR Section No & Name: Section 2: Authentication Attribute Management  

2. Security Requirement No & Name: 2.2.8 Removal of predefined or default authentication 

attributes  

3. Requirement Description:  Predefined or default authentication attributes shall be deleted 

or disabled. Normally, authentication attributes such as password or cryptographic keys will 

be preconfigured from producer, OEM or developer of a system. Such authentication 

attributes shall be changed by automatically forcing a user to change it on 1st time login to 

the system or the OEM provides instructions on how to manually change it.  

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.2.3] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 



 

101 
 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 



 

102 
 

 
 

6. Preconditions: 

• Instructions of how administrator user can view all existing accounts in the database are 

provided in the documentation accompanying the Network Product. 

• All predefined accounts and their respective predefined or default passwords are identified 

in the documentation accompanying the Network Product. 

• The location of keys will be provided in the documentation. 

• Also, the commands for changing password and keys will be provided by the OEM. 

7. Test objective: To ensure that predefined or default authentication attributes are deleted 

or disabled as defined 

 

8. Test Plan: 

8.1 Test Setup Diagram: 

 
 

8.2 Tools Used: Command line 

 

8.3 Test Execution Steps 

• Check in documentation of the existence of any documented predefined account and what is 

the login password or if any cryptographic key for such accounts is preinstalled. 

• Check for the location of the predefined password and keys from the OEM documentation. 

• Follow the procedures given in the OEM document to remove the password and keys. 

9. Expected Results for Pass: 

• When login is attempted to any predefined account the user is automatically forced to 

change login password at first time login to the system. 

• If there is no automatic password change enforced, then recommendation and clear 

instructions of how to manually change the password or how to create and reinstall a new 

cryptographic key exist in the documentation. 
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10.  Expected Format of Evidence: 

Evidence can be presented in the form of screenshot/screen-capture on how the network 

product prompts for password change at first login. Also extracts from product documentation 

with clear instructions of how to change any default password or cryptographic key. 

 

11. Test Execution: 

a. Test Case Number: 01  

b. Test Case Name: 

TC1_REMOVAL_OF_PREDEFINED_OR_DEFAULT_AUTHENTICATION_ATTRIBUTES  

c. Test Case Description:   

Default attributes like password and keys should be deleted for first access of the user.  

d. Execution Steps:  

The tester needs to check the documentation provided by the OEM and execute the procedure 

given. 

Note: - the test execution steps will be different for different implementations. It should be 

provided by the OEM, what are the steps to change the password and where are the keys stored 

in the system. 

e. Test Observations:  

• Case 1 (Success case): when the user logins for the first time, if prompt is shown to change 

the password and/or reinstall the key. 

• Case 2 (Failure case): when this functionality is not there, there needs to be 

documentation providing to manually change the password and/or to reinstall the key by 

OEM. 

f. Evidence Provided:  Screenshot on how the network product prompts for password and 

cryptographic key change at first login 

 

12. Test Case Result: 

SL. No OUTCOME OF RUNNING THE SCRIPT PASS/FAIL Remarks 

1 
TC1_REMOVAL_OF_PREDEFINED_OR_DEFA

ULT_AUTHENTICATION_ATTRIBUTES 
  

 

  



 

104 
 

2.2.9 TSTP for Evaluation of Logout function  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.2.9  

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. ITSAR Section No & Name: Section 2: Authentication Attribute Management  

2. Security Requirement No & Name: 2.2.9 Logout function  

3. Requirement Description:  

The system shall have a function that allows a signed-in user to logout at any time. All processes 

under the logged-in user ID shall be terminated on logout.The network product shall be able to 

continue to operate without interactive sessions. Only for debugging purposes, processes 

under a logged-in user ID may be allowed to continue to run after detaching the interactive 

session.  

[Reference: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.5.1] 

 

4. DUT Confirmation Details: 

• Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

We have used screen utility for debugging purpose. To check if it is there in DUT, check with 

the command: - screen –v 

 
 

Note: - For debugging purpose vendor should provide what is the utility they have 

implemented (Tester may obtain information from the vendor implementation provided in the 

documentation) 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions: 

• The manufacturer shall declare that it has a function that allows a signed in user to logout at 

any time. 

• The tester has privileges to create a new account or use an existing account. 

• The tester should have root access of DUT. 

 

7. Test Objective: To ensure a signed in user can logout at any time 

 

8. Test Plan: 

8.1 Test Setup Diagram: 

 
 

8.2 Tools Used: 

 

8.3 Test Execution Steps:  

• All the preconditions should meet. 

• The tester should login to the network product. 

• The tester creates a new account and logs in. 

• Check the processes running for this user using the command: -   

o ps -u <username> | wc -l 

• Any time after login the tester logout of the DUT, all the running processes should be 

deleted. 

• After logout again check what is the process count using the same command. 

• For debugging case: - 
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o We can use screen for this. 

o Start a screen using the command: - screen 

o Now login in this screen, start some process and logout of the account not screen. 

o Check for the process count. 

 

9. Expected Results for Pass: The tester can use a new account or an existing account to log 

into network product and logout network product after x minutes. 

 

10. Expected Format of Evidence: Screenshots for the configurations used and for the results 

if the testcase passed or not. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_PROTECTING_SESSION_LOGOUT 

b. Test Case Description:  To ensure a signed in user can logout at any time 

c. Execution steps: 

 

Note: - Please note that the actual steps and methods for checking these functionalities may 

vary depending on the specific system, software, or network product you are working with. It 

is essential to refer to the system documentation or consult with the development team for 

guidance on accessing and testing these features accurately. 

▪ Check all the preconditions are met. 

▪ The tester creates a new account. 

▪ The tester tries to create a new account to login to SMF or uses existing account. 

▪ After x minutes the tester tries to logout network product. (This x can be set by the 

tester.) 

 

d. Test Observations: 

Checking for the number of processes for the logged in user, using the command – ps –u iith | 

wc -l. 

 

 
Checking for the number of processes after logout, using the command – ps –u iith | wc -l. 
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For debugging purpose, logging with screen 

 
Even after logout the process is still there 

 
 

12. Test Case Result: 

 

SL. No OUTCOME OF RUNNING THE SCRIPT 

(CASE 1/CASE2) 

PASS/FAIL Remarks 

1 TC1_PROTECTING_SESSION_LOGOUT   
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2.2.10 TSTP Report for Evaluation of Policy regarding consecutive failed 
login attempts  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.2.10  

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 2: Authentication Attribute Management  

2. <Security Requirement No & Name > 2.2.10 Policy regarding consecutive failed login 

attempts   

3. <Requirement Description: > 

a) The maximum permissible number of consecutive failed user account login attempts 

should be configurable by the operator. The definition of the default value set at 

manufacturing time for the maximum number of failed user account login attempts shall 

be less than or equal to 8, typically 5. After the maximum permissible number of 

consecutive failed user account login attempts is exceeded by a user, there shall be a block 

delay in allowing the user to attempt login again. This block delay and the capability to set 

the period of the block delay, e.g., double the delay, or 5 minutes delay, or 10 minutes delay, 

after each login failure should be configurable by the operator. The default value set at 

manufacturing time for this delay shall be greater than or equal to 5 sec. 

b) If supported, infinite (permanent) locking of an account that has exceeded the maximum 

permissible number of consecutive failed user account login attempts should also be 

possible via configuration, with the exception of administrative accounts, which shall get 

only temporarily locked. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.4.5]  

 

4. DUT Confirmation Details: 

• Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 
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• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

 

Check the OEM documentation to find all the login mechanisms.  

Check the Operating system and its version for the DUT to know the commands for setting 

access permissions for data and application execution.  

• To get the hash of configuration file if the file is a ASCII text file. 

• Command - sha256sum DUT_config.conf 

• Digest Hash of Tested Configuration:  
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• DUT_config.conf:- 

19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8  

• To get the hash of OS if using docker  

• Command - docker images --digests   

• Digest Hash of OS:  

• DUT_IMAGE: -

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a 

Most modern Unix-like operating systems include PAM or have similar authentication 

mechanisms that provide similar capabilities. In this TSTP PAM has been used, if there is any 

other authentication mechanisms present in DUT, that should be used. 

DUT should have a method to configure the maximum permissible login attempts.  All 

Linux distributions have Pluggable Authentication Module (PAM) for authentication. 

If PAM is present, add and verify that the user “test” is added. 

 
Method may change based on the operating system. 

 

6. Preconditions 

- At least one user account has been created as per manufacturer's   instructions. 

- Directions of how to configure the maximum permissible number of consecutive failed user 

account login attempts and the default value of this number are identified in the 

documentation accompanying the Network Product. Default value shall be stated as well. 

- Directions on how to configure the block delay in allowing a user to attempt to login again 

when the number of failed login attempts has exceeded the maximum number are 

identified in the documentation accompanying the Network Product. Default value of the 

delay shall be stated as well. 

- Directions of how to optionally configure permanent locking for non-administrative 

accounts shall be stated as well. 

 

7. Test Objective:  To ensure that the policy regarding failed login attempts is adhered to. 

 

8. Test Plan: 

 

8.1 Number of Test Scenarios: 1 

8.1.1 Test scenario for PAM. 

This test scenario is when the DUT uses Pluggable Authentication Module (PAM) to 

manage authentication and access control. 

8.2 Tools required: Linux CLI 
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8.3 Execution steps: As per the test case. 

 

9. Expected Results for pass:  

• User is blocked for a given amount of time, if they enter incorrect password for maximum 

number of times(configurable). 

• If supported, non-admin users can also be permanently blocked after given number of   

incorrect attempts. 

 

10. Expected form of evidence: Screenshots of Terminal 

 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_FAILED_LOGIN_ATTEMPTS 

b. Test Case Description:  

The tester checks default values, performs consecutive failed login attempts, and 

attempts an extra login beyond the maximum attempts. Subsequently, they test successful 

logins within and beyond the specified delay duration. The objective is to ensure proper 

account lockout behaviour and access control in the Linux environment. 

c. Test Execution: The accredited evaluator's test lab is required to execute the  following 

steps: 

1) Check default values from precondition 2 and 3. 

2) Perform consecutive failed login attempts for the user account until the default 

maximum number of precondition 2 is reached. 

3) Attempt again one extra login, which fails again. 

4) Attempt one extra login in less time than the default for the delay of precondition 3, 

using the correct credentials. 

5) Attempt one extra login in more time than the default for the delay of precondition 3, 

using the correct credentials. 

d. Test Observations:  

1. Default values from preconditions 2 and 3 are in accordance with the requirement. 
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Add the ‘auth [default=die] pam_faillock.so authsucc deny=3 unlock_time=1 fail_interval=900’ 

in lightdm file. 

2.  In execution step 4, the login attempt shall be rejected in all cases. 
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3. In execution step 5, the login attempt shall be accepted, it is verified that the user can 

login only at the last login attempt. 

 

 

 

 

➢ Test Case Number: 02 

 

a. Test Case Name: TC2_FAILED_LOGIN_ATTEMPTS 

b. Test Case Description: An extra login attempt, resulting in failure, is made after 

reaching the maximum attempts. Subsequently, a login attempt is made after a longer 

delay than the default delay. The process is repeated for both normal users and users 

with administrative access, if supported, with permanent locking enabled for 

accounts exceeding the maximum failed attempts. The goal is to ensure proper 

account security measures for various user types in the system. 

c. Test Execution: The accredited evaluator's test lab is required to execute the 

 following steps: 

1) Check default values from precondition 2 and 3. 

2) Perform consecutive failed login attempts for the user account until the default 

maximum number of precondition 2 is reached. 

3) Attempt again one extra login, which fails again. 

4) Attempt one extra login in less time than the default for the delay of precondition 3, 

using the correct credentials. 

5)  

• If supported enable permanent locking of accounts exceeding the maximum 

permissible number of consecutive failed user account login attempts and repeat 

steps 1-4 for a normal user.  

• If supported enable permanent locking of accounts exceeding the maximum 

permissible number of consecutive failed user account login attempts and repeat 

steps 1-4 for a user with administrative access rights. 

 

d. Test Observations:  

1) In execution step 5a it is verified that the user cannot login at any execution step. 

Add the following line in /etc/pam.d/common-auth file. 
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2) In execution step 5b it is verified that an administrator user can successfully login 

only at execution step 5b.  

An account with root privileges is blocked temporarily and can be unlocked. 

 
Under test plan - Configuration will vary slightly depending on the type of login, for eg- ssh, or 

using su. So, verification should be done accordingly. 

If same user can login via multiple interfaces, there should be test case for each of them. 

 

12. Test Case Result: 

 

To ensure that the policy regarding failed login attempts is adhered to. A testing report which 

will consist of the following information: 

• Screenshot of the output of the terminal of the DUT. 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_FAILED_LOGIN_ATTEMPTS   

2 TC2_FAILED_LOGIN_ATTEMPTS   
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2.3.1 TSTP Report for Evaluation of Secure Update 

   
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.1 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.1 Secure Update 

3. <Requirement Description: > 

a) Software package integrity shall be validated during software update stage.  

b) SYSTEM shall support software package integrity validation via cryptographic means, e.g. 

digital signature using Secure cryptographic controls prescribed in Table 1 of the latest 

document “Cryptographic Controls For Indian Telecom Security Assurance Requirements 

(ITSAR)” only. To this end, the network product has a list of public keys or certificates of 

authorised software sources, and uses the keys to verify that the software update is 

originated from only these sources.  

c) Tampered software shall not be executed or installed if integrity check fails.  

d) A security mechanism is required to guarantee that only authorized individuals can initiate 

and deploy a software update, and modify the list mentioned in bullet b.  

Note: Code signing (valid and not time expired) is also allowed as as an option in bullet b.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.3.5]  

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig (To find IP information and all interfaces) 
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Example command used: ./system.out (Used in IITH testbed to get SYSTEM version. Check 

with OEM manufacturer document for command specific to your SYSTEM) 

Here we are assuming DUT to be SYSTEM, but this test must be conducted for each 

network function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SYSTEM_config.conf (To get hash/digest of config file 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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a. For .dsc files with dpkg 

Verify that gpg is privileged command (To ensure no one but admin can import keys) 

Command used: ls -lrt /bin/gpg 

 
Command used: gpg --version (To get version information) 

 
Command used: dpkg --version (To get version information) 

 
Verify that the public key used for signing the .dsc file is present in the system Command used: 

gpg --verify <package_name.dsc> (Verify the software package) 

 
Verify that the hashing and code signing algorithm used for the package are in accordance with 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)” only 

Command used: cat <package_name.dsc> (Display .dsc file) 

 
Command used: gpg --list-keys | grep -B 1 <finger_print> (Display the signing algorithm) 

 
b. Similarly for other package types and package managers 

 

6. Precondition: 

- A network product document containing information regarding software package integrity 

checks, including details of how the integrity check is carried out, where public keys or 

certificates of sources authorized to sign software packages are stored on the network 
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product and who these sources are, and what evidence is created to prove that the integrity 

check has been executed and what the result of the check was. Documentation which 

describes the installation procedure including how a user is authorized and authenticated 

to perform the installation process. 

- A valid network product software load/package and one that is not-valid (or could be 

deemed to have been tampered with) are available.   

7. Test Objective: To verify that the network product performs software integrity checks 

before the software is updated. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios 

8.1.1. Test Scenario for .dsc files with dpkg:  

- This test scenario verifies that integrity checks are carried out before software package 

is updated (Additional Test scenarios based on the OEM document) 

8.2 Test Setup Diagram 

8.3 Tools Used: NULL 

8.4 Test Execution Steps 

- Try to install updates from the valid software package (Case 1) 

- Try to install updates from the invalid software package (Case 2) 

 

 

 

 

 

 

 

 

 

9. Expected Results for Pass: 

 

➢ (Case 1) Software is updated using the provided package 

➢ (Case 2) Software is not updated using the provided package 

 

10. Expected Format of Evidence: Screenshots of terminal  

   

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_DSC_DPKG 
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b. Test Case Description: Tester tries to verify that integrity checks are carried out on the 

update package before any updates are carried out 

c. Execution Steps: 

- Given a genuine .dsc file for the software update, tester uses following command to source the .dsc 

file which will be used to create .deb file for applying updates (Case 1) 

• dpkg-source -x package_name.dsc 

 
- Given a malformed .dsc file for the software update, tester uses following command to source 

the .dsc file which will be used to create .deb file for applying updates (Case 2) 

• dpkg-source -x package_name.dsc 

 
 

d. Test Observation: 

 

➢ (Case 1) Tester verifies that the package has generated a source code using the .dsc file 

➢ (Case 2) Tester verifies that integrity check fails and no source code has been generated 

 

e. Evidence Provided: Screenshots of terminal 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_DSC_DPKG   

 

(Tester has to execute the test in similar fashion for other package types and package managers) 
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2.3.2 TSTP Report for Evaluation of Secure Upgrade  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.2 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.2 Secure Upgrade 

3. <Requirement Description: > 

a) Software package integrity shall be validated during software upgrade stage.  

b) SMF shall support software package integrity validation via cryptographic means, e.g. 

digital signature using Secure cryptographic controls prescribed in Table 1 of the latest 

document “Cryptographic Controls For Indian Telecom Security Assurance Requirements 

(ITSAR)” only. To this end, the network product has a list of public keys or certificates of 

authorised software sources, and uses the keys to verify that the software update is 

originated from only these sources.  

c) Tampered software shall not be executed or installed if integrity check fails.  

d) A security mechanism is required to guarantee that only authorized individuals can initiate 

and deploy a software upgrade, and modify the list mentioned in bullet b.  

 

Note: Code signing (valid and not time expired) is also allowed as an option in bullet b.  

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.3.5] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted. 

Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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a. For .dsc files with dpkg 

Verify that gpg is privileged command (To ensure no one but admin can import keys) 

Command used: ls -lrt /bin/gpg 

 
Command used: gpg --version (To get version information) 

 
Command used: dpkg --version (To get version information) 

 
Verify that the public key used for signing the .dsc file is present in the system 

Command used: gpg --verify <package_name.dsc> (Verify the software package) 

 
Verify that the hashing and code signing algorithm used for the package are in accordance with 

“Cryptographic Controls For Indian Telecom Security Assurance Requirements (ITSAR)” only 

Command used: cat <package_name.dsc> (Display .dsc file) 

 
Command used: gpg --list-keys | grep -B 1 <finger_print> (Display the signing algorithm) 

 
b. Similarly for other package types and package managers 

 

6. Precondition: 

- A network product document containing information regarding software package integrity 

checks, including details of how the integrity check is carried out, where public keys or 

certificates of sources authorized to sign software packages are stored on the network 
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product and who these sources are, and what evidence is created to prove that the integrity 

check has been executed and what the result of the check was. Documentation which 

describes the installation procedure including how a user is authorized and authenticated 

to perform the installation process. 

- A valid network product software load/package and one that is not-valid (or could be 

deemed to have been tampered with) are available.  

  

7. Test Objective: To verify that the network product performs software integrity checks 

before the software is updated 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios 

8.1.1. Test Scenario for .dsc files with dpkg:  

- This test scenario verifies that integrity checks are carried out before software package is 

upgraded. (Additional Test scenarios based on the OEM document) 

8.1.2. Test Setup Diagram 

8.2 Tools Used: NULL 

8.3  Test Execution Steps 

- Try to install upgrades from the valid software package (Case 1) 

- Try to install upgrades from the invalid software package (Case 2) 

9. Expected Results for Pass: 

➢ (Case 1) Software is upgraded using the provided package 

➢ (Case 2) Software is not upgraded using the provided package 

 

10. Expected Format of Evidence: Screenshots of terminal  

   

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_DSC_DPKG 

b. Test Case Description: Tester tries to verify that integrity checks are carried out on the 

upgrade package before any upgrades are carried out 

c. Execution Steps: 
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• Given a genuine .dsc file for the software upgrade, tester uses following command to source 

the .dsc file which will be used to create .deb file for applying upgrades (Case 1) 

o dpkg-source -x package_name.dsc 

 
• Given a malformed .dsc file for the software upgrade, tester uses following command to source 

the .dsc file which will be used to create .deb file for applying upgrades (Case 2) 

o dpkg-source -x package_name.dsc 

 
 

d. Test Observation: 

 

➢ (Case 1) Tester verifies that the package has generated a source code using the .dsc file 

➢ (Case 2) Tester verifies that integrity check fails and no source code has been generated 

e. Evidence Provided: Screenshots of terminal 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_DSC_DPKG   

 

(Tester has to execute the test in similar fashion for other package types and package managers) 
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2.3.3 TSTP for evaluation of Source Code Security Assurance  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.3 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.3 Source Code Security Assurance 

3. <Requirement Description: > 

 

a) OEM shall follow best security practices including secure coding for software development. 

Source code shall be made available either at TSTP premises or at the mutually agreed 

location for source code review by the designated TSTP. It may be supported by furnishing 

the Software Test Document (STD).  

b) Also, OEM shall submit the undertaking as below:  

i.Industry standard best practices of secure coding have been followed during the entire 

software development life cycle of the SMF Software which includes OEM developed code, 

third party software and opensource code libraries used/embedded in the SMF.  

ii.SMF software shall be free from CWE top 25, OWASP top 10 security vulnerabilities and 

OWASP top 10 API Security vulnerabilities as on the date of latest release of product or 

three months prior to the date of offer of product for testing, whichever is latest. For 

security weaknesses, vulnerabilities identified or discovered during the interim period, 

OEM shall give mitigation plan.  

iii.The binaries for SMF and upgrades/updates thereafter generated from the source code 

are free from all known security vulnerabilities stated in bullet (ii) above. 

 

4. DUT Confirmation Details: 

• Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 
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• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Load the source code into tester’s machine for analysis. 

 

6. Preconditions: 
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• The source code must be available at the TSTP lab or mutually agreed location for testing. 

It shall be supported by Software Test Document (STD) from the vendor. 

• Undertaking to be submitted by the vendor for above mentioned points in the requirement 

clause. 

 

7. Test Objective: To Verify that: 

• Best security practices including secure coding are followed for software development. 

• software is free from CWE top 25 and OWASP top10 security weaknesses on the date of offer 

of product to designated TSTP for testing.  

• The binaries for SMF and upgrades/updates thereafter generated from the source code are 

free from all known security vulnerabilities. 

 

8. Test Plan: 

a. Tools Used:  

A suitable source code analysis tool having support for the programming language of the source 

code & having capabilities to detect vulnerabilities as per the requirement clause. 

b. Test Execution Steps: 

➢ Case 1: Vendor provides source code to the TSTP lab: 

1. The tester should perform appropriate source code analysis practices (SAST) on the 

source code.  

2. The tester must analyse the report generated by the source code analysis tool for 

identifying the vulnerabilities if present and highlight the same. 

➢ Case 2: verification of software test document submitted by vendor 

1. The tester must verify the software test documentation submitted by the vendor for 

any documented Security vulnerabilities. 

 

9. Expected Result to Pass: The source code security analysis reports are as per the standard 

security specifications OR the Undertaking provided by the Vendor is in compliance with up-

to-date secure software development practices. 

 

10. Expected Format of Evidence: output of reports from source code analysis, and 

comments by tester. 

 

11. Test Execution 

Number of Test Cases: 2 

➢ Test Case Number: 1 

a. Test Case Name: TC_SOURCE_CODE_SEC_CHECK 

b. Test Case Description:  

     Verify that: 
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1. Best security practices including secure coding are followed for software development. 

2. Software is free from CWE top 25 and OWASP top10 security weaknesses on the date 

of offer of product to designated TSTP for testing.  

3. The binaries for SMF and upgrades/updates thereafter generated from the source code 

are free from all known security vulnerabilities. 

c. Execution Steps: 

➢ Case 1: Vendor provides source code to the TSTP lab: 

1. The tester should perform appropriate source code analysis practices (SAST) on the 

source code.  

2. The tester must analyse the report generated by the source code analysis tool for 

identifying the vulnerabilities if present and highlight the same. 

d. Test Observations: 

The Reports generated by source code analysis tool do not report any vulnerability, especially 

present in CWE top 25 and OWASP top10 security weaknesses.  

➢ Test Case Number: 2 

e. Test Case Name: TC_VERIF_SOFT_TEST_DOC 

f. Test Case Description:  

     To Verify the software test document provided by Vendor. 

g. Execution Steps: 

➢ Case 2: verification of software test document submitted by vendor 

1. The tester must verify the software test documentation submitted by the vendor. 

h. Test Observations: 

The Software Test Documentation properly explains each test case performed on the software, 

and its results.  

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_SOURCE_CODE_SEC_CHECK   

2. TC_VERIF_SOFT_TEST_DOC   
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2.3.4 TSTP Report for Known Malware and backdoor Check 

  
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.4 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. ITSAR Section No & Name: Section 3: Software Security   

2. Security Requirement No & Name: 2.3.4 Known Malware and backdoor Check  

3. Requirement Description: OEM shall submit an undertaking stating that SMF is free from 

all known malware and backdoors as on the date of offer of SMF to designated TSTP for 

testing and shall submit their internal Malware Test Document (MTD) of the SMF to the 

designated TSTP. 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Check the Operating system and its version for the DUT to know the 

commands for setting access permissions for data and application execution.  

• To get the hash of configuration file if the file is a ASCII text file. 

• Command - sha256sum DUT_config.conf 

• Digest Hash of Tested Configuration:  

• DUT_config.conf:- 

19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8  

• To get the hash of OS if using docker  

• Command - docker images --digests   

• Digest Hash of OS:  

• DUT_IMAGE: -

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a 

A known Malware and backdoor tool that has capabilities to support the given testing should 

be present. Following TSTP is developed using clam AV and Rkhunter. Both of them are open-

source tools. Any of them can be used or any other tool can also be used, but documentation 

should be provided that the tool meets the need.  



 

132 
 

▪ Install Clam AV using: sudo apt-get install clamav clamav-daemon 

▪ Install Rkhunter using: sudo apt install rkhunter 

 

6. Preconditions: 

• Database used should be updated. For e.g. in this TSTp, virus database for Clam AV should 

be updated. Steps -  

o First, stop the related processes to allow for the update to proceed. 

o sudo systemctl stop clamav-freshclam  

o run the updater application: sudo freshclam   

• Start and enable the services, as below:  

o sudo systemctl start clamav-freshclam  

o sudo systemctl enable clamav-freshclam 

• OEM shall submit document stating the abilities of the tool used. 

• OEM shall submit the folders for which check was done.  

 

7. Test Objective: Verify the OEM's claim of a malware-free and backdoor-free Authentication 

Management Function (SMF) by performing testing and reviewing the submitted 

undertaking and internal Malware Test Document (MTD). 

 

8. Test Plan:  

8.1 Number of test scenarios/test cases: 1 

8.1.1 Test to check that OEM's claim of a malware-free and backdoor-free Authentication 

Management Function (SMF) by performing testing and reviewing the submitted 

undertaking and internal Malware Test Document (MTD). 

8.2 Test bed Diagram: 

 

 

 

 

 

 

 

 

8.3 Tools used:  Command line of network function. 

8.4 Test case Execution: The accredited evaluator's test lab is required to execute the 

following steps: 

• The tester checks all the folders that needs to be scanned and checks the path. 

• Based on the tool checking tool used, give path of the required folder else complete system.  
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• Generator test report showing the present risks. 

• Compare the generated report with the report provided by vendor. 

 

9. Expected Results for Pass:   There should not be any known malware of backdoors present 

in SMF. 

 

10. Expected Format of Evidence:  Screenshot of the output terminal after running the tool 

or a report file (if given) by the tool. 

 

11. Test Execution:  

➢ Test Case Number: 1 

a. Test Case Name: TC_MALWARE_BACKDOOR_CHECK 

b. Test Case Description: The tester performs the malware and backdoor check and 

generates a report. 

c. Test Execution: The accredited evaluator's test lab is required to execute the following 

steps: 

Test scan the required folder that contains all the files, as below: 

 sudo clamscan -r <path> 

d. Test Observations:  

➢ Case 1: Tester scans the required folder and checks the scan summary. There should 

not be any infected file. 
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Rkhunter (Rootkit Hunter):  is an open-source Unix/Linux based scanner tool for Linux 

systems released under GPL that scans backdoors, rootkits, and local exploits on your systems. 
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➢ Case 2: Tester checks that the internal Malware Test Document (MTD) of the SMF 

submitted by vendor is same as the one generated. It shall contain all the malwares that 

have been found.  

 

12. Test Case Result: 

 

SL. No 
OUTCOME OF RUNNING THE SCRIPT 

(CASE 1/CASE2) 
PASS/FAIL REMARKS 

1 TC_MALWARE_BACKDOOR_CHECK   
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2.3.5 TSTP For No Unused Software  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.5 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name> Section 3 - Software Security 

2. <Security Requirement No & Name >2.3.5 No unused software 

3. <Requirement Description: >  Software components or parts of software which are not 

needed for operation or functionality of the SMF shall not be present. Orphaned software 

components /packages shall not be present in SMF. OEM shall provide the list of software 

that are necessary for SMF’s operation. In addition, OEM shall furnish an undertaking as 

“SMF does not contain Software that is not used in the functionality of SMF” 

 

[Reference: TSDSI STD T1.3GPP 33.117 -16.7.0 V.1.0.0.  Section 4.3.2.3] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.)  

 
Command used: cat /etc/os-release (To get OS information)  

 
  

5. DUT Configuration:  Different Linux distributions use different package managers.  

Here are some commonly used package managers for popular Linux distributions: 

- Debian, Ubuntu, and related distributions: dpkg (Debian Package) 

- Red Hat Enterprise Linux (RHEL), CentOS, Fedora: yum (Yellowdog Updater Modified) or 

dnf (Dandified YUM) 

- Arch Linux and derivatives: pacman (Package Manager) 

- SUSE Linux Enterprise, openSUSE: zypper 

- Gentoo Linux: emerge 

- Alpine Linux: apk 
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- Slackware Linux: pkgtool 

For Linux, 

To determine the package manager available use which command with the appropriate 

package manager: 

Command used: which dpkg 

 
If the command returns a path, it means the package manager is installed. If there is no output, 

it means the package manager is not available. 

Similarly, and so on for other package managers. 

Note: We have made TSTP for dpkg package manager. The tester must check for other package 

managers too based on OEM documentation. 

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  

 
 

6. Preconditions: A list of all available software and libraries and associated components 

containing at least the following information shall be included in the documentation 

accompanying the Network Product: 

- name of the software / library; 

- version of the software / library installed; 

- list of dependencies and versions; 

- any add-ons and functions; 

- any special hardware/debugging ports; 

- software support type; 

- licensing information; 

- brief description of their purpose. 

For running the python script, the Vendors should fill in the csv file that contains the details 

of Software/Package Name, Software/Package version and Description. 



 

139 
 

 
Figure: Sample CSV file to be filled by the vendors containing list of Software’s  
 

7. Test Objective / Purpose: To ensure that there is no unused software or associated 

components that might be installed in the network product which are not required for its 

operation or functionality. 

 

8. Test Plan: 

8.1 Number of Test case scenarios: 1 

Test to check that there is no unused software or associated components that  might be 

installed in the network product which are not required for its operation or functionality. 

8.2 Testbed Diagram: 

 

 

8.3 Tools required: Command Line Interface of the DUT, python. 

8.4 Test Execution Step: The accredited evaluator's test lab is required to execute the 

following steps: 

1. Verification of the compliance to the prerequisites: 

a. Verification that the list of software / libraries and components is available in the 

documentation of the Network Product. 

b. Validation that all entries in the list of software / libraries and components are 

meaningful and reasonably necessary for the operation of the Network Product class. 

2. Identification of the software / libraries or components which are installed in the system 

using any suitable command line tools or any other suitable means of determination. 
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3. Validation that there are no entries in the list of software / libraries installed in the system 

apart from the ones that have been mentioned and deemed necessary for the operation 

of the network product in the attached documentation. 

4. Based on his/her experience, the tester will check for known default example files for 

software installed on the system. 

 

9.  Expected Results:  

- The report will contain the names and versions of the tool(s) used for finding out what 

software /libraries are installed in the system. The detailed report will contain the name and 

version information of all the software / libraries installed in the system generated by the 

tool. 

- The list of all available software / libraries which has been deemed necessary for the 

operation of the network product by the vendor shall also be included as the test result. Any 

software / library not in the list of allowed software / libraries will be highlighted and 

brought out as a part of the report. 

- There should be no unnecessary software / library installed in the network product except 

for the ones which are deemed necessary for its operation. 

- There should be no more default example files for the installed software on the system. 

10.  Expected Format of Evidence: A testing report provided by the testing agency which will 

consist of the following information: 

- The used tool(s) name and version information, 

- Settings and configurations used 

- the output pertaining to the test case performed and, 

- the test results i.e. list of allowed and disallowed software 

 

11.  Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_NO_UNUSED_SOFTWARE 

b. Test Case Description:  Test Needs to be conducted to check that there exists no unused 

software.  

c. Execution Steps: 

At OS-Level: 

- Check if the documentation accompanying the Network Product includes a list of all 

available software and libraries and associated components. 

- Use package management tools like dpkg to list installed packages. 

- Compare the list of installed software and libraries obtained in the previous step with 

the list mentioned in the documentation accompanying the Network Product. 

- Ensure that all the entries in the installed software / libraries match the ones deemed 

necessary for the operation of the network product. 
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- The comparison between installed softwares in DUT and the list of software provided 

by the vendor can be done manually. 

To perform above steps using python script run below steps: 

- Run the below command on DUT to save the result of the command in a text file. 

dpkg -l > allsoftwares.txt 

- Copy the file allsoftwares.txt to the tester device. 

- Keep the vendor’s list, copied file from DUT (which contains list of software installed in DUT) 

and python script in the same folder. 

- Open the terminal where python script (no_unused_sw.py), list of software present in DUT 

(allsoftwares.txt) and list provided by vendor (Vendor_List.csv) is kept. 

- Run the python script by using command: python3 no_unused_sw.py 

At Application Level: 

- Use appropriate Source Code Analyzer tool to verify that there is no unused software 

component present in the network product. 

- Run the SCA tool against the source code to perform a comprehensive code analysis. 

- The SCA tool will scan the codebase for potential issues, including unused software 

components. 

d. Test Observation: 

➢ Case 1: Unused Software Found in the DUT (Negative CASE) In case there is a mismatch 

between the list provided by the vendor and the installed software in DUT then a .txt file 

will be created. Installed Unused Software. txtfile will contain the name and version of 

Software/Packages not found in the list provided by the vendor. This list will also get 

printed on the command line. 
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Figure: installedUnusedSoftware.txt file is created in the same directory. 

This list will contain unused software present int DUT that are required to be removed. 

➢ Case 2: No unused Software Found in the DUT (Positive CASE) 

When there is no mismatch between the list provided by the vendor and the installed 

software in the DUT list, then that means there is no unused software present that is 

required to be removed. In this case a statement in the command line interface will 

display output that indicates that there exists no unused software in the DUT. Please see 

the screenshot below for the reference. 

 
Figure: The command line will display the test above in case Test is passed  

e. Evidence Provided:  

A testing report which will consist of the following information: 

• Vendor_List.csv file provided by the vendor which has a list of allowed software’s. 

• installedUnusedSoftware.txt file produced by script which has a list of unused 

software’s. 

• Screenshot of Settings and configurations used. 

• Screenshot of the output of the terminal by running the python script. 

 

12.  Test Case Result:  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_NO_UNUSED_SOFTWARE   
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2.3.6 TSTP for Evaluation of Unnecessary Services Removal  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.6 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 3 - Software Security 

2. <Security Requirement No & Name > 2.3.6 Unnecessary Services removal 

3. <Requirement Description: > 

SMF shall only run protocol handlers and services which are needed for its operation and which 

do not have any known security vulnerabilities. By default, all other ports and services will be 

permanently disabled. SMF Shall not support following services:  

- FTP  

- TFTP  

- Telnet  

- rlogin, RCP, RSH  

- HTTP  

- SNMPv1 and v2  

- SSHv1  

- TCP/UDP Small Servers (Echo, Charge, Discard and Daytime)  

- Finger  

- BOOTP server  

- Discovery protocols (CDP, LLDP)  

- IP Identification Service (Idented)  

- PAD  

- MOP  

Any other protocols, services that are vulnerable are also to be permanently disabled. Full 

documentation of required protocols and services (communication matrix) of the SMF and 

their purpose needs to be provided by the OEM as prerequisite for the test case.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.3.2.1]  
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4. DUT Confirmation Details: 

• Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 
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The DUT must be reachable from the tester machine. It can be verified by sending ping (ICMP) 

requests from the tester machine to the DUT, using the following command. 

ping <DUT_IP_ADDRESS> -c 10 

 
Verify that DUT firewall is disabled to allow network requests/traffic from the tester machine. 

 

a. For ufw (Uncomplicated Firewall): 

ufw can be disabled using the following command: ufw status   

 
Use sudo ufw status if disabling the firewall requires user authentication  

NOTE: If the DUT supports a firewall service other than the one mentioned above (ufw), then 

the tester must follow steps required to check status of the respective firewall. 

 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions: 

A list of all required network protocols and services containing at least the following 

information shall be included in the documentation accompanying the Network Product, 

provided by the Vendor:  



 

146 
 

- protocol handlers and services needed for the operation of network product;  

- their open ports and associated services;  

- and a description of their purposes.  

The tester machine must be equipped with a port scanning tool, for scanning the ports of the 

DUT to get information required the status of the ports and the protocols/services running on 

them. 

The firewall on DUT must be disabled for allowing network traffic/requests from the tester 

machine. 

 

7. Test Objective: To ensure that on all network interfaces, there are no unnecessary and 

unsecure services or protocols that might be running. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 1 

Test to check that there are no unnecessary and unsecure services or protocols running on all 

interfaces 

8.2 Test Setup Diagram 

                       
8.3 Tools Used: Nmap (a Port scanning Tool) 

8.4 Test Execution Steps: 

- The tester must verify for the compliance to the pre-requisites:  

a. Verification that the list of available network services and protocol handlers is available 

in the documentation of the Network Product.  

b. Validation that the entries in the list do not contain the prohibited protocols/services 

from the list mentioned above or any other protocol that is known to have security 

vulnerabilities, and it should be reasonably necessary for the operation of the Network 

Product class. 

- The tester must identify the protocols and services running on the DUT using an appropriate 

port scanning tool. 

- The tester must validate that there are no entries in the list of network services and handlers 

apart from the ones that have been mentioned and deemed necessary for the operation of 

the Network Product in the attached documentation. 

- The tester shall reboot the network product and re-execute execution steps 2 and 3 without 

further configuration. 
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9. Expected Result for Pass: 

The Network product must only run protocol/services which are needed for its operations and 

which do not have any security vulnerabilities. 

 

10. Expected Format of Evidence: 
file/report containing the information regarding the status of the ports and the 

protocol/services running on them, along with the comments on which protocols/services 

among them are necessary and which are not. 

 

11. Test Plan: 
Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_NO_UNNECESSARY_SERVICE 

b. Test Case Description: Ensuring that on all network interfaces, there are no 

unnecessary and unsecure services or protocols that might be running. 

c. Execution Steps: 

- The tester must verify for the compliance to the pre-requisites:  

a. Verification that the list of available network services and protocol handlers is 

available in the documentation of the Network Product.  

b. Validation that the entries in the list do not contain the prohibited 

protocols/services from the list mentioned above or any other protocol that is 

known to have security vulnerabilities, and it should be reasonably necessary for 

the operation of the Network Product class. 

- The tester must identify the protocols and services running on the DUT using an 

appropriate port scanning tool. 

- We used the nmap port scanning tool for identifying the above information using the 

following command: 

nmap –p <port_range> <Address_of_DUT> -v 

The –v flag is used to print logs while execution 
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Also, the command nmap –p-  <Address_of_DUT>  

Can be used to scan all ports on the DUT, without the need to specify the entire range (1-65535) 

 
NOTE: the tester can use any other port scanning tool to scan all the ports on the DUT to 

get the list and status of ports and the protocols/services running on them. 
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- The tester must validate that there are no entries in the list of network services and 

handlers apart from the ones that have been mentioned and deemed necessary for the 

operation of the Network Product in the attached documentation. 

- The tester shall reboot the network product and re-execute execution steps 2 and 3 

without further configuration. 

 

12.  Test Observations: 

The network product does not run any unnecessary or unsecure protocols or services. 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_UNNECESSARY_SERVICE   
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2.3.7 TSTP for Evaluation of Restricting System Boot Source 
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.7 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.7 Restricting System Boot Source. 

3. <Requirement Description: > SMF can boot only from the memory devices intended for 

this purpose.    

 

4. DUT Confirmation Details: 

• Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 
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5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Pre-Conditions: An OEM/Vendor document which contains information regarding the 

firmware (UEFI/BIOS) access mechanism supported by the product, the memory devices 

from which the network product can boot and the authentication credentials for accessing 

the firmware. 

 

7. Test Objective: To verify that the Network Product can only boot from the memory devices 

that are mentioned in the documentation provided by the OEM, and access to the firmware 

is only possible with the correct authentication. 

 

8. Test Plan: 

8.1 Number of Test case scenarios: 1 

Test to check that Network Product can only boot from the memory devices that are 

mentioned in the documentation provided by the OEM, and access to the firmware is only 

possible with the correct authentication. 

8.2 Test Setup Diagram 
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8.3 Tools Used:- firmware of the DUT (generally BIOS/UEFI). 

8.4 Test Execution Steps: 

1. The Tester accesses the firmware (BIOS/UEFI) of the DUT, by referring to the instructions 

provided in the OEM Documentation. 

2. The tester verifies that the access to the firmware is possible only through correct 

authentication (for e.g. Password based authentication). 

3. The tester checks the firmware (BIOS/UEFI) boot configuration and verifies that the 

network product is configured to boot from memory devices declared in the network 

product document only. 

 

9. Expected Results for Pass: The Network Product firmware (BIOS/UEFI) is accessible only after 

successful authentication and the Network Product is allowed to boot only from the allowed memory 

devices (as specified in the OEM Document).  
 

10. Expected Format of Evidence: 

- Screenshots of successful/unsuccessful firmware (UEFI/BIOS) authentication. 

- Screenshots of firmware (UEFI/BIOS) boot configuration specifying the allowed memory 

devices for boot and their order. 

 

11. Test Execution 

➢ Test Case Number: 01 

a) Test Case Name: TC_BOOT_INT_MEM 

b) Test Case Description: To verify that the Network product can boot only from the 

memory devices intended for this purpose. (e.g., not from external memory like a USB 

key). 

c) Tools Used: firmware of the DUT (BIOS/UEFI) 

d) Execution Steps: 

 

1. The tester should verify that UEFI Boot Mode is enabled for the VM. (In case of a 

containerised environment, the test to be performed directly on the  Host Machine). 

2. The Tester accesses the firmware (BIOS/UEFI) of the DUT, by referring to the 

instructions provided in the OEM Documentation. 
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3. The tester verifies that the access to the firmware is possible only through correct 

authentication (for e.g. Password based authentication). 

For e.g. Password based authentication screen for accessing the firmware (UEFI/BIOS). 

 
Unsuccessful authentication:  

 
Successful Authentication (redirected to firmware (UEFI/BIOS) main page): 

 
4. The tester checks the firmware (BIOS/UEFI) boot configuration and verifies that the 

network product is configured to boot from memory devices declared in the network 

product document only. 

Here, we consider the scenario wherein booting the Network product is only allowed 

via Hard disk. 

• Positive case: The firmware (UEFI/BIOS) allows booting the network product only 

from the Hard disk. 
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• Negative case: The firmware (UEFI/BIOS) allows booting the network product 

from memory devices other than the Hard disk (USB key). 

 
Note: The tester must check that no other memory device than the ones mentioned in 

the OEM/Vendor document are present in the boot order configuration.   

 

e) Test Observations: 

- It should be ensured that the access to firmware (UEFI/BIOS) is protected via 

authentication. 

- It should be ensured that the boot configuration in the firmware (UEFI/BIOS) should 

only allow booting the network product from memory devices intended for the purpose 

(as specified in the OEM document).          

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_BOOT _INT_MEM   
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2.3.8 TSTP for Evaluation of Secure Time Synchronizations 

 
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.8 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<TSTP Document ID:> 

<Applicant Name:> Ex: XYZ  

<Application Number>  

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

  

1. <ITSAR Section No & Name>  Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.8 Secure Time Synchronization 

3. <Requirement Description: >  

i. SMF shall establish secure communication channel with the NTP/PTP server.  

ii. SMF shall establish secure communication channel strictly using Secure cryptographic 

controls prescribed in Table1 of the latest document “Cryptographic Controls for Indian 

Telecom Security Assurance Requirements (ITSAR)” with NTP/PTP server. 

iii. SMF shall generate audit logs for all changes to time settings. 

 

4. DUT Confirmation Details:   

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
The DUT must support secure versions of NTP/PTP for secure time synchronization. For 

secure communication over NTP, Check if the NTPsec is installed on the DUT, along with its 

version (1.1.8+). 

 
NOTE: For Security over PTP, there are currently no open-source implementations available 

that provide a secure PTP communication. The TSTP can check if any secure implementation 

of PTP which is proprietory is available, and if the DUT supports it, and if not then suggest the 
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Vendor to provide support for the same in the DUT. If no such secure implementation is 

available, then it is adviced not to use PTP for time synchronization.  

 

5. DUT Configuration:  For security over NTP, the NTPSec client must be configured on the 

DUT to send and receive NTP message packets in a secure manner. 

      Sample NTPsec config: 

 
• To get the hash of configuration file if the file is a ASCII text file sha256sum 

DUT_config.conf 

• Digest Hash of Tested Configuration: 

•  DUT_config.conf:- 

19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8 

• To get the hash of OS if using docker 

• docker images --digests 

• Digest Hash of OS: 

• DUT_IMAGE: - 

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a  

 

6. Preconditions:  

- The Vendor must specify the path to and configuration details of the NTP(NTPsec)/PTP 

client. 

- The tester must be given privileges to run the the NTS(NTPsec)/PTP client with the 

provided configurations. 

- The Vendor must specify the path at which the log files are stored for the respective 

protocol. 
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7. Test Objective: To verify that the NTP/PTP is used for time synchronization and the 

NTP/PTP messages are exchanged over a secure communication channel, and the changes 

in the time settings are logged appropriately.  

 

8. Test Plan: 

8.1 number of test scenarios/test cases  

Test scenario for Secure Time Synchronization.  

8.2 TEST BED DIAGRAM:  
 

8.3 Tools Required:  Wireshark, terminal of the DUT. 
 

8.4 Test Execution Steps 

• Start the NTS (NTPsec)/PTP service on the DUT with the appropriate configuration. 

• Start the Wireshark on the DUT Interface through which NTS (NTPsec)/PTP 

request/response are being sent/received. 

• Capture the NTS(NTPsec)/PTP packets and check for appropriate fields in the packets 

that ensure a secure communication channel. The cryptographic algorithms used must 

be in compliance with Table1 of the latest document “Cryptographic Controls for Indian 

Telecom Security Assurance Requirements (ITSAR)” 

• To make changes in the time settings, the tester should make changes in the 

configuration file of NTS(NTPsec)/PTP by trying different configuration parameter 

combinations. 

• Access the logs from the appropriate location to check if the changes in the time settings 

are logged by the DUT.  
 

9. Expected Results for Pass: The DUT uses NTP/PTP for time synchronization, and it is able 

to establish secure communication channel for NTP/PTP based time synchronization and 

proper logs are maintained for changes in time settings 
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10. Expected Format of Evidence: 

• Screenshots of Wireshark and Pcap files capturing the NTS(NTPsec)/PTP packets with 

appropriate fields that provide security. 

• screenshots of audit logs for NTS(NTPsec)/PTP on change in the time settings. 

 

11. Test Execution 

➢ Test Case Number: 01  

a. Test Case Name: TC_SEC_TIME_SYNC 

b. Test Case Description: To verify that the NTP/PTP messages are sent over a secure 

communication channel. 

To verify that audit logs are generated for change in time settings. 

c. Execution Steps:  

NOTE: The screenshots & test commands for terminal are provided assuming the DUT 

and/or tester machine (with Ubuntu 20.04 OS installed) used for performing the test. They 

might differ for other OS, and tester must consider the ones for the respective OS installed 

in the DUT and/or tester machine 

 

• Start the NTS (NTPsec)/PTP service on the DUT with the appropriate configuration. 

• Start the Wireshark on the DUT Interface through which NTS (NTPsec)/PTP 

request/response are being sent/captures. 

• Capture the NTP/PTP packets and check for appropriate fields in the packets that ensure 

a secure communication channel. The cryptographic algorithms used must be in 

compliance with Table1 of the latest document “Cryptographic Controls for Indian 

Telecom Security Assurance Requirements (ITSAR)” 

For NTS (NTPsec), the Wireshark trace must show the NTS-KE followed by NTPv4 Packets 

with the following extensions: 

1. Unique Identifier 

2. NTS Cookie 

3. NTS authenticator and encrypted extension fields. 
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• Make changes in the configuration file of NTS(NTPsec)/PTP for making changes in the 

time settings. 

• Check if the changes are logged by the DUT in a log file, by accessing log files at the location 

as provided by the vendor. 

In our case, For NTS(NTPsec), the changes are logged in the /var/log/ntp.log & 

/var/log/syslog, the below screenshot shows initialization of ntpsec after starting the ntpd 

service. 

 
The below screenshot shows the logs regarding the operation on/by ntpd service. 
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The “ls -lrt <config-file>” command in Ubuntu can be used to check the last modification 

timestamp on the configuration files. 

 
 

d. Test Observation: 

 

• If DUT uses NTP/PTP for time synchronization and is properly supporting the secure 

versions of NTP/PTP, and the logs are properly maintained for changes in the time 

settings, then the time synchronization is secure. 

• If DUT is not properly supporting the secure versions of NTP/PTP OR the logs are not 

being properly maintained for changes in the time settings, then the time 

synchronization is not secure. 

e. Evidence Provided:   

Screenshot of pcap file & log files should be shared.  

  

12. Test Case Result:  

  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_SEC_TIME_SYNC   
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2.3.9 TSTP Report for Evaluation of Restricted reachability of services  

 
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.9 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

     

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.9 Restricted reachability of services 

3. <Requirement Description: >  The SYSTEM shall restrict the reachability of services such that 

they can be reached only on interfaces meant for the purpose. On interfaces where services are 

active, the reachability should be limited to legitimate communication peers. Administrative 

services (e.g. SSH, HTTPS, RDP) shall be restricted to interfaces in the management plane for 

separation of management traffic from user traffic. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.3.2.2] 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./system.out (Used in IITH testbed to get SYSTEM version. Check 

with OEM manufacturer document for command specific to your SYSTEM) 

Here we are assuming DUT to be SYSTEM, but this test must be conducted for each 

network function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SYSTEM_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 



 

164 
 

 
6. Preconditions: 

- The vendor shall declare, in the documentation accompanying the network product if the 

network product supports the capability to restrict services reachability to only the nodes 

authorized to access them. In this case, the vendor shall detail how this capability can be 

configured. 

- A list of all required network protocols and services containing at least the following information 

shall be included in the documentation accompanying the Network Product:  

o protocol handlers and services needed for the operation of network product; 

o their open ports and associated services; 

o the configuration options; 

o and a description of their purposes. 

- The network product is configured such that the required network protocols and services (as 

described in the network product documentation) are setup and each service is bound to an IP 

address of a specific network interface (e.g. IP1 which is the ip address of if1). Configuration may 

occur automatically during the initialization phase of the network product or manually as 

defined in the network product administration documentation. 

- The network product shall have at least two interfaces enabled, if1 and if2 respectively 

configured with IP Address IP1 and IP2. 

- The tester has administrative privileges. 

- A tester machine equipped with a network port scanner tool is available. 

7. Test Objective:- To verify that it is possible to bind the services only to the interfaces from which 

they are expected to be reachable. 

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenarios for SSH  

- This test scenario tests the presence of ssh service on a network product (Additional Test 

scenarios based on the OEM document) 

8.2. Test Bed Diagram 
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8.3. Tools Required nmap etc 

8.4. Test Execution Steps: 

- Tester scans the network product interface on which the service is open for the tester (say if1)  

(Case 1) 

- Tester scans the network product interface on which the service is not open (say if2) (Case 

2) 

- Tester tries to scan if1 for the open service with another device which is not authorised by 

the DUT (Case 3) 

- Perform the test for all configured services 

 

9. Expected Results for Pass: 

➢ Case 1: Tester verifies that only and only documented services for given interfaces are 

open in DUT. 

➢ Case 2: Tester verifies that the documented services are not reachable from rogue devices 

 

10. Expected Format of Evidence:  Screenshots of Terminal 

 

11. Test Execution 

➢ Test Case Number: 01 

a. Test Case Name: TC1_SSH_RS 

b. Test Case Description: Tester analyses all the ports of the DUT on various interfaces 

using a port scanning tool 

c. Execution Steps: 

- The tester tries to contact DUT interface if1 with authorized tester device using 

following command 

• sudo nmap –p- <ip_address of if1> 



 

166 
 

 
- The tester tries to contact DUT interface if2 with authorized tester device using 

following command 

• sudo nmap –p- <ip_address of if2> 

 
- The tester tries to contact DUT interface if1 with unauthorized tester device using 

following command 

• sudo nmap –p- <ip_address of if1> 

 
d. Test Observations: 

➢ Case 1 (Positive Test Case): Tester is able to reach only and only the documented 

services (int this case: ssh service) for a given interface of DUT 

➢ Case 2 (Negative Test Case): Tester is not able to reach the documented services from 

rohue device 

e. Evidence Provided:- Screenshot of Terminal 

 

12. Test Case Result: 

 

SL. No Test case name PASS/FAIL Remarks 

1 TC1_SSH_RS   

 

 

  



 

167 
 

2.3.10 TSTP for Evaluation of Self Testing  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.3.10 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 3:  Software Security 

2. <Security Requirement No & Name > 2.3.10 Self Testing 

3. <Requirement Description: >  The SMF’s cryptographic module shall perform power-up self-

tests and conditional self-tests to ensure that the module is functioning properly. Power-up self-tests 

shall be performed when the cryptographic module is powered up. Conditional self-tests shall be 

performed when an applicable security function or operation is invoked (i.e., security functions for 

which self-tests are required). If a cryptographic module fails a self-test, the module shall enter an 

error state and output an error indicator via the status output interface. The cryptographic module 

shall not perform any cryptographic operations while in an error state. 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

Note: We have made this TSTP for “OpenSSL FIPS-140" the tester must verify for the respective 

Cryptographic suite as mentioned in the OEM documentation. 

Example Cryptographic Software Suite: 

• OpenSSL 

• PGP 

• GnuPG 

• Microsoft Cryptography API (CryptoAPI) 

• Cryptlib and more 
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• Command used: fips-mode-setup –check (To check if fips is working properly in kernel 

mode or not) 

 

 

• Command used: fips-mode-setup –is-enabled (To check if fips kernel mode is enabled or 

not) 

 
a. For OpenSSL:  

• Command used: openssl version (To get version information) 

 

• Command used: cat <path to fipsmodule.cnf> (To verify that the fips moudule is 

enabled with OpenSSL) 

 

• Here we can see that the activate is set to 1 (means activated) 

 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Cryptographic Software Suite apart from OpenSSL is used by DUT. 

6. Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 
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7. Test Objective: To verify that the SMF’s cryptographic module shall perform power-up self-

tests and conditional self-tests to ensure that the module is functioning properly. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios  

8.1.1 Test Scenario for POWERUP SELFTESTS on OpenSSL: 

- The requirement checks for the Powerup self-test based on FIPS-140 

8.1.2 Test Scenario for CONDITIONAL SELFTESTS on OpenSSL 

- The requirement is checked specifically for OpenSSL 

- For other Cryptographic modules check vendor document 

8.2 Test Setup Diagram: 

 
8.3 Tools Used: Default DUT access tool as per vendor. It can be command line, GUI or any 

other interface as specified in vendor documentation. 

8.4 Test Execution Steps 

− Power up the testbed. 

− The tester will comply the 2.6.2 and 2.6.3 of CSR to verify the information regarding the 

Crypto Module and Crypto Algo available. 

− The tester tries to access the DUT command line. 

− The tester should verify the power-up self-tests is enabled. 

− The tester should verify the conditional self-tests is enabled. 

9. Expected Results for Pass: The DUT cryptographic module must perform power-up self-

tests and conditional self-tests to ensure that the module is functioning properly. 

 

10. Expected Format of Evidence:- Log files and screen shots of test executions. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_POWERUP_SELFTESTS 

b. Test Case Description:  To verify that SMF’s cryptographic module shall perform power-

up self-tests to ensure that the module is functioning properly. 

c. Execution Steps: 
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1. With proper tool and authorization, the tester shall open the CLI of the DUT and use the 

following command to verify. 

- Command Used: reboot force 

 

 
- Here we can see that the FIPS Self-test is being performed 

d. Test Observations:- It is ensured that cryptographic module is enabled to perform power-

up self-tests. 

 

➢ Test Case Number: 02 

a. Test Case Name: TC_CONDITIONAL_SELFTESTS 

b. Test Case Description: To verify that SMF’s cryptographic module shall perform 

conditional self-tests to ensure that the module is functioning properly. 

c. Execution Steps: 

1. With proper tool and authorization, the tester shall open the CLI of the DUT and use the 

following command to verify. 

- Command Used: cat < path to fipsmodule.cnf > 



 

172 
 

 
- Here we can see that the conditional-errors is set to 1 (Enabled) 

 

d. Test Observations: 

− It is ensured that cryptographic module is enabled to perform conditional self-tests. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_POWERUP_SELFTESTS   

2 TC_CONDITIONAL_SELFTESTS   

  



 

173 
 

2.4.1 TSTP For No Unused Functions  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.4.1 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name> Section 4 - System Secure Execution Environment 

2. <Security Requirement No & Name >2.4.1 No Unused Functions 

3. <Requirement Description: >  Unused functions i.e the software and hardware functions 

which are not needed for operation or functionality of the SMF shall be deactivated in the 

SMF’s software and/or hardware. The list of hardware and software functions installed in 

the system shall match with the ones that have been mentioned and deemed necessary for 

the operation of the SMF. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.3.2.4]  

Note: The reference to hardware may not be applicable here for GVNP Models of Type 1& 2. 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.)  

 
Command used: cat /etc/os-release (To get OS information)  

 
  

5. DUT Configuration:  Different Linux distributions use different package managers.  

Here are some commonly used package managers for popular Linux distributions: 

- Debian, Ubuntu, and related distributions: dpkg (Debian Package) 

- Red Hat Enterprise Linux (RHEL), CentOS, Fedora: yum (Yellowdog Updater Modified) or 

dnf (Dandified YUM) 

- Arch Linux and derivatives: pacman (Package Manager) 

- SUSE Linux Enterprise, openSUSE: zypper 

- Gentoo Linux: emerge 

- Alpine Linux: apk 
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- Slackware Linux: pkgtool 

For Linux, 

To determine the package manager available use which command with the appropriate 

package manager: Command used: which dpkg 

 
If the command returns a path, it means the package manager is installed. If there is no output, 

it means the package manager is not available. 

Similarly, and so on for other package managers. 

Note: We have made TSTP for dpkg package manager. The tester must check for other package 

managers too based on OEM documentation. 

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  

 
 

6. Preconditions: A list of all available software and associated components containing at least 

the following information shall be included in the documentation accompanying the 

Network Product: 

- name of the software; 

- version of the software installed; 

- list of dependencies and versions; 

- any add-ons and functions; 

- any special hardware/debugging ports; 

- software support type; 

- licensing information; 

- requirement during functioning of system; 

- brief description of their purpose. 

 

7. Test Objective / Purpose: To ensure that there is no unused hardware or software 

functions that are not deactivated in the network product which are not required for its 

operation or functionality. 

 

8. Test Plan: 

8.1 Number of Test case scenarios: 1 
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Test to check that there is no unused hardware or software functions that are not  

deactivated in the network product which are not required for its operation or 

 functionality. 

 

8.2 TestBed Diagram: 

 

 

8.3 Tools required: Command Line Interface of the DUT 

 

8.4 Test Execution Step: 

The accredited evaluator's test lab is required to execute the following steps: 

1. Identification of the hardware and software functions which are installed in the system 

or might have been disabled using any suitable command line tools or any other 

suitable means of determination. 

2. Validate that there are no entries in the list of hardware and software functions 

installed in the system apart from the ones that have been mentioned and deemed 

necessary for the operation of the network product in the attached documentation. 

9.   Expected Results:  

- The report will contain the names and versions of the tool(s) used for finding out what 

software and associated function is installed in the system. The detailed report will contain 

the name and version information of all the software and components installed in the 

system generated by the test tool. 

- The list of all available software which has been deemed necessary for the operation of the 

network product by the vendor shall also be included as the test result. Any software not 

in the list of allowed software will be highlighted and brought out as a part of the report. 

- There should be no unused function that is not deactivated in the network product except 

for the ones which are deemed necessary for its operation. 

10.  Expected Format of Evidence: 

A testing report provided by the testing agency which will consist of the following 

information: 

- The used tool(s) name and version information, 
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- Settings and configurations used 

- The list of software and associated functions 

- the test results i.e. allowed list of functions 

11.  Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_NO_UNUSED_FUNCTION 

b. Test Case Description:  Test Needs to be conducted to check that there exists no unused 

function.  

c. Execution Steps: 

At OS-Level: 

- Check if the documentation accompanying the Network Product includes a list of all 

available software and libraries and associated components provided by the vendor. 

- Use package management tools like dpkg -l to list installed packages in DUT. 

 
- Compare the list of installed software functions obtained in the previous step with the 

list mentioned in the documentation accompanying the Network Product provided by 

the vendor. 

- Ensure that all the entries in the installed software / libraries and functions match the 

ones deemed necessary for the operation of the network product. 

At Application Level: 

- Use appropriate Source Code Analyzer tool to verify that there is no unused software 

function present in the network product. 

- Run the SCA tool against the source code to perform a comprehensive code analysis. 

- The SCA tool will scan the codebase for potential issues, including unused software 

functions and components. 

d. Test Observation: 

➢ Case 1: Unused Software Found in the DUT (Negative CASE) 

In case there is a mismatch between the list provided by the vendor and the installed 

software functions in DUT, then that means there are unused software functions present 

that are required to be removed. 

➢ Case 2: No unused Software Found in the DUT (Positive CASE) 
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In case there is no mismatch between the list provided by the vendor and the installed 

software function in DUT, then that means there are no unused software functions 

present that are required to be removed.   

e. Evidence Provided:  

- The used tool(s) name and version information 

- Settings and configurations used 

- The list of software and associated functions 

- the test results i.e. allowed list of functions 

 

12.  Test Case Result:  

  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_NO_UNUSED_FUNCTION   
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2.4.2 TSTP For No Unsupported Components  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.4.2  

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name> Section 4 - System Secure Execution Environment 

2. <Security Requirement No & Name >2.4.2 No Unsupported Components 

3. <Requirement Description: >  OEM to ensure that the SMF shall not contain software and 

hardware components that are no longer supported by them or their 3rd Parties including 

the opensource communities, such as components that have reached end-of-life or end-of-

support. An undertaking in this regard shall be given by OEM.  

 
[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.3.2.5]  

 
Note: The reference to hardware may not be applicable here for GVNP Models of Type 1& 2. 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.)  

 
Command used: cat /etc/os-release (To get OS information)  

 
  

5. DUT Configuration:  Different Linux distributions use different package managers.  

Here are some commonly used package managers for popular Linux distributions: 

- Debian, Ubuntu, and related distributions: dpkg (Debian Package) 

- Red Hat Enterprise Linux (RHEL), CentOS, Fedora: yum (Yellowdog Updater Modified) or 

dnf (Dandified YUM) 

- Arch Linux and derivatives: pacman (Package Manager) 

- SUSE Linux Enterprise, openSUSE: zypper 

- Gentoo Linux: emerge 

- Alpine Linux: apk 
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- Slackware Linux: pkgtool 

For Linux, 

To determine the package manager available use which command with the appropriate 

package manager: 

Command used: which dpkg 

 
If the command returns a path, it means the package manager is installed. If there is no output, 

it means the package manager is not available. 

Similarly, and so on for other package managers. 

Note: We have made TSTP for dpkg package manager. The tester must check for other package 

managers too based on OEM documentation. 

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  

 
 

6. Preconditions: A list of all available software and associated components containing at least 

the following information shall be included in the documentation accompanying the 

Network Product: 

- name of the software; 

- version of the software installed; 

- list of dependencies and versions; 

- any add-ons and functions; 

- any special hardware/debugging ports; 

- software support type; 

- licensing information; 

- requirement during functioning of system; 

- brief description of their purpose. 

 

7. Test Objective / Purpose: To ensure that there is no unsupported software that is running 

in the network product which is not supported anymore and has reached its end-of-life or 

end-of-support. 

 

8. Test Plan: 



 

182 
 

8.1 Test Bed Diagram: 

8.2 Tools required: Command Line Interface of the DUT 

 

8.3 Test Execution Step: 

 

The accredited evaluator's test lab is required to execute the following steps: 

1. Identification of the hardware and software components, version information and the 

kind of support available for the software provided by the vendor, the producer, the 

developer or other contractual partner of the operator using any tool or any other suitable 

means of determination. 

2. Validate that there are no entries in the list of hardware and software installed in the 

system which are not supported as given by the vendor of network product in the 

attached documentation. 

9.   Expected Results:  

- The report will contain the names and versions of the tool(s) used for finding out what 

software and hardware components are installed in the system. The detailed report will 

contain the name and version of the software and hardware used in the system, and the 

period of support for each of these components. 

- The list of all available software and hardware components and their associated support 

information which has been deemed necessary for the operation of the network product 

by the vendor shall also be included as the test result. Any software or component which is 

not supported any longer by the vendor will be highlighted and brought out as a part of the 

report. 

- There should be no software installed in the network product which is unsupported as of 

the day of testing. 

10.  Expected Format of Evidence: A testing report provided by the testing agency which will 

consist of the following information: 

- The used tool(s) name and version information 

- Software and hardware components used in the network product 

- the test results i.e. support information of each listing 
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11.  Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_NO_UNSUPPORTED_COMPONENTS 

b. Test Case Description:  Test Needs to be conducted to check that there exist no 

unsupported components.  

c. Execution Steps: 

At OS-Level: 

- Check if the documentation accompanying the Network Product includes a list of all 

available software and libraries and associated components provided by the vendor. 

- Use package management tools like dpkg -l to list installed packages in DUT. 

 
- Compare the list of installed software components obtained in the previous step with the 

list mentioned in the documentation accompanying the Network Product provided by the 

vendor. 

- Ensure that all the entries in the installed software / libraries and components match the 

ones deemed necessary for the operation of the network product. 

- Also check the official documentation of each component and check for their current 

support status. 

- Identify components that have reached end-of-life or end-of-support based on the official 

sources (e.g., vendor websites, community forums). 

- Verify that none of the identified components with end-of-life or end-of-support status 

are present in DUT. 

- For open-source software components, Check the status of support for each open-source 

component in the respective open-source communities. 

At Application Level: 

- Use appropriate Source Code Analyzer tool to verify that there is no unsupported 

software component present in the network product. 

- Run the SCA tool against the source code to perform a comprehensive code analysis. 

- The SCA tool will scan the codebase for potential issues, including unsupported software 

functions and components. 

d. Test Observation: 

➢ Case 1: Unsupported Software in the DUT (Negative CASE) 
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If any unsupported software component is identified in the DUT with end-of-life or end-

of-support status. This component must be removed from the DUT. 

➢ Case 2: No Unsupported Software Found in the DUT (Positive CASE) 

If no unsupported software component is identified in the DUT with end-of-life or end-

of-support status. And all the open-source software components present in DUT have 

active community support, then this Test Case Passes.  

e. Evidence Provided:  

- The used tool(s) name and version information 

- Settings and configurations used 

- The list of software and associated functions 

- the test results i.e. allowed list of functions 

 

12.  Test Case Result:  

  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_NO_UNSUPPORTED_COMPONENT   
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2.4.3 TSTP Report for Evaluation of Avoidance of Unspecified mode of 
Access  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.4.3 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 4: System Secure Execution Environment  

2. <Security Requirement No & Name> 2.4.3 Avoidance of Unspecified mode of Access 

3. <Requirement Description> SMF shall not contain any wireless access mechanism 

which is unspecified or not declared. 
An undertaking shall be given by the OEM as follows: "The SMF does not contain any wireless, 

optical, magnetic or any other component that may be used as a covert channel" 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 



 

186 
 

 
 

Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Run the command “lsblk” to check if there are any optical or magnetic 

components are connected to DUT. Here we can check for other components also. 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions 

• The tester should have root privileges to login to SMF.  

• The tester needs to check for the undertaking provided by OEM. 

• The OEM should provide an undertaking specifying that there is no wireless access 

mechanism used. 

 

7. Test objective:- The network product should not contain any wireless access mechanisms. 
 

8. Test Plan: 

8.1 Number of Test case scenarios: 1 

Test to check that network product does not contain any wireless access mechanisms. 

 

8.2 Test Setup Diagram: 
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8.3 Tools Used: Command line 

8.4 Test Execution Steps 

• Check that all pre-conditions are met.  

• The tester should check the undertaking provided by OEM. 

• Login to the network product. 

• Check if there are any wireless access mechanisms present. 

• Open terminal 

o Write “iwconfig” command and check the output, if there are any wireless network 

present it will show 

o The tester can also check if there are any network device connected to DUT using the 

command - “lspci | grep -i network”. 

 

9. Expected Results for Pass: There should not be any wireless access mechanisms present. 

 

10. Expected Format of Evidence: Screenshots proving no wireless access mechanisms 

present. 
 

11. Test Execution: 

➢ Test Case Number: 1 

a. Test Case Name: TC_AVOIDANCE_OF_UNSPECIFIED_MODE_OF_ACCESS 

b. Test Case Description: To ensure that there is no wireless access mechanism present in 

SMF if not specified. 

c. Execution Steps: Success Case: 

Checking if wireless devices are connected. 

 
Checking for any other network device 
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Failure Case: 

 
Note: To check for any hidden wireless access, we need to run security tools. These tools 

can be used for monitoring purposes.  

 

d. Test Observations:   It should be ensured that there is no wireless access mechanisms 

present. 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_AVOIDANCE_OF_UNSPECIFIED_MO
DE_OF_ACCESS 
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2.5.1 TSTP Report for Evaluation of Audit trail storage and protection  

 
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.5.1 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >    

<ITSAR Version No:>   

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 5: User Audit 

2. <Security Requirement No & Name > 2.5.1 Audit trail storage and protection  

3. <Requirement Description: > The security event log shall be accessing controlled (file 

access rights) so only privileged users have access to the log files. 

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.6.3] 

  

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted. 

• Use the command line interface to find OS name and version in Linux. 

• Use the following command, to display the information about the operating system release 

on a Unix/Linux system. cat /etc/os-release 

 
Command used: ifconfig –a (To find IP information and all interfaces) 
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5. DUT Configuration: Check the Operating system and its version for the DUT to know the 

commands for setting access permissions for data and application execution.  

• To get the hash of configuration file if the file is a ASCII text file. 

• Command - sha256sum DUT_config.conf 

• Digest Hash of Tested Configuration:  

• DUT_config.conf: - 

19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8  

• To get the hash of OS if using docker  

• Command - docker images --digests  

• Digest Hash of OS:  

• DUT_IMAGE: -

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a 

 

6. Pre-Conditions:   

• Documentation describing where logs are stored and how these logs are accessed and the 

Network Product interfaces that these logs can be accessed from. 

• OEM provides the list of users autherized to access the log files. 

 

7.  Test Objective:   The security event log shall be access-controlled (file access rights) so only 

privileged users have access to the log files.  

 

8. Test Plan: 

8.1 Number of test scenarios/test cases: 1 

8.2 Tools used:  Command line of network function. 
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8.3 Test case Execution: The accredited evaluator's test lab is required to execute the 

following steps: 

- The tester attempts to access log files using users' accounts with and without the correct 

permissions for accessing log files. 

- Repeat the test as described in step 1 using each of the interfaces as described in the 

Network Product documentation. 

9. Expected Results for Pass: The Log files are ONLY accessible when a user with the 

appropriate authorization attempts to access them and fails when a user without the correct 

permissions attempts to access them 

 

10. Expected Format of Evidence:  The tester checks that log files are accessible when a user 

with the appropriate authorization attempts to access them and fails when a user without 

the correct permissions attempts to access them. Screenshots showing that unauthorized 

used have been denied access to the log files and authorized users are able to access these 

files. 

 

11.  Test Execution:  

➢ Test Case Number: 1 

a. Test Case Name: TC_VERIFY_LOG_FILES_AUTH 

b. Test Case Description: The tester checks that log files are accessible when a user with 

the appropriate authorization attempts to access them and fails when a user without the 

correct permissions attempts to access them. 

c. Test Execution: The accredited evaluator's test lab is required to execute the following 

steps: 

- The tester attempts to access log files using users' accounts with and without the correct 

permissions for accessing log files. 

- Repeat the test as described in step 1 using each of the interfaces as described in the 

Network Product documentation. 

d. Test Observations: In the given test case, SMF.log is the log file under test. The 

owner/admin is the user “supriya”. As can be seen in the screenshot below, the owner has 

the right to view the file. Also, the owner can add users to this group and only those 

privileged users will be allowed to view the contents of the log file.  

 
To view file permissions: ls -l <filename> 

➢ Case1: The tester attempts to access log files using users accounts without the correct 

permissions for accessing log files. 
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➢ Case 2: The tester attempts to access log files using users accounts with the correct 

permissions for accessing log files. 

 
 

12. Test Case Result: 

 

SL. No OUTCOME OF RUNNING THE 

SCRIPT (CASE 1/CASE2) 

PASS/FAIL REMARKS 

1 TC_VERIFY_LOG_FILES_AUTH   
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2.5.2 TSTP for Evaluation of Audit Event Generation  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.5.2 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<TSTP Document ID:> 

<Applicant Name:> Ex: XYZ  

<Application Number>  

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 5– User Audit 

2. <Security Requirement No & Name > 2.5.2 Audit Event Generation 

3. <Requirement Description: > The SMF shall log all important Security events with unique 

System Reference details as given in the Table below. SMF shall record within each audit 

record at least information pertaining to Date and time of the event, type of event, subject 

identity, and the outcome (success or failure) of the event. Additional audit record 

information, depending on the audit event, shall also be provided as given in the Table 

below:  

Event Types 

(Mandatory or 

optional) 

Description  Event data to be logged 

Incorrect login 

attempts 

(Mandatory) 

Records any user incorrect login 

attempts to the TTE. 

Username 

Source (IP address) if remote 

access 

Outcome of event (Success or 

failure) 

Timestamp 

Administrator 

access 

(Mandatory) 

Records any access attempts to 

accounts that have system privileges. 

Username, 

Timestamp, 

Length of session 
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Outcome of event (Success or 

failure) 

Source (IP address) if remote 

access 

Account 

administration 

(Mandatory) 

Records all account administration 

activity, i.e. configure, delete, copy, 

enable, and disable. 

Administrator username, 

Administered account, 

Activity performed (configure, 

delete, enable and disable) 

Outcome of event (Success or 

failure) 

Timestamp 

Resource Usage 

(Mandatory) 

Records events that have been 

triggered when system parameter 

values such as disk space, CPU load 

over a longer period have exceeded 

their defined thresholds. 

Value exceeded, 

Value reached 

(Here suitable threshold values 

shall be defined depending on 

the individual system.) 

Outcome of event (Threshold 

Exceeded)  

Timestamp 

Configuration 

change 

(Mandatory) 

Changes to configuration of the 

network device 

Change made 

Timestamp 

Outcome of event (Success or 

failure) 

Username 

Reboot/shutdo

wn/crash 

(Mandatory) 

This event records any action on the 

network device/TTE that forces a 

reboot or shutdown OR where the 

network device/TTE has crashed. 

Action performed (boot, reboot, 

shutdown, etc.) 

Username (for intentional 

actions) 

Outcome of event (Success or 

failure) 

Timestamp 

Interface status 

change 

(Mandatory) 

Change to the status of interfaces on 

the network device/TTE (e.g. 

shutdown) 

Interface name and type 

Status (shutdown, down missing 

link, etc.) 

Outcome of event (Success or 

failure) 

Timestamp 

Administrator username, 
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Change of 

group 

membership or 

accounts 

(Optional) 

Any change of group membership for 

accounts 

Administered account, 

Activity performed (group 

added or removed) 

Outcome of event (Success or 

failure) 

Timestamp. 

Resetting 

Passwords 

(Optional) 

Resetting of user account passwords 

by the Administrator 

Administrator username 

Administered account 

Activity performed (configure, 

delete, enable and disable) 

Outcome of event (Success or 

failure) 

Timestamp 

Services 

(Optional) 

Starting and Stopping of Services (if 

applicable) 

Service identity 

Activity performed (start, stop, 

etc.) 

Timestamp       

Outcome of event (Success or 

failure) 

X.509 

Certificate 

Validation 

(Optional) 

Unsuccessful attempt to validate a 

certificate 

Timestamp       

Reason for failure 

Subject identity 

Type of event 

Secure Update 

(Optional) 

Attempt to initiate manual update, 

initiation of update, completion of 

update 

User identity 

Timestamp       

Outcome of event (Success or 

failure) 

Activity performed 

Time change 

(Mandatory) 
Change in time settings 

Old value of time 

New value of time 

Timestamp       

origin of attempt to change time 

(e.g. IP address) 

Subject identity 

Outcome of event (Success or 

failure) 

User identity 

Session 

unlocking/ 

Any attempts at unlocking of an 

interactive session, termination of a 

User identity (wherever 

applicable) 
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termination 

(Optional) 

remote session by the session locking 

mechanism, termination of an 

interactive session. 

Timestamp          

Outcome of event (Success or 

failure) 

Subject identity 

Activity performed 

Type of event 

Trusted 

Communicatio

n paths with IT 

entities such as 

Authentication 

Server, Audit 

Server, NTP 

Server, etc. and 

for authorised 

remote 

administrators 

(Optional) 

Initiation, Termination and Failure of 

trusted Communication paths 

Timestamp       

Initiator identity (as applicable) 

Target identity (as applicable) 

User identity (in case of Remote 

administrator access) 

Type of event 

Outcome of event (Success or 

failure, as applicable) 

Audit data 

changes 

(Optional) 

Changes to audit data including 

deletion of audit data 

Timestamp       

Type of event (audit data 

deletion, audit data 

modification) 

Outcome of event (Success or 

failure) 

Subject identity 

User identity 

origin of attempt to change 

time (e.g. IP address) 

Details of data deleted or 

modified 

 

Port Scan 

attempts 

Any attempt to scan the network 

interface shall lead to triggering of 

logging of the appropriate 

parameters 

Date 

Time Stamp 

Source IP address 

Destination Port address 

User Login 

(Mandatory) 

All use of Identification and 

authentication mechanisms. 

User identity 

Origin of attempt (IP address)  
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Outcome of event (Success or 

failure) 

Timestamp 

 

[Reference: TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.6.1]  

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 
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5. DUT Configuration: The DUT must grant required privileges to the user/tester to generate 

the above-mentioned events and access the log files on the system. 

 

6. Preconditions: The following information shall be provided by the documentation 

accompanying the network product: 

− The log where the event is recorded and how it can be accessed (e.g. the complete path). 

− If the event type is enabled by default or how to enable it. 

− What O&M services can be used on the Network Product in the configuration       according 

to the pre-requisites for testing and how to use them. 

− The tester has the needed administrative privileges to sufficiently perform the tests. 

− If needed for testing specific O&M services, a tester machine is available. 

 

7. Test Objective  To verify that all the Security events are logged together with a unique 

system reference (e.g. host name, IP or MAC address) and the exact time the incident 

occurred. For each security event, the log entry shall include user name and/or timestamp 

and/or performed action and/or result and/or length of session and/or values exceeded 

and/or value reached. 

 

8. Test Plan: 

8.1 Test Setup Diagram: 
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8.2 Tools Used 

 

8.3 Test Execution Steps 

1. The Tester sequentially triggers each security event listed in the requirement, while 

covering each option detailed in the individual security event descriptions.  

2. The Tester verifies whether the security events, and their individual options, were 

correctly logged. In particular it is verified whether they include at least the event data 

specified as required to be logged. 

 

9. Expected Results to Pass: The security events are properly logged along with the minimum 

required details as mentioned in the above table. 

 

10. Expected Evidence: The testing report contains the following information for each 

security event: 

− List of O&M services. 

− Commands executed per O&M services  

− The relevant parts of the logs in appropriate form (e.g. file, screenshot). 

 

11. Test Execution: 

➢ Test Case Number: 1 

a. Test Case Name: TC_AUDIT_EVENT_GENERATION 

b. Test Case Description:  To verify that the network product correctly logs all required 

security event types. 

c. Execution Steps: For each O&M service perform the following test steps 

1. The Tester sequentially triggers each security event listed in the requirement, while 

covering each option detailed in the individual security event descriptions.  

2. The Tester verifies whether the security events, and their individual options, were 

correctly logged. In particular it is verified whether they include at least the event data 

specified as required to be logged. 

 

NOTE: The commands in the following description are considering Ubuntu 20.04 as the 

Operating System. The commands may vary for different Operating Systems. 

 

• We Simulated the test case for the ‘Incorrect login attempts’ scenario. 

• We make an Incorrect login attempt to the DUT via SSH from the tester’s machine.  

• As per the requirement, the Incorrect Login attempt must be logged by the DUT. 

• The basic command to list all SSH failed login attempts is: 

# grep "Failed password" /var/log/auth.log.  

• The same can be achieved by executing the cat command: 
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# cat /var/log/auth.log | grep "Failed password". 

 
Here, the username, timestamp, source of the event (IP) and outcome of the event is logged. 

Similarly, the tester can simulate other security events and check if they are being logged by 

the DUT or not. 

In the screenshot given below, the local Incorrect login attempts are logged with the username, 

timestamp and outcome of the event. 

 
Administrator & other user login/access:  

In Ubuntu 20.04, the admin access is logged at location /var/log/auth.log  

 
Resource Usage: 

The resource usage limits can be set and logged using an open-source tool Monit. Monit can be 

configured to log usage of resources such as CPU, memory etc and raise alerts if usage goes 

beyond certain threshold. 

Here, we can see that the CPU usage of user exceeds the threshold, and hence it gives the alert 

“resource limit matched” 

 
It logs the events at the location /var/log/monit.log 
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Configuration changes: 

For checking changes made to configuration files, we check if hash of conf file does not change 

over time. If changed, the same will be detected by monit  and user will be alerted. 

Before changing cof file: 

 

After changing conf file:  

 
The “checksum failed” status is alerted and logged. 
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Note: same can be used for logging changes in time settings by monitoring the time settings 

conf file, such as the ntp.conf file for NTP. 

Reboot/Shutdown/crash: 

Such events are logged and can be analyzed using the tool ‘journalctl’ journalctl –list-boots 

 
A specific boot can be analysed (to check for normal reboot/boot/boot after crash etc) using 

the command journalctl –b {num} -n 

Here {num} will be the index given in journalctl --list-boots command in the first 

column. 
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Interface change: 

The logs for network interface change status can be found using the command 

journalctl –u NetworkManager 

 
d. Test Observations: 

The SMF logs all the Security events with a unique system reference (e.g. host name, IP or MAC 

address) and the exact time the incident occurred, along with other details as mentioned in the 

table above. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_AUDIT_EVENT_GENERATION   
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2.5.3 TSTP for Evaluation of Secure Log Export  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.5.3 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 5 - User Audit 

2. <Security Requirement No & Name > 2.5.3 Secure Log Export. 

3. <Requirement Description: > 

a) The SMF shall support forwarding of security event logging data to an external system 

available in redundant configuration by push or pull mechanism through diverse links.  

b) Log functions should support secure uploading of log files to a central location or to a 

system external for the SMF.  

c) SMF shall be able to store the generated audit data locally. The memory for this purpose 

shall be dimensioned to cater for the continuous storage of two days of audit data. OEM 

shall submit justification document for sufficiency of local storage requirement.  
d) Secure Log export shall comply the secure cryptographic controls prescribed in Table 1 of 

the latest document “Cryptographic Controls for Indian Telecom Security Assurance 

Requirements (ITSAR)” only.  

[Ref: EC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.6.2]  
 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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Check for the TLS version supported by the DUT: 

For TLS on Ubuntu 20.04:  

Use the following commands to check supported cipher suites:  

openssl ciphers –tls1_3 –s 

openssl ciphers –tls1_2 –s 

 
 

6. Preconditions: 

• The manufacturer shall list the standard protocols which transfer security event logging 

data in the Vendor Documentation.  

• The Vendor must provide the documentation for the central location / external 

storage specifying the storage location for log files. 

• The session between network product and central location or external system for network 

product log functions has been set up.  

• The tester has privilege to operate network product and related logs can be outputted. 

 

7. Test Objective: To verify that logs are securely transferred to the centralized storage. 

 
8. Test Plan: 

a. Test Bed Diagram: 

b. Tools Used:  

c. Test Execution Steps: 

1. The tester configures the network product to forward event logs to an external system 

(according to bullet a) of requirement) and related logs are sent out.  

2. The tester checks whether the used transport protocol is secure protocol.  

3. The tester checks whether the central location or external system for network product 

log functions has stored the related logs.  

4. The tester configures the network product for secure upload of event log files to an 

external system (according to bullet b) of requirement) and performs a log file upload.  

5. The tester checks whether the used transport protocol for log file upload is a secure 

standard protocol.  

6. The tester checks whether the central location or external system for network product 

log functions has stored the related logs. 

 

9. Expected Results to Pass: 
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• The listed transport protocols are secure protocols.  
• The used transport protocol for log file upload is a secure standard protocol.  

• The tester finds that the central location or external system for network product log 

functions has stored the related logs. 

 

10. Expected Format of Evidence: Screenshot/packet trace of evidence for: 

• Listed transport protocols are secure protocols. 

• The transport protocol for log file upload is a secure standard protocol. 

• The central location or external system has stored the related the logs. 

 

11. Test Execution: 
➢ Test Case Number: 01 

a. Test Case Name: TC_LOG TRANS_TO_CENTR_STORAGE 

b. Test Execution Steps:  

1. The tester configures the network product to forward event logs to an external system 

(according to bullet a) of requirement) and related logs are sent out.  
2. The tester checks whether the used transport protocol is secure protocol. Here we 

capture the packet trace between Network Product and central storage/external 

system and check whether the log transfer is protected using a secure transport 

protocol (here, syslog within TLS). 

Positive case: syslog traffic protected with TLS 

 
Negative case: syslog traffic in plain text 
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Note: The tester should test for the corresponding protocol mentioned in the OEM 

documentation. 

 

3. The tester checks whether the central location or external system for network product 

log functions has stored the related logs.  

 

 

Logs stored in syslog.log file at server, for the user stark99. 

 
 

Note: tester should refer the location specified in the documentation of external 

system/central storage to get storage path for logs. 

 

4. The tester configures the network product for secure upload of event log files to an 

external system (according to bullet b) of requirement) and performs a log file upload.  

5. The tester checks whether the used transport protocol for log file upload is a secure 

standard protocol. Here the log function uses scp protocol to securely transfer log files 

to the central storage.  

 
 

Note: The tester should test for the corresponding protocol mentioned in the OEM 

documentation. 

6. The tester checks whether the central location or external system for network product 
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log functions has stored the related logs. 

 
12. Test Results: 

   

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_LOGTRANS_TO_CENTR_STORAGE   
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2.5.4 TSTP for Evaluation of Logging access to personal data  

 
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.5.4 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 5: User Audit  

2. <Security Requirement No & Name> 2.5.4 Logging access to personal data 

3. <Requirement Description> In some cases, access to personal data in a clear text might be 

required. If such access is required, access to this data shall be logged, and the log shall 

contain who accessed what data without revealing personal data in clear text. When for 

practical purposes, such logging is not available, a coarser grain logging is allowed. In some 

cases, the personal data stored in the log files may allow the direct identification of a 

subscriber. In such cases, the revealed personal information may not expose the subscriber 

to any kind of privacy violation.  

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.2.5] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

- With the command “dpkg -l auditd”, we can check that the tool is installed or not 

 



 

213 
 

- To store user identity in the logs we must make sure that this option is enabled in 

 the configuration file of auditd.conf 

log_format = ENRICHED 

Can check using the command sudo gedit /etc/audit/auditd.conf 

 
 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 

 

6. Preconditions: A document which provides a description of where personal data in clear 

text is accessible on the network product, how it can be accessed, and details of where such 

access attempts are logged and how to view these logs. 

 

7. Test Objective: Verify that in cases where a network product presents personal data in clear 

text, access attempts to such data are logged and the log information includes the user 

identity that has accessed the data. The test case also verifies that the personal data itself is 

not included in clear text in the log. 

 

8. Test Plan: 

8.1 Test Setup Diagram: 
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8.2 Tools Used: Auditd 

 

8.3 Test Execution Steps: 

 Check that all pre-conditions are met.  

 The tester needs to login to the network product. 

 Check the personal data (we will get the location of this data in the documentation 

provided). 

 Now check if this is being logged or not. 

 We can check the logs using the tool auditd 

○ The logs will be stored in /var/log/audit/ folder 

○ The tester can move to the folder and check if access to file is being logged or not.  

 In the logs the identity of the user needs to be visible, not the data. 

 The tester repeats the check for each case where personal data is accessible.  

Note1: - to check the logs of different files, we have to check the logs at the same folder 

only. 

Note2: - If in any logs the subscriber identity is revealed, then the personal information 

of the subscriber should not be there. It should be checked by  the tester. And the location 

of these logs should be provided by OEM.   

 

9. Expected Results for Pass: All access attempts to personal data (in clear text) are recorded 

in the described logs, with the user identity included and no personal data visible in the log. 

 

10. Expected Format of Evidence: Sample copies of the log files 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_LOGGING_ACCESS_TO_PERSONAL_DATA 

b. Test Case Description: To verify that the log for personal data is maintained and 

personal data is not visible. 

c. Execution Steps: Here we have tested for a file named passwd stored at /etc/passwd  

When the tester tries to open the file, it will be logged 

Here we can check the path and the identity of the user is being logged not the data 

To check this, we can move to folder using the command: 

cd /var/log/audit/ 

After this it will depend on different DUT configurations, where we can find the  specified log 

files, as there will be multiple files for storing logs. 

Note: here it is in audit.logs file 
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Output of audit.log 

           Using command: sudo gedit /var/audit.log 

 
 

d. Test Observations: It should be ensured that the logs are maintained for the access of 

personal data. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_LOGGING_ACCESS_TO

_PERSONAL_DATA 
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2.6.1 TSTP for Cryptographic Based Secure Communication 
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.6.1 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 6: Data Protection     

2. <Security Requirement No & Name > 2.6.1 Cryptographic Based Secure Communication 

3. <Requirement Description: >  SMF shall Communicate with the connected entities strictly 

using the secure cryptographic controls prescribed in Table 1 of the latest document 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)” 

only. 

OEM shall submit to TSTP, the list of the connected entities with SMF and the method of secure 

communication 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions 

- Wireshark should be installed to view the messages exchanged between X NF and SMF, 

where X NF acts as tester device.  

- IP Address of all the connected entities should be available before start of the test.   

- OEM shall submit document with details regarding connected entities to DUT and all the 

methods of secure communication used. 

7. Test Objective: To check that DUT communicates with the connected entities strictly using 

the secure cryptographic controls prescribed in Table 1 of the latest document 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)” 

only. 

 

8. Test Plan: 

 

8.1 Test Setup Diagram: 

 
 

8.2 Tools Used: Wireshark on Tester Device 

8.3 Test Execution Steps 

− The Tester identifies one of the secure communication protocols used as per OEM 

Documentation. 

− Wireshark is launched on Tester Device and packet capture begins 

− The Tester establishes connection with DUT from Tester Device. 

− The Tester Verifies from Packet Trace that DUT communicates with the connected 

entities strictly using the secure cryptographic controls prescribed in Table 1 of the latest 
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document “Cryptographic Controls for Indian Telecom Security Assurance Requirements 

(ITSAR)” only. 

 

9. Expected Results for Pass:- Evidence that DUT communicates with the connected entities 

strictly using the secure cryptographic controls prescribed in Table 1 of the latest document 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)” 

only. 

 

10. Expected Format of Evidence:- Screenshots of packet trace and pcap file. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_CRYPTOGRPAHIC_BASED_SECURE_COMMUNICATION 

b. Test Case Description:  As per the mentioned requirement DUT and X NF should support 

secure communication. 

We demonstrate the steps to be followed in the case of TLS1.2/1.3 (This is only sample 

tester must test all communication methods) 

c. Execution Steps: 

- Launch the Wireshark app to capture the packet transfer between SMF and X NF 

- Establish the request and response between SMF and X NF. 

- Log the transfer of packets in the pcap file. 

➢ Case 1: In case DUT is using TLS1.2/1.3, we see successfully checking the certificate of 

X NF. This ensures that the X NF and SMF are using Transport Layer Security. Below 

image can be used as a reference for understanding the flow of the connection that is 

established between X NF and SMF. By the snapshot of the Wireshark, we deduce the 

following information. client hello message followed by server hello. This is followed by 

Certificate and Key Exchange at both application SMF and X NF side. 

After the Encrypted Handshake the Application data is starts to exchange. 

All these exchanges of messages happen by Using TLS 1.2 Protocol. Hence the above 

requirement is satisfied. 
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- Click on the TLS by clicking on the server_hello packet. Check the Cipher suite attribute. 

See Below Figure for the reference. 

 

 

 

 

 

 

 

 

 

 

 

 

 

-  Under the certificate Viewer check the Certificate Signature Algorithm it should be as per 

TABLE1 of the mentioned requirement. 
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- Under the Certificate Viewer check the Subject’s Public Key length and that should be as 

per TABLE1 of the above requirement. 

 

 

 

 

 

 

 

 

 

 

 

 

- Under the TLS1.2 Record Layer check for the attribute of Encrypted application Data. 



 

222 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

➢ Case 2: DUT is not checking the certificate of X NF; it is not using any Transport Layer 

Security. 

➢ Case 3: DUT checks the certificate of X NF, but certificate verification fails 

d. Test Observations: 

In Case of Case 1, DUT passes test, but fails in other cases. 
 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL (Please see Note Below) 

1 TC1_CRYPTOGRPAHIC_BASED_SEC
URE_COMMUNICATION 

 



 

223 
 

2.6.2 TSTP for Cryptographic Module Security Assurance 

 
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.6.2 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 6: Data Protection     

2. <Security Requirement No & Name > 2.6.2 Cryptographic Module Security Assurance 

3. <Requirement Description: >  

 Cryptographic module embedded inside the SMF (in the form of hardware, software or 

firmware) that provides all the necessary security services such as authentication, integrity and  

confidentiality is designed and implemented in compliance with FIPS 140-2 or later asper 

scribed by NIST standards. 

Till further instructions, this clause will be considered ‘complied’ by submission of an 

undertaking by the OEM in specified format. An undertaking is to be submitted by the OEM  

mentioning that “Cryptographic module embedded inside the SMF (in the form of hardware,  

software or firmware) that provides all the necessary security services such as authentication,  

integrity and confidentiality is designed and implemented in compliance with FIPS 140-2 or  

later as prescribed by NIST standards.” 

 

4. DUT Confirmation Details:  An undertaking is to be submitted by the OEM mentioning that 

“Cryptographic module embedded inside the SMF (in the form of hardware, software or 

firmware) that provides all the necessary security services such as authentication, integrity 

and confidentiality is designed and implemented in compliance with FIPS 140-2 or later as 

prescribed by NIST standards.” 

 

5. DUT Configuration: Cryptographic module embedded inside the SMF (in the form of 

hardware, software or firmware) that provides all the necessary security services such as  
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authentication, integrity and confidentiality is designed and implemented in compliance with 

FIPS 140-2 or later as prescribed by NIST standards. 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions:- The cryptographic module testing document and the detailed self / Lab test 

report along with test results should be available at the TSTP. (This Should be submitted in 

appropriate format expected by TSTP). An undertaking is to be submitted by the OEM 

mentioning that “Cryptographic module embedded inside the SMF (in the form of hardware, 

software or firmware) that provides all the necessary security services such as 

authentication, integrity and confidentiality is designed and implemented in compliance 

with FIPS 140-2 or later as prescribed by NIST standards” should be present with tester at 

TSTP 
 

7. Test Objective: To check that Cryptographic module embedded inside the DUT (in the form 

of hardware, software or firmware) provides all the necessary security services such as 

authentication, integrity and confidentiality is designed and implemented in compliance 

with FIPS 140-2 or later as prescribed by NIST standards. 

 

8. Test Plan: 

8.1 Test Setup Diagram: 

8.2 Tools Used: 

8.3 Test Execution Steps 

− The Tester will scrutinise the test report submitted by the OEM to check whether SMF is 

FIPS 140-2 or later as prescribed by NIST standards compliant or not.  

− Tester will also verify the Undertaking submitted by the OEM for the same. 

 

9. Expected Results for Pass: Successful verification of Undertaking submitted by the OEM 

 

10. Expected Format of Evidence: An undertaking submitted by the OEM mentioning that 

“Cryptographic module embedded inside the SMF (in the form of hardware, software or 

firmware) that provides all the necessary security services such as authentication, integrity 
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and confidentiality is designed and implemented in compliance with FIPS 140-2 or later as 

prescribed by NIST standards” should be present with tester at TSTP. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_ CRYPTO_MODULE_SECURITY 

b. Test Case Description:  

o To verify the undertaking. 

c. Execution Steps: 

o The Tester will scrutinise the test report submitted by the OEM to check whether SMF 

is FIPS 140-2 or later as prescribed by NIST standards compliant or not.  

o Tester will also verify the Undertaking submitted by the OEM for the same. 

d. Test Observations: 

o Test Reports and Undertaking should imply that SMF is FIPS 140-2 or later as prescribed 

by NIST standards compliant. 

       

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL (Please see Note Below) 

1 TC1_ CRYPTO_MODULE_SECURITY  
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2.6.3 TSTP for Cryptographic Algorithms implementation Security 
Assurance  

 
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.6.3 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 6: Data Protection     

2) <Security Requirement No & Name > 2.6.4 Cryptographic Algorithms implementation 

Security Assurance 

3) <Requirement Description: > Cryptographic algorithm implemented inside the Crypto 

module of SMF shall be in compliance with the respective FIPS standards (for the specific 

crypto algorithm).  

Till further instructions, this clause will be considered ‘complied’ by submission of an 

undertaking by the OEM in specified format. 

An undertaking is to be submitted by the OEM mentioning that “Cryptographic algorithms 

implemented inside the Crypto module of SMF is in compliance with the respective FIPS 

standards (for the specific crypto algorithm embedded inside the SMF).” 

 

4) DUT Confirmation Details:  An undertaking is to be submitted by the OEM mentioning that 

“Cryptographic algorithms implemented inside the Crypto module of SMF is in compliance 

with the respective FIPS standards (for the specific crypto algorithm embedded inside the 

DUT).” 
 

5) DUT Configuration: Cryptographic algorithm implemented inside the Crypto module of DUT shall 

be in compliance with the respective FIPS standards (for the specific crypto algorithm). 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 
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To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 

 
 

6) Preconditions The cryptographic module testing document and the detailed self / Lab test report 

along with test results should be available at the TSTP. (This Should be submitted in appropriate 

format expected by TSTP). An undertaking is to be submitted by the OEM mentioning that 

“Cryptographic algorithms implemented inside the Crypto module of SMF is in compliance with the 

respective FIPS standards (for the specific crypto algorithm embedded inside the DUT)” should be 

present with tester at TSTP 

 

7) Test Objective: To check that Cryptographic algorithm implemented inside the Crypto module of 

DUT shall be in compliance with the respective FIPS standards (for the specific crypto algorithm). 

 

8) Test Plan: 

8.1 Test Setup Diagram: 

8.2 Tools Used: 

8.3 Test Execution Steps 

− The Tester will scrutinise the test report submitted by the OEM to check whether DUT is 

in compliance with the respective FIPS standards (for the specific crypto algorithm).  

− Tester will also verify the Undertaking submitted by the OEM for the same. 

 

9) Expected Results for Pass: Successful verification of Undertaking submitted by the OEM 

 

10) Expected Format of Evidence:  An undertaking submitted by the OEM mentioning that 

“Cryptographic algorithms implemented inside the Crypto module of SMF is in compliance 

with the respective FIPS standards (for the specific crypto algorithm embedded inside the 

DUT)” 

 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC1_ CRYPTO_ALGO_SECURITY 

b) Test Case Description:  

➢ To verify the undertaking. 

c) Execution Steps: 

➢ The Tester will scrutinise the test report submitted by the OEM to check whether 

DUT is in compliance with the respective FIPS standards (for the specific crypto 

algorithm).  
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➢ Tester will also verify the Undertaking submitted by the OEM for the same. 

a. Test Observations: 

➢ Test Reports and Undertaking should imply that DUT is in compliance with the 

respective FIPS standards (for the specific crypto algorithm). 

 

12) Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL (Please see Note Below) 

1 TC1_ CRYPTO_ALGO_SECURITY  
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2.6.4 TSTP For Protecting data and information – Confidential System 
Internal Data  

 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.6.4  

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 
<TSTP Document ID:>  

<Applicant Name:> Ex: XYZ   

<Application Number>   

<DUT Details: > Ex: Router   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 6 – Data Protection  

2. <Security Requirement No & Name > 2.6.4 Protecting data and information – Confidential 

System Internal Data  

3. <Requirement Description: >  

a) When NF is in normal operational mode (i.e., not in maintenance mode) there shall be no 

system function that reveals confidential system internal data in the clear text to users 

and administrators.  

b) Access to maintenance mode shall be restricted only to authorized privileged users.  

[Reference: TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.2.2.]  

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.)  

 
Command used: cat /etc/os-release (To get OS information)  

 
  

5. DUT Configuration:  

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  
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For SSH:   

command used: ssh –V (To get version information)  

 
For Maintenance Mode in Linux and GRUB Bootloader, 

Open the GRUB configuration file with a text editor, 

Command Used: sudo nano /etc/default/grub 

Look for the line containing "GRUB_CMDLINE_LINUX" and check if it has  "single" at the end.  

This enables maintenance mode access only with the root password. 

 
 

6. Preconditions: 

- The vendor shall provide documentation describing how confidential system internal 

information that could possibly be revealed in clear-text is handled by system functions. 

- A list of all system functions in the network product, information on how to enable and 

execute them should be provided as a part of the vendor's documentation. A system function 

is every function implemented in the network product needed by the 

services/functionalities provided by the network product itself 

  

7. Test Objective/ Purpose:  Verify that no system function reveals sensitive data in the clear 

and only root user has access to maintenance mode.  

 

8. Test Plan: 

8.1 Number of Test Scenarios:  

 

8.1.1 Test Scenario for Remote Login using SSH:   

This test scenario is regarding Local or Remote CLI and conf files (Additional Test 

scenarios based on the OEM document)  

8.1.2 Test Scenario for checking only root user has access to maintenance mode:   

This test scenario is regarding restricting authorized users to access maintenance mode. 

 

8.2 Test Bed Diagram: 
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8.3 Test Execution Step: 

- Review the documentation provided by the vendor describing how confidential system 

internal information is handled by system functions. 

- The tester checks whether any system functions as described in the product 

documentation (e.g. local or remote OAM CLI or GUI, logging messages, alarms, error 

messages, configuration file exports, stack traces) reveal any confidential system internal 

data in the clear (for example, passphrases).  

9.  Expected Results:  There should be no confidential system internal data revealed in the 

clear by any system function. 

10. Expected Format of Evidence: Evidence suitable for the interface, e.g. screenshot 

containing the operational results. 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_CONFIDENTIAL_SYSTEM_INTERNAL_DATA  

b. Test Case Description:  Tests need to be conducted to ensure that no system function 

should reveal confidential system internal data in the clear text to users and 

administrators. Such functions could be, for example, local or remote OAM CLI or GUI, 

logging messages, alarms, configuration file exports etc. This test case is for local and 

remote CLI and conf files. 

c. Execution Steps: 

- Run some command on Local CLI to ensure that no confidential information is displayed 

on it.  

- Use SSH or any other protocol to login remotely. 

- Check if any sensitive information such as passphrase is visible on Remote CLI. 

- Check system log files to see if any sensitive information, such as passphrases or 

configuration data, is being logged in clear text.  

- Use commands like grep to search for keywords indicating sensitive data. 

- If internal data is revealed in the clear by any local or remote OAM CLI or conf files. Then 

this test case fails.  
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d. Test Observation: 

➢ Case 1(Local Login): No confidential data revealed when trying logging to root user  

The Below figure shows that user tries to login as root user, when asked for password, it 

is not visible on the screen as user types it.  

 
The below figure shows that even if a user enters some wrong password, the correct 

passphrase is not revealed in any form of error message.  

 
➢ Case 2(Remote Login): No confidential sensitive data must be revealed when 

lagged in remotely. 

Here the passphrase is not visible. 

 
➢ Case 3(Configuration File): Tester needs to verify that no sensitive information is 

visible in any log file. 

Example of one log file is taken below, in which no confidential information such as 

password can be seen in clear text. 
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➢ Test Case Number: 02  

a. Test Case Name: TC2_CONFIDENTIAL_SYSTEM_INTERNAL_DATA  

b. Test Case Description:  Tests need to be conducted to ensure that access to maintenance 

mode is restricted to authorized privileged users only. 

c. Execution Steps: 

- Attempt to access maintenance mode as an authorized user. 

- Attempt to access maintenance mode as an unauthorized user. 

Use command: systemctl emergency 

d. Test Observation: 

➢ Case 1(Authorized user): The expected behavior is that it should prompt for the 

privileged user's password to proceed. If it allows access without a password 

prompt, it would be a test failure.  

➢ Case 2(Unauthorized user): The expected behavior is that it should not allow 

access and should prompt for the privileged user's password. If it allows 

unauthorized access, it would be a test failure. 

  
e. Evidence Provided:  

A testing report which will consist of the following information:   

- Screenshot of the output of the terminal of the PC through which DUT is logins.  

 

12. Test Case Result:  

  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_CONFIDENTIAL_SYSTEM_INTERNAL_DATA 

TC2_CONFIDENTIAL_SYSTEM_INTERNAL_DATA 
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2.6.5 TSTP for Evaluation of Protecting data and information in storage 
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.6.5 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF  
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 6: Data Protection 

2. <Security Requirement No & Name > 2.6.5. Protecting data and information in storage 

3. <Requirement Description: > 

a) For sensitive data (persistent or temporary) in storage, read access rights shall be 

restricted. Sensitive files of SMF that are needed for the functionality shall be Protected 

against manipulation strictly using the Secure cryptographic controls prescribed in Table 

1 of the latest document “Cryptographic Controls for Indian Telecom Security Assurance 

Requirements (ITSAR)” with appropriate non-repudiation controls.  

b) In addition, the following rules apply for:  

i. SMF that need access to identification and authentication data in the clear/readable form 

e.g. in order to perform an authentication. Such SMFs shall not store this data in the 

clear/readable form, but scramble or encrypt it by implementation-specific means. 

ii. SMF that do not need access to sensitive data in the clear. Such SMFs shall hash this 

sensitive data strictly using the cryptographic controls prescribed in Table 1 of the latest 

document “Cryptographic Controls for Indian Telecom Security Assurance Requirements 

(ITSAR)” only.  

iii. Stored files in the SMF: Shall be protected against manipulation strictly using the NCCS 

approved Secure cryptographic controls prescribed in Table 1 of the latest document 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)” 

only.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.2.3] 

        

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  
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• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./system.out (Used in IITH testbed to get SYSTEM version. Check 

with OEM manufacturer document for command specific to your SYSTEM) 

Here we are assuming DUT to be SYSTEM, but this test must be conducted for each 

network function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Verify that the hashing algorithm used is compliant with the latest 

Document “Cryptographic Controls for Indian Telecom Security Assurance 

Requirements (ITSAR)” 

Command used: sudo cat /etc/pam.d/common-password (To get configuration info) 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SYSTEM_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
There are various encryption tools available to encrypt file on the system 

• OpenSSL 

• Gpg 

• Ccrypt 

• And So on.... 

a) For ccrypt 

command used: ccrpyt –V (To get version information) 

 
The algorithms used for encryption can be noted from here 

b) Simliarly check for other tools.... 

There are various FIM (File integrity monitoring) tools available to maintain the integrity of the 

file system. Some of which are 

• OSSEC 

• AIDE 

• SolarWinds Security Event Manager 

• Netwrix Auditor 

• And so on.... 

a) For AIDE (Advanced Intrusion Detection Environment) 

command used: aide -v (To get version information) 

 
command used: cat /etc/aide/aide.conf (To get aide configuration) 

https://www.systutorials.com/docs/linux/man/1-ccrypt/
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Verify that the checksums used by the DUT is in accordance with the latest Document 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)” 

b) Simliarly check for other tools.... 

 

6. Preconditions: 

- The tester be provided with the location of the files which are to be tested 

- Tester should have access to privileged accounts to make changes to sensitive files 

- For the files to be stored in encrypted manner, original data format should be available to 

differentiate between encrypted and unencrypted data 

 

7. Test Objective: To verify if the access to sensitive files are restricted, sensitive data required 

in cleared text is stored in an encrypted manner and protected from manipulation using 

integrity checks  

 

8. Test Plan: 

8.1. Number of Test Scenarios 

8.1.1. Test Case for Access Rights 

Test Scenario to test if sensitive files are access protected 

8.1.2. Test Case for Encrypted Files with ccrypt 

Test Scenario to test if authentication data is stored in an encrypted manner 

8.1.3. Test Case for File Integrity Monitoring tool AIDE 

Test Scenario to test if files are integrity protected 

8.1.4. Test Case for One-Way Hash 

Test Scenario to verify if sensitive information (like passwords) are stored in a form of 

one-way hash 

8.2.  Testbed Diagram 
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8.3. Tools Required: NULL 

8.4. Test Execution Steps: 

• Tester tries to read a sensitive file with access permissions beyond current rights of tester 

• Tester tries to read a authentication data with appropriate access rights 

• Testers verifies that sensitive data which are not required in clear text are stored in hash 

• Tester makes changes in a file and notes that integrity mismatch takes place 

 

9. Expected Results for Pass:  

➢ Case 1: Tester is not able to read a file if proper access permission is not available 

➢ Case 2: Tester verifies that authentication data is stored in an encrypted form 

➢ Case 3: Tester verifies that sensitive data which are not required in clear text are 

stored in hash 

➢ Case 4: The File Integrity Monitoring system displays mismatch for hashes 

 

10.  Expected Format of Evidence: Screenshots of Terminal 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_PSW_STOR_SUPPORT_1 

b. Test Case Description: DUT should not allow tester to read the content of the file 

c. Execution Steps: 

- Tester logs into the DUT with non-root access  

- Tester tries to read the contents of the file using following command 

• cat <file_name> 

 
d. Test Observation: 

(Case 1) Tester is not able to read a file if proper access permission is not available 

e. Evidence Provided 

Screenshot of Terminal 
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➢ Test Case Number: 02 

a. Test Case Name: TC_PSW_STOR_SUPPORT_2 

b. Test Case Description: DUT should not display the sensitive information in clear text 

c. Execution Steps: 

- Tester tries to read the file using following command 

• cat <file_name> 

 
- Tester tries to read the file using following command with appropriate passphrase 

• ccat <file_name> 

 
d. Test Observation: 

(Case 2) Tester verifies that authentication data is displayed in a scrambled manner 

and can only be viewed when decrypted  
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e. Evidence Provided:- Screenshot of Terminal 

 

➢ Test Case Number: 03 

a. Test Case Name: TC_PSW_STOR_SUPPORT_3 

b. Test Case Description: DUT should store the data which is not required in clear text in 

hash format 

c. Execution Steps: 

- Tester shall create a new user using following command appropriate password 

• sudo adduser <user_name> 

 
- Tester shall then observe the stored password using following command 

• sudo cat /etc/shadow 

 
d. Test Observations: 

(Case 3): Tester verifies that password is stored in hash format (The $6$ at the 

beginning denotes the use of SHA512 which is compliant with the standards) 

e. Evidence Provided: -Screenshot of Terminal 

 

➢ Test Case Number: 04 

a. Test Case Name: TC_PSW_STOR_SUPPORT_4 

b. Test Case Description: DUT should have a mechanism to protect the sensitive files from 

being manipulated 

c. Execution Steps: 

- Tester shall manipulate the contents of a file 

- Tester then shall run the following command to display if any changes are made to any if 

the files 

• sudo aide -c /etc/aide/aide.conf --limit <directory>--check 
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d. Test Observations: - (Case 4): The File Integrity Monitoring system displays 

mismatch for hashes 

e. Evidence Provided: - Screenshot of Terminal 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL REMARKS 

1 TC_PSW_STOR_SUPPORT_1   

2 TC_PSW_STOR_SUPPORT_2   

3 TC_PSW_STOR_SUPPORT_3   

4 TC_PSW_STOR_SUPPORT_4   
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2.6.6 TSTP Report for Evaluation of Protection against Copy of Data  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.6.6 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF 

 
<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >    

<ITSAR Version No:>   

<OEM Supplied Document list: >   

 

1. ITSAR Section No & Name:  Section 6: Data Protection  

2. Security Requirement No & Name: 2.6.6 Protection against Copy of Data 

3. Requirement Description:  

a) Without authentication & authorization and except for specified purposes, SMF shall not 

support copying of control plane and user plane data. 

b) Protective measures should exist against use of available system functions / software 

residing in SMF to create copy of control plane and user plane data for illegal transmission. 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

UNIX/ all major UNIX-like derivatives, including Linux is used on the Network product. 

• To get the hash of configuration file if the file is a ASCII text file. 

• Command - sha256sum DUT_config.conf 

• Digest Hash of Tested Configuration:  

• DUT_config.conf:- 

19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8  

• To get the hash of OS if using docker  
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• Command - docker images --digests  

 

• Digest Hash of OS:  

• DUT_IMAGE: -

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a 

 

6. Preconditions: 

a. OEM shall provide the list of all the files that contain sensitive data. 

b. Only root will have the permission to read or copy the contents of any file.  

c. There can be a group of privileged users with the permission to read the file. OEM shall 

provide a list of those users.  

d. Data that can be copied can be data in usage or data in transit or data in storage.In order to 

protect copy of data in storage, clause 2.6.5. Protecting data and information in storage 

should be satisfied. To protect copy of data in transit, clause 2.1.2 Management Traffic 

Protection should be satisfied. This TSTP covers steps for protection against copy of data 

in usage.  

 

7. Test Objective:  Use of available system functions / software residing in SMFto create copy 

of control plane and user plane data for illegal transmission. 

 

8. Test Plan: 

8.1 Number of test scenarios/test cases: 1 

8.2 Tools used: Wireshark, OpenSSH,Valgrind 

8.3 Test Execution:  

The accredited evaluator's test lab is required to execute the following steps: 

- Tester tries to create copy of files in SMF. 

- System should not allow copy of any files if user is not authenticated and authorized. 

 

9. Expected Results for Pass:   A list showing that all the important files containing control 

and data plane data in SMF have the read/write/execute rights set such that any function or 

software can’t make a copy of the data until it is authorized to do so. (Users in sudo list are 

only able to make a copy of data).  

 

10. Expected Format of Evidence: A test report provided by the accredited evaluator's test 

lab which will consist of the following information: 

a.   List of privileged users, who are allowed to read the files. 

b.  Screenshot/Report of the showing other users are not allowed to    read/copy. 

c. Report showing that all te below test cases have passed depending on the implementation 

followed. 
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11.   Test Execution: 

➢ Test Case Number: 1 

a. Test Case Name: TC_PROTECTION_AGAINST_COPY_OF_DATA 

b. Test Case Description:  

The runtime user plane and control plane data can be stored using various mechanisms. 

The specific mechanisms depend on the implementation details and architectural 

choices made by the system. Some of the common ways to store data in usage can be:   

▪ Data structures and variables     

▪ Cache     

▪ Files  

Objective is to test protection of copy of data stored in above mentioned mechanisms.  

 

c. Execution Steps: 

1) Files  

o Access Controls: Check that access controls is implemented at the application or 

system level to regulate file access. This includes authentication and authorization 

mechanisms to ensure that only authorized users or processes can access and modify 

the files. 

o Encryption: Check that encryption techniques is applied to sensitive files to protect 

their contents. 

2) Cache 

o Encryption: Check that encryption techniques is used on data stored in the cache.  

o Time-based Expiration: Check that cache is configured to have time-based 

expiration for the stored data.  

o Access Controls: Check that access controls are implemented to restrict 

unauthorized access to the cache. Determine the directory where the cache is stored. 

This will depend on the specific caching system or application being used. 

3) Data structures and variables 

o Memory Protection Mechanisms: Verify that proper coding practices are used such 

that there are no memory leaks, buffer overflows, memory corruption, or other 

vulnerabilities, as it can lead to unauthorized data copying. Examples include using 

safe memory functions, bounds checking, and secure memory allocation techniques. 

o Memory Access Permissions: Check that memory assigned to varibles are 

protected. 

d. Test Observations:   

➢ Case 1 (Files): 

A. Access Controls testing 

I.In order to stop copy of data in linux, read permissions of the files should not be 

given. 
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Tester tries to create the copy of all the files in SMF. He should not be able to do so 

if not authorized. 

 

 
II.Tester tries to create the copy by logging as one of the root users and he should be 

able to create a copy. 

 
B. Encrytpion testing: To check whether files are encrypted or not in Linux, following 

methods can be used: 

• File Inspection:  Inspect the file properties and characteristics to determine if 

encryption is applied. Here are a few indicators to look for: 

• File Extensions: Encrypted files often have specific file extensions associated with 

encryption algorithms or encrypted file formats. For example, ".gpg" for GnuPG 

encrypted files or ".enc" for generic encrypted files. 

• File Headers: Some encrypted files have unique headers or magic numbers at the 

beginning of the file that indicate encryption. The file  command can be used  to 

check the file type and examine the file headers. 

• Metadata or Tags:  The file metadata or tags can be checked, if available, to see if 

there are any indications of encryption. This can be done using file explorers or 

metadata analysis tools. 

➢ Case 2 (Cache): 

Access control and encryption testing will be done as explained in case 1. 

A. Time-based Expiration: The cache expiration time is typically managed by the 

caching software or service being used. The expiration time for cached data can be 

configured based on the specific caching solution being used. 

Some popular examples are as follows: 

o Memcached: If memcached is being used, check whether expiration time is set 

or not in the conf file. 
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The configuration file is usually located at /etc/memcached.conf. In the 

configuration file, find the line that specifies the -t option or expire_time. This 

option defines the default expiration time for items stored in the cache. Check 

that this value is not set to some large value. The expiration time can be set when 

storing data by specifying a time value in seconds. 

 
o Redis Cache: If this is being used, check whether expiration time is set or not 

using EXPIRE command. 

For example, to set the expiration time for a key called "mykey" to  1 hour. 

 
 

➢ Case 3 (Data structures and variables): 

A. Memory Access Permissions: 

In Linux, a particular section of RAM assigned to a program can be protected by 

utilizing memory access permissions and virtual memory mechanisms. Linux 

provides memory access permissions through the mprotect system call, which 

allows to change the access permissions of memory pages.  Specific permissions for 

a particular section of memory can be set, such as read-only or no access. Check that 

if memory is assigned to varibles, such methods are used. 

Ex for C/C+: 

 
B. Memory Protection testing: Valgring can be used to detect memory leaks, 

uninitialized variables, invalid memory accesses, and other memory-related errors 

in C, C++, and other supported languages. 

Any other tool with similar capabilities can also be used. 

Command: valgrind [valgrind-options] program [program-arguments] 
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12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL (Please see Note Below) 

1 TC_PROTECTION_AGAINST_COPY_OF_DATA  
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2.6.7 TSTP for Protection against Data Exfiltration - Overt Channel 
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.6.7 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 6: Data Protection     

2. <Security Requirement No & Name > 2.6.8 Protection against Data Exfiltration - Covert 

Channel  

3. <Requirement Description: >  

a) SMF shall have mechanisms to prevent data exfiltration attacks for theft of control plane 

and user plane data in use and data in transit. 

b) Establishment of outbound overt channels such as, HTTPS, IM, P2P, Email etc. are to be 

forbidden if they are auto-initiated by / auto-originated from the SMF. 

c) Session logs shall be generated for establishment of any session initiated by either user or 

SMF. 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Terminal. 

7. Test Objective: 

- To check that SMF has mechanisms to prevent data exfiltration attacks. 

- To Check Establishment of Outbound Channels are forbidden if they are auto-initiated or 

auto-originated 

- To Check that Logs maintained at SMF side for different sessions 

 

8. Test Plan: 

8.1 Test Setup Diagram: 

 

Note: Tester Can Access DUT directly using physical console as well 

 

8.2 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.3 Test Execution Steps 

− The Tester verifies that Intrusion and Extrusion Detection Mechanisms are in place as per 

OEM/Vendor documentation. The mechanisms must include (but not limited to): 

o Details of Intrusion detection systems in place 

o Log review details (Tester should verify Log Review timetable as recommended by 

Vendor) 

o Location and Usage of Network performance data to prevent DDoS attacks 

o Location of Session Logs for Routine Traffic threat assessment. 

o Mechanisms should be in place such that following information is not revealed for non-

root users: 

▪ Metadata  

▪ Runtime of Cryptographic schemes 

▪ Memory usage of Cryptographic Schemes 

▪ Bitrate of protocol used 

▪ Buffer information 
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− The Tester should ensure any outbound connection should have a mechanism to require re-

authentication by user and no outbound connection or inbound connection should have root 

privileges to system. 

− Session Logs should be maintained for all connections and services  

 

9. Expected Results for Pass: Evidence that all mechanisms are in place and working. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_PROTECTION_AGAINST_DATA_EXFILTRATION_OVERT_CHANNEL 

b. Test Case Description:  To verify that all mechanisms are in place. 

c. Execution Steps: 

− The Tester verifies that Intrusion and Extrusion Detection Mechanisms are in place as per 

OEM/Vendor documentation. The mechanisms must include (but not limited to): 

o Details of Intrusion detection systems in place 

o Log review details (Tester should verify Log Review timetable as recommended by 

Vendor) 

o Location and Usage of Network performance data to prevent DDoS attacks 

o Location of Session Logs for Routine Traffic threat assessment. 

o Mechanisms should be in place such that following information is not revealed for non-

root users: 

▪ Metadata  

▪ Runtime of Cryptographic schemes 

▪ Memory usage of Cryptographic Schemes 

▪ Bitrate of protocol used 

▪ Buffer information 

− The Tester should ensure any outbound connection should have a mechanism to require 

re-authentication by user and no outbound connection or inbound connection should have 

root privileges to system. Mechanism may include Password Prompts for Re-

authentication. 

 

− This information should be present in the logs to ensure that auto-initiation/auto 

origination of outbound connections is not possible with user authorization. 

− Session Logs should be maintained for all connections and services and all re-

authentication processes. 
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− (Alternate Solutions for Clause B – There are two different logs maintained. One session 

log for all connections manually established and one system log checking any connection 

maintained and other system properties. We start with 4 manual connections and one 

auto-initiated connection that does not show up in session logs. So, in the session logs there 

are only 4 connections but in the system logs 5 are shown. If 5 are shown test fails but if 

only 4 are shown it means auto-initiation failed) 

− Tester should check that Outbound connection re-authentication has been logged by the 

system. 

 
d. Test Observations: 

All mechanisms should be up and running. 
 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 
TC_PROTECTION_AGAINST_DATA_EXFI

LTRATION_OVERT_CHANNEL 
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2.6.8 TSTP for Protection against Data Exfiltration - Covert Channel  

 
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.6.8 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 6: Data Protection     

2. <Security Requirement No & Name > 2.6.7 Protection against Data Exfiltration - Overt 

Channel  

3. <Requirement Description: >  

a) SMF shall have mechanisms to prevent data exfiltration attacks for theft of data in use and 

data in transit.   

b) Establishment of outbound covert channels and tunnels such as DNS Tunnel, HTTPS 

Tunnel, ICMP Tunnel, TLS, SSL, SSH, IPSEC VPN, RTP Encapsulation etc. are to be forbidden 

if they are auto-initiated by / auto-originated from the SMF.    

c) Session logs shall be generated for establishment of any session initiated by either user or 

SMF system. 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Terminal. 

7. Test Objective: 

- To check that SMF has mechanisms to prevent data exfiltration attacks. 

- To Check Establishment of Outbound Channels are forbidden if they are auto-initiated or 

auto-originated 

- To Check that Logs maintained at SMF side for different sessions 

 

8. Test Plan: 

8.1 Test Setup Diagram: 

 

 

Note: Tester Can Access DUT directly using physical console as well 

 

8.2 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.3 Test Execution Steps 

− The Tester verifies that Intrusion and Extrusion Detection Mechanisms are in place as per 

OEM/Vendor documentation. The mechanisms must include (but not limited to): 

o Details of Intrusion detection systems in place 

o Log review details (Tester should verify Log Review timetable as recommended by 

Vendor) 

o Location and Usage of Network performance data to prevent DDoS attacks 

o Location of Session Logs for Routine Traffic threat assessment. 

o Mechanisms should be in place such that following information is not revealed for non-

root users: 

▪ Metadata  
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▪ Runtime of Cryptographic schemes 

▪ Memory usage of Cryptographic Schemes 

▪ Bitrate of protocol used 

▪ Buffer information 

− The Tester should ensure any outbound connection should have a mechanism to require re-

authentication by user and no outbound connection or inbound connection should have root 

privileges to system. 

− Session Logs should be maintained for all connections and services  

 

9. Expected Results for Pass:- Evidence that all mechanisms are in place and working. 

 

10. Expected Format of Evidence: - Log files and screen shots of test executions. 

 
11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_PROTECTION_AGAINST_DATA_EXFILTRATION_COVERT_CHANNEL 

b. Test Case Description:  To verify that all mechanisms are in place. 

c. Execution Steps: 

− The Tester verifies that Intrusion and Extrusion Detection Mechanisms are in place as per 

OEM/Vendor documentation. The mechanisms must include (but not limited to): 

o Details of Intrusion detection systems in place 

o Log review details (Tester should verify Log Review timetable as recommended by 

Vendor) 

o Location and Usage of Network performance data to prevent DDoS attacks 

o Location of Session Logs for Routine Traffic threat assessment. 

o Mechanisms should be in place such that following information is not revealed for non-

root users: 

▪ Metadata  

▪ Runtime of Cryptographic schemes 

▪ Memory usage of Cryptographic Schemes 

▪ Bitrate of protocol used 

▪ Buffer information 

− The Tester should ensure any outbound connection should have a mechanism to require 

re-authentication by user and no outbound connection or inbound connection should have 

root privileges to system. Mechanism may include Password Prompts for Re-

authentication. 
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− This information should be present in the logs to ensure that auto-initiation/auto 

origination of outbound connections is not possible with user authorization. 

− Session Logs should be maintained for all connections and services and all re-

authentication processes. 

− (Alternate Solutions for Clause B – There are two different logs maintained. One session 

log for all connections manually established and one system log checking any connection 

maintained and other system properties. We start with 4 manual connections and one 

auto-initiated connection that does not show up in session logs. So, in the session logs there 

are only 4 connections but in the system logs 5 are shown. If 5 are shown test fails but if 

only 4 are shown it means auto-initiation failed) 

− Tester should check that Outbound connection re-authentication has been logged by the 

system. 

 
d. Test Observations: All mechanisms should be up and running. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_PROTECTION_AGAINST_DATA_EXFI

LTRATION_COVERT_CHANNEL 
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2.7.1 TSTP for Traffic Filtering – Network Level Requirement 

 
Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.7.1 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 6: Data Protection     

2. <Security Requirement No & Name > 2.7.1 Traffic Filtering – Network Level Requirement 

3. <Requirement Description: > SMF shall provide a mechanism to filter incoming IP packets 

on any IP interface. 

In particular the SMF shall provide a mechanism: 

a) To filter incoming IP packets on any IP interface at Network Layer and Transport Layerof 

the stack ISO/OSI. 

b) To allow specified actions to be taken when a filter rule matches. In particular at leastthe 

following actions should be supported: 

• Discard/Drop: the matching message is discarded; no subsequent rules are applied and 

no answer is sent back. 

• Accept: the matching message is accepted. 

• Account: the matching message is accounted for i.e. a counter for the rule is incremented. 

This action can be combined with the previous ones. This feature is useful to monitor 

traffic before its blocking. 

c) To enable/disable for each rule the logging for Dropped packets, i.e. details on messages 

matching the rule for troubleshooting. 

d) To filter on the basis of the value(s) of source IP, destination IP and port addresses of 

protocol header. 

e) To reset the accounting. 

f) The SMF shall provide a mechanism to disable/enable each defined rule. 
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[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.6.2.1] 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

 

 

Figure : 5G Testbed Used to Emulate a 1st Host (SMF) and 1 Network Product (SMF) 
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Figure: 5G Testbed Used to Emulate 2nd Host (UDM) with command line interface 

 

 

 

Configure the DUT to implement the rules as per mentioned in the Pre-condition section. 

 

NOTE: For simulation purpose, 5G Testbed was used in which Ip tables was implemented for 

packet filtering purpose. Please aggregate appropriate command for each test case if similar 

arrangement is not used. 

 

6. Preconditions 

- The Network Product has packet filtering enabled. 

- The Network Product has 2 different logical or physical Ethernet ports and each port is 

connected to a host. 

7. Test Objective: 

- To check that DUT shall provide a mechanism: 

o To filter incoming IP packets on any IP interface at Network Layer and Transport Layer 

of the stack ISO/OSI. 

o  To allow specified actions to be taken when a filter rule matches. In particular at least the 

following actions should be supported: 

▪ Discard/Drop: the matching message is discarded; no subsequent rules are applied and 

no answer is sent back. 

▪ Accept: the matching message is accepted. 
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▪ Account: the matching message is accounted for i.e. a counter for the rule is incremented. 

This action can be combined with the previous ones. This feature is useful to monitor 

traffic before its blocking. 

o To enable/disable for each rule the logging for Dropped packets, i.e. details on messages 

matching the rule for troubleshooting. 

o To filter on the basis of the value(s) of source IP, destination IP and port addresses of 

protocol header. 

o To reset the accounting. 

o The DUT shall provide a mechanism to disable/enable each defined rule. 

 

8. Test Plan: 

8.1 Test Setup Diagram: 

 
8.2 Tools Used: Command line interface of HOST1 and DUT, Ip tables 

 

8.3 Test Execution Steps 

- OEM should submit document what are the filtering features available 

- Firstly, the network should be established as such in which DUT is the Server and 2 Hosts 

(For simulation purpose we have taken UDM and SMF as the 2 Hosts/Clients) are 

connected to the Server. 

- Obtain the IP Adress of the DUT and the Hosts. 

- Configure the Rules for Packet Filtering as follows. 

 

Network Product Name 

and Function 

Ip Address of Network 

Product 

Rules 

UDM(HOST1) 172.20.0.4 ACCEPT ICMP echo messages 

SMF(HOST2) 172.20.0.3 DROP ICMP echo messages 

SMF(SERVER/DUT) 172.20.0.2 - 
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- In case iptables is implemented then below command should be used in command line of 

DUT for accepting the icmp echo messages from HOST 1. 

- iptables -A INPUT -p icmp --icmp-type 8 -s <HOST1 ip Address> -j ACCEPT 

- In case iptable is implemented then below command should be used in command line of 

DUT for dropping the icmp echo messages from HOST 2. 

- iptables -A INPUT -p icmp --icmp-type 8 -s <HOST2 ip Address> -j DROP 

- The tester configures the Network Product to only allow ICMP traffic from host 1. (Check 

if option is available at network and transport level) 

- The tester initiates ping traffic from host 1. 

- The tester initiates ping traffic from host 2. 

- We intend to execute the Test Case by dividing the single requirement in multiple smaller 

test cases.  

SL. No TEST CASE NAME COVERING SUBCLAUSE 

1 TC1_PACKET_FILTERING_HOST1 a.b,d 

2 TC2_PACKET_FILTERING_HOST2 a,b,d 

3 TC3_ENABLE/DISABLE_FILTERING c,f 

4 TC4_FILTERING_COUNTER_RESET e 

 

9. Expected Results for Pass: Host 1 will receive a 'ping' answer back, but host 2 will not. 

 
10. Expected Format of Evidence: Log files and screen shots of test executions. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_PACKET_FILTERING_HOST1 

b. Test Case Description:  

- As per the Rules mentioned in the table, DUT should respond to ICMP messages sent from 

HOST 1. 

c. Execution Steps: 

- Check that precondition is already satisfied by the DUT. 

- Use the command line of the HOST1 to ping the DUT. 

- Use the following command 
ping -I <HOST1 IP Address> <DUT IP Address> 

- Capture the response on the HOST1 for the above command. 

d. Test Observations: 

➢ Case 1: DUT’s response is positive for the HOST1’s icmp messages (PASS CASE) 

Below image can be used as a reference that HOST1 is getting positive response from 

DUT to ICMP messages sent. 
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Figure: Packet lost 

➢ Case 2: DUT is not responding to icmp echo messages by HOST1(FAIL CASE) Below 

image can be used as a reference that HOST1 is getting no response from DUT to ICMP 

messages sent. 

 

 

 

 

 

 
Figure: 100% Packet lost 

➢ Test Case Number: 02 

a. Test Case Name: TC2_PACKET_FILTERING_HOST2 

b. Test Case Description: As per the Rules mentioned in the table, DUT should not respond 

to ICMP messages sent from HOST2. 

c. Execution Steps: 

- Check that precondition is already satisfied by the DUT. 

- Use the command line of the HOST2 to ping the DUT. 

- Use the following command 
ping -I <HOST2 IP Address> <DUT IP Address> 

- Capture the response on the HOST2 for the above command. 

d. Test Observations: 
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➢ Case 1: DUT is not responding to ICMP echo messages by HOST2 (PASS CASE) 

Below image can be used as a reference that HOST1 is getting no response from DUT to 

icmp messages sent. 

 

 

 

 

 

 

     

   Figure: 100% Packet Loss  
➢ Case 2: DUT’s response is positive for the HOST2’s ICMP messages (FAIL CASE) 

Below image can be used as a reference that HOST2 is getting positive response from DUT 

to icmp messages sent. 

 

➢ Test Case Number: 03 

 

 

 

 

 

 

 

 

 

 

Figure : No Packet Loss 

➢ Test Case Name: TC3_ENABLE/DISABLE_FILTERING 

a. Test Case Description:  

- DUT should have a functionality to enable or disable each filter. 

- DUT should disable the desired rule for the corresponding filter. 

b. Execution Steps: 

- Check that precondition is already satisfied by the DUT. 

- Use the command line of the HOST2 to ping the DUT. 

- Use the following command 

iptables -L 

- The list of rules will be shown in the command line shown below: 
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- use the below command to delete 2nd the rule. 

iptables -D INPUT -p icmp --icmp-type 8 -s 172.20.0.4 -j DROP 

-  use the below command to see the rules listed in iptables and capture the result. 

iptables –L 

c. Test Observations: 

➢ CASE 1: The desired rule which we intend to delete gets deleted (PASS CASE) See that 

the second rule got deleted from the table of rules 

 

 

 

 

 

 

 

 

➢ CASE 2: The desired rule which we intend to delete is not deleted (FAIL CASE) 

➢ Test Case Number: 04 

a. Test Case Name: TC4_FILTERING_COUNTER_RESET 

b. Test Case Description: DUT should have a functionality to reset the counter available to 

count the data packet received under each rule. 

c. Execution Steps: 

- Check that precondition is already satisfied by the DUT. 

- Use the command below to see the current counter value for each filter in DUT. 

iptables -vL 

- The output like this will be displayed as per the below figure. 

 

 

 

 

 

Figure: List of Rules Displayed in the command line 
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- Use the command below to set the counters to zero. 

iptables -Z 

-  Use the command below to see the current counter value for each filter in DUT and 

capture the result displayed in the command line. 

iptables –vL 

d. Test Observations: 

➢ CASE 1: The counters for each rule are set to zero after the above command is 

run (PASS CASE) Please see the below screen shot for Reference. 

 

Figure: All the Counters for the Filter Rules are set to Zero 

➢ CASE 2: The counter for each rule is not set to zero after the above command is 

run (FAIL CASE) 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL (Please 
see Note Below) 

1 TC1_PACKET_FILTERING_HOST1  
2 TC2_PACKET_FILTERING_HOST2  
3 TC3_ENABLE/DISABLE_FILTERING  
4 TC4_FILTERING_COUNTER_RESET  
FINAL RESULT  

 

NOTE: CRITERIA FOR PASS/FAIL 

• If any one of the Test case Failure occurs: FAIL 

• If all Test case is passed: PASS 
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2.7.2TSTP for Evaluation of Traffic Separation (2.7.2 of CSR) 
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.7.2  

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 7: Network Services 

2. <Security Requirement No & Name > 2.7.2 Traffic Separation 

3. <Requirement Description: >  

The DUT shall support the physical or logical separation of traffic belonging to different 

network domains. For example, O&M traffic and control plane traffic belong to different 

network domains. See RFC 3871 for further information. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.5.1]. 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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• DUT is having 2 logical/physical interface IN OUR SETUP 

• IP address of interface 1: 172.18.0.2 

• IP address of interface 2: 172.16.1.2 

• NF2 and NF3 are the two network functions connected at 2 separate interfaces. NF2 and 

NF3 here are separate network functions 

 

6. Preconditions 

- NF2 and NF3 are separate network functions, and they must be connected at 2 separate 

interfaces of the DUT. 

- Command Line Interfaces of DUT, NF2 and NF3 must be available.  

 

7. Test Objective: The DUT should support the physical or logical separation of traffic 

belonging to different network domains. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Traffic Separation  

8.2 Test Setup Diagram: 
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8.3 Tools Used: Command line interface of NF2, NF3 and DUT. 

 

8.4 Test Execution Steps 

- NF2 and NF3 are the two-network function that will try to send the ICMP messages to SMF over 

separate interfaces. 

- DUT should allow the traffic to separately handle at the two interfaces. 

- NF2 will be sending the traffic to DUT over interface I/F 1 

- NF3 will be sending the traffic of icmp messages to DUT over interface with ip address I/F 

2 

 

9. Expected Results for Pass: 

- The ping messages for the NF2 will be successfully transmitted without any loss when sent 

to the interface 1 of the DUT. But the ping messages fail to reach the interface 2 of the DUT. 

- The ping messages for the NF3 will be successfully transmitted without any loss when sent 

to the interface 2 of the DUT. But the ping messages fail to reach the interface 1 of the DUT. 

- This is because the traffic is separated by DUT to different domains for handling the icmp 

messages from different Nfs. 

 

10. Expected Format of Evidence: Evidence in the form of pcap file or the screenshot of the 

command line can be submitted. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_TRAFFIC_SEPARATION 

b. Test Case Description:  The DUT should support the physical or logical separation of 

traffic belonging to different network domains. 

c. Execution Steps: 

- Tester will ping the DUT using command line of the NF2 ping 172.18.0.2 

- Tester will ping the DUT using command line of the NF3 ping 172.16.1.2 
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- Tester will ping the DUT using the command line of NF2 but this time at the other 

interface ping 172.16.1.2 

- Tester will ping the DUT using the command line of NF3 but this time at the other 

interface. Ping 172.18.0.2 

d. Test Observations: 

• The ping messages for the NF2 will be successfully transmitted without any loss when 

sent to the interface 1 of the SMF DUT. But the ping messages fail to reach the interface 2 

of the SMF DUT. 

• The ping messages for the NF3 will be successfully transmitted without any loss when 

sent to the interface 2 of the SMF DUT. But the ping messages fail to reach the interface 1 

of the SMF DUT. 

• This is because the traffic is separated by DUT to different domains for handling the ICMP 

messages from different NFs. 

 

Figure 1: NF2 and NF3 try to ping the SMF DUT at different Interfaces 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_TRAFFIC_SEPARATION   

 

• PASS: If the network traffic is sent successfully to the predefined interface as defined in the 

configuration of DUT. 

• FAIL: If network traffic is sent successfully to the other interfaces which are not there in 

predefined configuration of the DUT.  
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2.7.3 TSTP Report for Traffic Protection –Anti-Spoofing  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.7.3 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. ITSAR Section No & Name: Section 7: Network Services   

2. Security Requirement No & Name:  2.7.3: Traffic Protection –Anti-Spoofing 

3. Requirement Description:  

SMF shall not process IP Packets if their source address is not reachable via the incoming  

interface. Implementation example: Use of "Reverse Path Filter" (RPF) provides this function. 

[Reference: TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.3.1.1] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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For checking if RPF is enabled: 

 
0 – disabled ,1 – strict filtering, 2 – loose filtering 

Routes at the Network product 

 
Configuration of DUT: 

● Three virtual machines with a network traffic analyzer like wireshark or tcpdump. 

● Configurations of VMs should be such that traffic from vm1->vm3 should go via vm2.  

● VM2  has two network interfaces, one connected to vm1 and other to vm3. 

● Vm1 and vm3 should be able to pass their traffic to vm2, by default. 

 

6. Preconditions: 

• Test Case Description:  

To verify that the network product provides anti-spoofing function, that is, before a packet 

is processed, the network product checks whether the source IP of the received packet is 

reachable through the interface it comes in.  

To verify that if the received packet source address is not routable through the interface on 

which it comes, then the network product drops this packet. 

• Pre-Conditions:  

A node N1 is available with: 

- Two interfaces named respectively if1-n1 connected to the network product and if2-n1 

to which the tester connects a tester machine 

- routing capabilities 

- if2-n1 has a static IP address (e.g. 192.168.3.1 belonging to the subnet 192.168.3.0/24) 

- A node N2 is available with: 

- Two interfaces named respectively if1-n2 connected to the network product and if2-n2 

to which the tester connects a tester machine 

- Routing capabilities. In particular N2 has a default route to if1-np subnet via if2-np (e.g. 

192.168.2.1) 

- if2-n2 has a static IP address . This ip is the same as if2-n1 (e.g. 192.168.3.1 belonging to 

the subnet 192.168.3.0/24) 

- The network product has at least 2 enabled interfaces said if1-np and if2-np: 

- The interface if1-np is connected to interface if1-n1 of the node N1 on the subnet, e.g., 

192.168.1.0/24. 

- The interface if2-np is connected to interface if1-n2 of the node N2 on the subnet, e.g., 

192.168.2.0/24.  
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- The network product is configured with a static route for the subnet where if2-n1 is 

connected to (e.g. 192.168.3.0/24), so this subnet can be reached via if1-n1 through if1-

np. 

 

- The vendor shall declare, in the documentation accompanying the network product, the 

supported anti-spoofing mechanism (e.g. RPF or similar function) and if it is enabled for 

all interfaces (e.g. net.ipv4.conf.all.rp_filter = 1 and net.ipv4.conf.default.rp_filter = 1 in the 

linux sysctl.conf file) or per interface bases. 

- The vendor shall declare if the dropped packets can be logged and how to enable this 

logging 

- The tester has administrator privileges 

- A tester machine is available and configured with: 

- A static IP address belonging to the subnet where if2-n1 and if2-n2 are connected to (e.g. 

192.168.3.2/24)  

- A default gateway set to if2-n1 and if2-n2 IP Address (e.g. 192.168.3.1)  

- A network traffic analyser (e.g. tcpdump) on the network product is available  

7. Test Objective: 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 1 

8.1.1 Test scenario when the password recovery is unset in the /etc/default/grub file (for 

Linux). 

8.1.2  Any other configuration file based on the OS being used. Test whether able to recover 

passwords for system/root.   

8.2 Tools Used: Command line 

8.3 Test Execution Steps: 

 

a. Test Case Number: 1 

b. Test Case Name: TC_IP_SPOOFING_MITIGATION 
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c. Test Case Description: The network product supports an anti-spoofing mechanism (e.g. 

the RPF function) and it accepts a packet only if it reaches the network product on the 

expected interface (i.e. this packet has a source ip address belonging to the same network 

as the interface where it came in or if it is routable through the interface on which it came 

in), otherwise it discards the packet. 

d. Tools Used: virtual machines installed on a linux device. 

e. Execution Steps:   

1. The tester starts to send ping messages to the if1-np interface of the network product. 

Ping sent by tester on connecting to n1 

 
2. The tester verifies, through the network traffic analyser, that the ping correctly reaches 

the if1-np interface and that responses are sent back. 

Responses sent back by Network product from if1-np: 

 
3. The tester disconnects the tester machine from if2-n1 interface of the node N1 and 

reconnects it to the interface if2-n2 of the node N2: 
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- The testers use the same network configuration of the tester machine. 

- The tester sends ping messages to the if1-np interface of the network product. 

 
- The tester verifies, through the network traffic analyser, that the pings reach the if1-

np interface of the network product, but they are dropped and no response is sent back 

since the source of the received packet is not reachable through the interface it came 

in. 

Network packets dropped at if1-np interface of the network product 

 
- The tester sends ping messages to the if2-np interface of the network product. 

 
- The tester verifies, through the network traffic analyser, that the pings reach the if2-

np interface of the network product, but they are dropped and no response is sent back 

since there is a default route via if2-np. 

Network packets dropped at if1-np interface of network product 
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- If the dropped packets are logged, the testers verifies that these packets are recorded. 

f. Test Observations:  

In presence of an anti-spoofing mechanism (such as RPF filter), the accepts a packet only if it 

reaches the network product on the expected interface (i.e. this packet has a source ip address 

belonging to the same network as the interface where it came in or if it is routable through the 

interface on which it came in), otherwise it discards the packet. 

 

9. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_IP_SPOOFING_MITIGATION   
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2.7.4 TSTP for Evaluation of GTP-C Filtering (2.7.4 of CSR) 
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.7.4 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

1. <ITSAR Section No & Name> Section 7: Network Services 

2. <Security Requirement No & Name > 2.7.4 GTP-C Filtering 

3. <Requirement Description: > 

The following capability is conditionally required: 

- For each message of a GTP-C-based protocol, it shall be possible to check whether the sender 

of this message is authorized to send a message pertaining to this protocol. 

- At least the following actions should be supported when the check is satisfied: 

- Discard: the matching message is discarded. 

- Accept: the matching message is accepted. 

- Account: the matching message is accounted for, i.e., a counter for the rule is incremented. 

This action can be combined with the previous ones. This feature is useful to monitor traffic 

before its blocking. This requirement is conditional in the following sense: It is required that at 

least one of the following two statements holds: 

- SMF supports the capability described above, and this is stated in the product 

documentation. 

- The SMF’s documentation states that the capability is not supported and that the SMF needs 

to be deployed together with a separate entity that provides the capability described above. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.6.2.3] 

 

4. DUT Confirmation Details 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 
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• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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There might be various ways of having mentioned functionalities integrated with the system 

• Iptables 

• Ufw 

• GTP Firewalls 

a. For Iptables 

Command used: iptables -V (To get version information) 

 
b. Similarly check for other tools used...  

 

6. Preconditions 

- The network product has at least one physical interface named if1 and may have another 

physical interface named if2 .  

- The tester has the privileges to configure GTP-C filtering on the network product.  

- The manufacturer declares that the GTP-C filtering is supported.  

- The manufacturer includes a guideline to configure the GTP-C filtering in the documentation 

accompanying the network product.  

- A network traffic generator or a pcap file containing the GTP-C messages is available.  

- A network traffic analyser on the network product (e.g. tcpdump) is available.  

 

7. Test Objective:- To verify that the network product provides filtering functionalities for 

incoming GTP-C messages. In particular this test case verifies that:  

1. The network product provides filtering of incoming GTP-C messages on any interface.   

2. It is possible to block all GTP-C messages on those network product interfaces where they 

are unwanted. 

3. It is possible to specify defined actions for each rule. 

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario for Iptables:  

- This test scenario is regarding Iptables Filtering Firewall (Additional Test scenarios based 

on the OEM document) 

8.2. Test Bed Diagram 
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8.3. Tools Required: Wireshark and GTPing 

8.4. Test Execution Steps 

- Launch the Wireshark app on the tester device. 

- Send gtp echo requests from tester device to DUT on if1 

- Verify that gtp echo replies are received (Case 1) 

- Change rule such that DUT drops all gtp packets 

- Verify that no gtp echo replies are received but gtp requests are received by the DUT (Case 

2) 

- Change rule such that DUT drops all gtp packets from IP of tester 

- Verify that no gtp echo replies are received but gtp requests are received by the DUT (Case 

3) 

- Change rule such that DUT drops some packets if provided threshold is crossed 

- Verify that some gtp echo replies are received but gtp requests are received by the DUT  

(Case 4) 

 

9. Expected Results for Pass 

➢ Case 1: GTP Echo Replies are received by the tester 

➢ Case 2: GTP Echo Replies are not received by the tester 

➢ Case 3: GTP Echo Replies are not received by the tester 

➢ Case 4: GTP Echo Replies are received by the tester but some packet loss is observed 

if sending frequency is beyond a particular threshold 

 

10. Expected Format of Evidence: Screenshots of Wireshark, Terminal and pcap files 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_GTP_C_FOR_IPTABLES 

b. Test Case Description: Tester configures the rules in iptables of DUT to test the effect on 

incoming gtp messages from tester device 

c. Execution Steps: 

- Tester launches wireshark on tester device 

- Tester enables logs for gtp-c using following command 
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• iptables -A INPUT -p udp --destination-port 2123 -j LOG 

- Tester uses following command to send gtp echo messages to the DUT 

• gtping  -p 2123 <DUT_IP_ADDR> 

 
- Tester adds the rule in DUT to block any gtp-c traffic using following command 

• iptables -A INPUT -p udp --destination-port 2123 -j DROP 

- Tester uses following command to send gtp echo messages to the DUT 

• gtping  -p 2123 <DUT_IP_ADDR> 

 
- Tester can check the logs of the message received by DUT using following command 

• cat /var/log/kern.log 

 
- Tester deletes the previous rule using following command 

• iptables -D INPUT -p udp --destination-port 2123 -j DROP 

- Tester adds the rule in DUT to block gtp-c traffic from tester’s IP address using following 

command 

• iptables -A INPUT –s <tester_IP_ADDR>-p udp --destination-port 2123 -j DROP 

- Tester uses following command to send gtp echo messages to the DUT 

• gtping  -p 2123 <DUT_IP_ADDR> 

 
- Tester can check the logs of the message received by DUT using following command 

• cat /var/log/kern.log 
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- Tester deletes the previous rule using following command 

• iptables -D INPUT –s <tester_IP_ADDR>-p udp --destination-port 2123 -j DROP 

- Tester uses following command to limit the count of packets that can be received by DUT 

to be 1/sec 

• iptables -A INPUT -s <tester_IP_ADDR> -p udp --destination-port 2123 --match limit --limit 

1/sec --limit-burst 2 --jump ACCEPT 

• iptables -A INPUT -j DROP 

- Tester uses following command to send gtp echo messages to the DUT 

• gtping  -i 0.1 -p 2123 <DUT_IP_ADDR> 

 
- Tester can check the logs of the message received by DUT using following command 

• cat /var/log/kern.log 

 
d. Test Observations 

➢ Case 1: GTP Echo Replies are received by the tester and no packet loss occurs 

➢ Case 2: GTP Echo Replies are not received by the tester but GTP Echo requests are 

received by the DUT. Packet loss is 100% 

➢ Case 3: GTP Echo Replies are not received by the tester but GTP Echo requests are 

received by the DUT. Packet loss is 100% 

➢ Case 4: GTP Echo Replies are received by the tester but some packet loss is observed 

 

e. Evidence Provided:- Screenshots of Wireshark, Terminal and pcap files 

 

12. Test Case Result: 

 

SL. No Test Case Name PASS/FAIL Remarks 

1 TC1_GTP_C_FOR_IPTABLES 
 

  

 

(Tester has to execute the test in similar fashion for other tools) 
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2.7.5 TSTP for Evaluation of GTP-U Filtering  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.7.3 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 7: Network Services 

2) <Security Requirement No & Name > 2.7.5 GTP-U Filtering 

3) <Requirement Description: > The following capability is conditionally required: 

- For each message of a GTP-U-based protocol, it shall be possible to check whether the 

sender of this message is authorized to send a message pertaining to this protocol. 

- At least the following actions should be supported when the check is satisfied: 

- Discard: the matching message is discarded. 

- Accept: the matching message is accepted. 

- Account: the matching message is accounted for, i.e., a counter for the rule is incremented. 

This action can be combined with the previous ones. This feature is useful to monitor traffic 

before its blocking. This requirement is conditional in the following sense: It is required that at 

least one of the following two statements holds: 

• SMF supports the capability described above, and this is stated in the product 

documentation. 

• The SMF’s documentation states that the capability is not supported and that the SMF 

needs to be deployed together with a separate entity that provides the capability described 

above. 

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.6.2.4] 

 

4) DUT Confirmation Details 

Use the command line interface to get details of the machine on which test is conducted.  



 

289 
 

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 
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To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
There might be various ways of having mentioned functionalities integrated with the system 

• Iptables 

• Ufw 

• GTP Firewalls 

c. For Iptables 

Command used: iptables -V (To get version information) 

 
d. Similarly check for other tools used...  

 

6) Preconditions 

- The network product has at leastone physical interface named if1 and may have another 

physical interface named if2 .  

- The tester has the privileges to configure GTP-U filtering on the network product. - The 

manufacturer declares that the GTP-U filtering is supported.  

- The manufacturer includes a guideline to configure the GTP-U filtering in the documentation 

accompanying the network product.  

- A network traffic generator or a pcap file containing the GTP-U messages is available.  

- A network traffic analyser on the network product (e.g. tcpdump) is available.  

 

7) Test Objective:- To verify that the network product provides filtering functionalities for 

incoming GTP-U messages. In particular this test case verifies that:  

a) The network product provides filtering of incoming GTP-U messages on any interface.   

b) It is possible to block all GTP-U messages on those network product interfaces where 

they are unwanted. 

c) It is possible to specify defined actions for each rule. 

 

8) Test Plan 

8.1 Number of Test Scenarios: 

8.1.1. Test Scenario for Iptables:  

This test scenario is regarding Iptables Filtering Firewall (Additional Test scenarios 

based on the OEM document) 

8.1.2. Test Bed Diagram 
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8.1.3. Tools Required Wireshark and GTPing 

8.1.4. Test Execution Steps 

▪ Launch the Wireshark app on the tester device. 

▪ Send gtp echo requests from tester device to DUT on if1 

▪ Verify that gtp echo replies are received (Case 1) 

▪ Change rule such that DUT drops all gtp packets 

▪ Verify that no gtp echo replies are received but gtp requests are received by the DUT 

(Case 2) 

▪ Change rule such that DUT drops all gtp packets from IP of tester 

▪ Verify that no gtp echo replies are received but gtp requests are received by the DUT 

(Case 3) 

▪ Change rule such that DUT drops some packets if provided threshold is crossed 

▪ Verify that some gtp echo replies are received but gtp requests are received by the DUT  

▪ (Case 4) 

 

9) Expected Results for Pass 

➢ Case 1: GTP Echo Replies are received by the tester 

➢ Case 2: GTP Echo Replies are not received by the tester 

➢ Case 3: GTP Echo Replies are not received by the tester 

➢ Case 4: GTP Echo Replies are received by the tester but some packet loss is observed 

if sending frequency is beyond a particular threshold 

 

10) Expected Format of Evidence: Screenshots of Wireshark, Terminal and pcap files 

 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC1_GTP_U_FOR_IPTABLES 

b) Test Case Description: Tester configures the rules in iptables of DUT to test the 

effect on incoming gtp messages from tester device 

c) Execution Steps: 

- Tester launches wireshark on tester device 

- Tester enables logs for gtp-u using following command 
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• iptables -A INPUT -p udp --destination-port 2152 -j LOG 

- Tester uses following command to send gtp echo messages to the DUT 

• gtping  -p 2152 <DUT_IP_ADDR> 

 
- Tester adds the rule in DUT to block any gtp-u traffic using following command 

• iptables -A INPUT -p udp --destination-port 2152 -j DROP 

- Tester uses following command to send gtp echo messages to the DUT 

• gtping  -p 2152 <DUT_IP_ADDR> 

 

 
- Tester can check the logs of the message received by DUT using following command 

• cat /var/log/kern.log 

 
- Tester deletes the previous rule using following command 

• iptables -D INPUT -p udp --destination-port 2152 -j DROP 

- Tester adds the rule in DUT to block gtp-u traffic from tester’s IP address using following 

command 

• iptables -A INPUT –s <tester_IP_ADDR>-p udp --destination-port 2152 -j DROP 

- Tester uses following command to send gtp echo messages to the DUT 

• gtping  -p 2152 <DUT_IP_ADDR> 

 
- Tester can check the logs of the message received by DUT using following command 

• cat /var/log/kern.log 
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- Tester deletes the previous rule using following command 

• iptables -D INPUT –s <tester_IP_ADDR>-p udp --destination-port 2152 -j DROP 

- Tester uses following command to limit the count of packets that can be received by DUT 

to be 1/sec 

• iptables -A INPUT -s <tester_IP_ADDR> -p udp  --destination-port 2152  --match limit --

limit 1/sec --limit-burst 2 --jump ACCEPT 

• iptables -A INPUT -j DROP 

- Tester uses following command to send gtp echo messages to the DUT 

• gtping  -i 0.1 -p 2152 <DUT_IP_ADDR> 

 
- Tester can check the logs of the message received by DUT using following command 

• cat /var/log/kern.log 

 
 

d) Test Observations 

➢ Case 1: GTP Echo Replies are received by the tester and no packet loss occurs 

➢ Case 2: GTP Echo Replies are not received by the tester but GTP Echo requests are 

received by the DUT. Packet loss is 100% 

➢ Case 3: GTP Echo Replies are not received by the tester but GTP Echo requests are 

received by the DUT. Packet loss is 100% 

➢ Case 4: GTP Echo Replies are received by the tester but some packet loss is observed 

e) Evidence Provided:- Screenshots of Wireshark, Terminal and pcap files 

 

12) Test Case Result: 

 

SL. No Test Case Name PASS/FAIL Remarks 

1 TC1_GTP_U_FOR_IPTABLES   

 

(Tester has to execute the test in similar fashion for other tools) 
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2.8.1 TSTP For Network Level and application-level DDoS under 5G ITSAR  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.8.1 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name> Section 8 –  Attack Prevention Mechanisms 

2. <Security Requirement No & Name >  2.8.1 Network Level and application-level DDoS 

3. <Requirement Description: >  SMF shall have protection mechanism against Network level 

and Application-level DDoS attacks. SMF shall provide security measures to deal with 

overload situations which may occur as a result of a denial-of-service attack or during 

periods of increased traffic. In particular, partial or complete impairment of system 

availability shall be avoided.  

For example, potential protective measures may include:  

- Restricting of available RAM per application  

- Restricting of maximum sessions for a Web application  

- Defining the maximum size of a dataset  

- Restricting CPU resources per process  

- Prioritizing processes  

- Limiting of amount or size of transactions of an user or from an IP address in a specific time 

range  

- Limiting of amount or size of transactions to an IP address/Port Address in a specific time 

range  

[Reference: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.3.1]  

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   
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• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.)  

 
Command used: cat /etc/os-release (To get OS information)  

 
  

5. DUT Configuration:  

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
To get the hash of OS if using docker  
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Command used: docker images --digests (To get hash/digest of config file)  

 
Note: There can be many kinds of overload scenarios, this TSTP is for CPU and Memory 

overload. 

To monitor the system's CPU and memory usage during DDOS Attack, 

Check if ‘htop’ is installed, htop is an interactive process viewer that provides real-time 

monitoring of CPU, memory, and process activity. 

Command Used: htop –version 

 
 

6. Preconditions: 

- A document which provides a detailed technical description of the overload control 

mechanisms. 

- Test results from a test execution phase of overload control mechanism testing. 

7. Test Objective/ Purpose:  Verify that the network product: 

▪ has a detailed technical description of the overload control mechanisms used to deal 

with overload scenarios; 

▪ has test results verifying the operation of the overload control mechanisms.  

8. Test Plan: 

8.1 Number of Test Scenarios:  

8.1.1 Test Scenario for Excessive Overload Protection due to Network Level DDOS 

Attack:   

This test scenario stimulates Network Level DDOS attack due to which CPU and memory 

overload is caused, it then verifies whether the network product reacts in a controlled 

way during it or not. (Additional Test scenarios based on the OEM document)  

8.2 TestBed Diagram: 
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8.3 Tools required: Command Line Interface of the DUT, hping3. 

8.4 Test Execution Step: 

 

The tester verifies that there is: 

- A technical description providing a high-level overview of the overload control design. 

- An overview of the types of overload scenarios that the network product overload control 

mechanisms are expected to handle. 

- An overview of the overload control thresholds that the network product uses to trigger 

overload control mechanisms. 

- Description of the types of attacks that may cause an overload to the network product and 

how these are handled. 

- A description of how the network product discards or handles input during various 

overload situations including excessive overloads. i.e. where the overload is significantly 

greater than the thresholds where overload detection is triggered. 

- A description of how the network product security functions operate and perform during 

overload. 

- A description of how the network product shuts down or performs or takes other 

abatement or corrective actions during excessive overload conditions. 

The tester performs below steps: 

- Introduce a controlled DDOS scenario with predefined levels of load and traffic. 

- Observe the Network Product’s response and measure how it adjusts its resource 

allocation and prioritization to handle the increased load. 

- Validate that the NF does not crash or suffer from critical failures due to the attack. 

- Assess if the NF can dynamically adapt its behavior based on the severity of the attack. 

- Verify that the NF can smoothly recover and return to normal operation after the attack is 

removed. 

The tester verifies that the test results: 

- Contain details of the overload conditions used in the test execution that are consistent 

with the technical description document. 

- Describe test procedures used to verify the overload control mechanisms. 

- Contain data which demonstrates/indicates that the overload control mechanisms 

described in the technical description document have been implemented. 

- Contain details of the test set-up including the mechanisms for creating the overload. 

Where simulators and/or scripts are used to artificially create a load then details of these 

should also be included. 

9.  Expected Results:  

- A technical description provides a high-level overview of the overload control design. 

- An overview of the types of overload scenarios and overload control thresholds that are 

considered. 
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- Description on the types of attacks that may cause an overload to the system and how these 

are handled. 

- A description of how the network product discards or handles input during various 

overload situations. 

- Describes if or how the network product security functions operate and perform during 

overload. 

- If parts of the system shutdown or take other abatement or corrective actions these should 

be described. 

Note:  If some of the items listed above are not applicable to a network product then, in those 

cases, it should be clarified by the vendor why these items are not applicable. 

The test results should: 

- Contain details of the overload conditions used in the test execution that are consistent 

with the technical description document. 

- Describe the test procedures used to verify the overload control mechanisms. 

- Contain data which demonstrates/indicates that the overload control mechanisms 

described in the technical description document have been implemented. 

- Contain details of the test set-up including the mechanisms for creating the overload. 

10. Expected Format of Evidence: Documentation showing each of the points in the results 

sections. 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_NETWORK_LEVEL_DDOS 

b. Test Case Description:  Test needs to be conducted to verify that the Network Product 

can react to the Network Level DDOS in a controlled manner. 

c. Execution Steps: 

- Create an overload scenario, in this example we'll use 'hping3' to simulate high CPU and 

memory usage. 

Run command:  

sudo hping3 -c 15000 -d 120 -S -w 64 -p <port-number> --flood --rand-source <ip-address> 

'hping3' will flood ping attack to the specified IP address. 

This command will generate a significant load on both the CPU and memory. 

 
- During the overload simulation, we'll use 'htop' to monitor the system's CPU and memory 

usage in real-time.  

Open a new terminal and run command: htop 
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While 'hping3' is running, 'htop' will display the CPU and memory usage of the system. 

Observe how the CPU usage increases due to the workload. 

 

 
 

In 'htop', look for the 'CPU%' and 'MEM%' columns to see the CPU and memory usage, 

respectively, of different processes. 

- Monitor the network product's performance, response times, and behavior during the 

overload simulation. 

- Validate that the network product reacts to the overload in a controlled manner and 

prioritizes critical tasks. (The expected behavior of the network product shall be provided 

in the OEM Documentation) 

- Observe how the network product's security functions operate and perform during the 

overload. 

d. Test Observation: 

➢ Case 1: The network product reacts in a controlled way during overload (Positive 

Testcase) 

The network product demonstrates a controlled response to the simulated DDOS Attack. 

It prioritizes critical tasks, maintains essential functions, and keeps security functions 

operational during the overload scenario. Then the test case Passes. 

➢ Case 2: The network product reacts in a uncontrolled way during overload (Negative 

TestCase) 

If the network product exhibits unpredictable behavior, crashes, or fails to maintain its 

security functions during DDOS, it will be considered a failure. 

 

e. Evidence Provided:  Documentation showing each of the points in the results sections. 

 

12. Test Case Result:  

  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_NETWORK_LEVEL_DDOS   
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2.8.2 TSTP For Excessive Overload Protection under 5G ITSAR 
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.8.2  

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name> Section 8 –  Attack Prevention Mechanisms 

2. <Security Requirement No & Name > 2.8.2 Excessive Overload Protection  

3. <Requirement Description: >  SMF shall act in a predictable way if an overload situation 

cannot be prevented. SMF shall be built in this way that it can react on an overload situation 

in a controlled way. However, it is possible that a situation happens where the security 

measures are no longer sufficient. In such case it shall be ensured that SMF cannot reach an 

undefined and thus potentially insecure, state. OEM shall provide a technical description of 

the SMF’s Over Load Control mechanisms. (especially whether these mechanisms rely on 

cooperation of other network elements e.g. RAN)  

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No   

• Command used: ifconfig –a (To find IP information and all interfaces)  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.)  

 
Command used: cat /etc/os-release (To get OS information)  

 
  

5. DUT Configuration:  

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  
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Note: There can be many kinds of overload scenarios, this TSTP is for CPU and Memory 

overload. 

To monitor the system's CPU and memory usage during overload, 

Check if ‘htop’ is installed, htop is an interactive process viewer that provides real-time 

monitoring of CPU, memory, and process activity. 

Command Used: htop –version 

 
 

6. Preconditions: 

- A document which provides a detailed technical description of the overload control 

mechanisms. 

- Test results from a test execution phase of overload control mechanism testing. 

7. Test Objective/ Purpose:  Verify that the network product: 

- has a detailed technical description of the overload control mechanisms used to deal with 

overload scenarios; 

- has test results verifying the operation of the overload control mechanisms. 

8. Test Plan: 

8.1 Number of Test Scenarios:  

8.1.1 Test Scenario for Excessive Overload Protection due to CPU Overload:   

This test scenario stimulates overload conditions in which CPU overload is performed 

and verifies whether the network product reacts in a controlled way during it. 

(Additional Test scenarios based on the OEM document)  

 

8.2 TestBed Diagram: 
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8.3 Tools required: Command Line Interface of the DUT and other tools for overload 

simulation based on documentation. 

 

8.4 Test Execution Step: The tester verifies that there is: 

- A technical description providing a high-level overview of the overload control design. 

- An overview of the types of overload scenarios that the network product overload control 

mechanisms are expected to handle. 

- An overview of the overload control thresholds that the network product uses to trigger 

overload control mechanisms. 

- Description of the types of attacks that may cause an overload to the network product and 

how these are handled. 

- A description of how the network product discards or handles input during various 

overload situations including excessive overloads. i.e. where the overload is significantly 

greater than the thresholds where overload detection is triggered. 

- A description of how the network product security functions operate and perform during 

overload. 

- A description of how the network product shuts down or performs or takes other 

abatement or corrective actions during excessive overload conditions. 

The tester performs below steps: 

- Introduce a controlled overload scenario with predefined levels of load and traffic. 

- Observe the Network Product’s response and measure how it adjusts its resource 

allocation and prioritization to handle the increased load. 

- Validate that the NF does not crash or suffer from critical failures due to the controlled 

overload. 

- Assess if the NF can dynamically adapt its behavior based on the severity of the overload 

situation. 

- Verify that the NF can smoothly recover and return to normal operation after the controlled 

overload is removed. 

The tester verifies that the test results: 

- Contain details of the overload conditions used in the test execution that are consistent 

with the technical description document. 

- Describe test procedures used to verify the overload control mechanisms. 

- Contain data which demonstrates/indicates that the overload control mechanisms 

described in the technical description document have been implemented. 

- Contain details of the test set-up including the mechanisms for creating the overload. 

Where simulators and/or scripts are used to artificially create a load then details of these 

should also be included. 

9.     Expected Results:  
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- A technical description provides a high-level overview of the overload control design. 

- An overview of the types of overload scenarios and overload control thresholds that are 

considered. 

- Description on the types of attacks that may cause an overload to the system and how these 

are handled. 

- A description of how the network product discards or handles input during various 

overload situations. 

- Describes if or how the network product security functions operate and perform during 

overload. 

- If parts of the system shutdown or take other abatement or corrective actions these should 

be described. 

Note:  If some of the items listed above are not applicable to a network product then, in those 

cases, it should be clarified by the vendor why these items are not applicable. 

The test results should: 

- Contain details of the overload conditions used in the test execution that are consistent 

with the technical description document. 

- Describe the test procedures used to verify the overload control mechanisms. 

- Contain data which demonstrates/indicates that the overload control mechanisms 

described in the technical description document have been implemented. 

- Contain details of the test set-up including the mechanisms for creating the overload. 

10. Expected Format of Evidence: Documentation showing each of the points in the results 

sections. 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_EXCESSIVE_OVERLOAD_PROTECTION 

b. Test Case Description:  Test needs to be conducted to verify that the Network Product can 

react to an overload situation in a controlled manner. 

c. Execution Steps: 

- Create an overload scenario, in this example we'll use 'hping3' to simulate high CPU and 

memory usage. 

Run command:  

sudo hping3 -c 15000 -d 120 -S -w 64 -p <port-number> --flood --rand-source <ip-address> 

'hping3' will flood ping attack to the specified IP address. 

This command will generate a significant load on both the CPU and memory. 
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- During the overload simulation, we'll use 'htop' to monitor the system's CPU and memory 

usage in real-time.  

Open a new terminal and run command: htop 

 

While 'hping3' is running, 'htop' will display the CPU and memory usage of the system. Observe 

how the CPU usage increases due to the workload. 

 
In 'htop', look for the 'CPU%' and 'MEM%' columns to see the CPU and memory usage, 

respectively, of different processes. 

- Monitor the network product's performance, response times, and behavior during the 

overload simulation. 

- Validate that the network product reacts to the overload in a controlled manner and 

prioritizes critical tasks. (The expected behavior of the network product shall be provided 

in the OEM Documentation) 

- Observe how the network product's security functions operate and perform during the 

overload. 

d. Test Observation: 

➢ Case 1: The network product reacts in a controlled way during overload (Positive 

Testcase) 

The network product demonstrates a controlled response to the simulated overload. It 

prioritizes critical tasks, maintains essential functions, and keeps security functions 

operational during the overload scenario. Then the test case Passes. 

➢ Case 2: The network product reacts in a uncontrolled way during overload (Negative 

Testcase) 

If the network product exhibits unpredictable behavior, crashes, or fails to maintain its 

security functions during overload, it will be considered a failure.   

 

e. Evidence Provided:  Documentation showing each of the points in the results sections. 

 

12. Test Case Result:  

 

 SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC1_EXCESSIVE_OVERLOAD_PR

OTECTION 
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2.8.3 TSTP for Evaluation of Manipulated packets that are sent to an 
address of the network device shall not lead to an impairment of 
availability  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.8.3 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 8: Attack Prevention Mechanisms 

2. <Security Requirement No & Name > 2.8.3 Manipulated packets that are sent to an 

address of the network device shall not lead to an impairment of availability 

3. <Requirement Description: >  DUT shall not be affected in its availability or robustness by 

incoming packets from other network elements that are manipulated or differing the norm. This 

means that appropriate packets shall be detected as invalid and be discarded. The process shall not 

be affecting the performance of the SMF. This robustness shall be just as effective for a great mass of 

invalid packets as for individual or a small number of packets. 

Examples of such packets are: 

- Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN 

flooding attack). 

- Packets with the same IP sender address and IP recipient address (Land attack). 

- Mass-produced ICMP packets with the broadcast address of a network as target address 

(Smurf attack). 

- Fragmented IP packets with overlapping offset fields (Teardrop attack). 

- ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 

packets (Ping-of-death attack). 

- Uncorrelated reply packets (i.e. packets which cannot be correlated to any request). 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.2.6.2.2] 

 

4. DUT Confirmation Details:  
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• Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 
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To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions 

- The tester has the privileges to log in the network product and to access all system resources 

(e.g., log files) 

-  A list of all available network services containing at least the following information shall be 

included in the documentation accompanying the Network Product: 

o All interfaces providing IP-based protocols; 

o the available transport layer protocols on these interfaces; 

o their open ports and associated services; 

o and a free-form description of their purposes. 

- NOTE: This list is to be validated as part of the BVT port scanning activity. 

- The robustness and fuzzing tools that are selected for this test shall utilize state-of-the-art 

technology to identify input which causes the Network Product to behave in an unspecified, 

undocumented, or unexpected manner. 

- Fuzz testing tools are a highly sophisticated technology and adaptation to the individual 

protocols in question is needed to be effective. Therefore, there is a lack of available effective 

fuzz testing tools available especially for protocols proprietary to the Telco industry. Test 

labs shall acquire fuzz testing tools for those protocols where commercially feasible, taking 

into account - “To avoid creating a monopoly for security testing tool vendors the usage of a 

security testing tool having specific capabilities should only be mandatory if there are at least 

two alternatives by different vendors available for use in most world regions.”  

- It needs to be taken into account that fuzz testing tools might show drastic differences in 

terms of effectiveness. 

- The accredited test lab is expected to have sufficient expertise to recognize the level of 

effectiveness of the available tools. 

 

7. Test Objective: 

- To verify that the network product provides externally reachable services which are robust 

against unexpected input. 

- The target of this test are the protocol stacks (e.g., diameter stack) rather than the 

applications (e.g., web app). 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 
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8.1.1 Test Scenario for SYN flooding attack 

8.1.2 Test Scenario for Land attack 

8.1.3 Test Scenario for Smurf attack 

8.1.4 Test Scenario for Teardrop attack 

8.1.5 Test Scenario for Ping-of-death attack 

8.1.6 Test Scenario for Uncorrelated reply to packets 

 

8.2 Test Setup Diagram: 

 
 

8.3 Tools Used: Wireshark in Tester Device 

 

8.4 Test Execution Steps The accredited evaluator's test lab is required to execute the 

following steps: 

1. Execution of available effective fuzzing tools against the protocols available via interfaces 

providing IP-based protocols of the Network Product for an amount of time sufficient to 

be effective. 

2. Execution of available effective robustness test tools against the protocols available via 

interfaces providing IP-based protocols of the Network Product for an amount of time 

sufficient to be effective. 

3. For both step 1 and 2: 

a. Using a network traffic analyser on the network product (e.g. TCPDUMP) or an external 

traffic analyser directly connected to the network product, the tester verifies that the 

packets are correctly processed by the network product. 

b. The testers verifies that the network product and any running network service does not 

crash. 

c. The execution of tests shall run sufficient times. 

 

9. Expected Results for Pass: 

- A list of all of the protocols of the network product reachable externally on an IP-based 

interface, together with an indication whether effective available robustness and fuzz testing 
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tools have been used against them, shall be part of the testing documentation. If no tool can 

be acquired for a protocol, a free form statement should explain why not. 

- The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used 

settings, and the relevant output is evidence and shall be part of the testing documentation. 

- Any input causing unspecified, undocumented, or unexpected behaviour, and a description 

of this behaviour shall be highlighted in the testing documentation. 

- COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%) due to 

different non-deterministic variables in their implementation. At some point the tool’s 

documentation may even mention that the failing test shall be repeated to check whether it 

is really a recurring problem or not. The tester shall make best effort to determine if there is 

an issue with NE or the test tool and if necessary, work with the vendor of the network 

product to come to a consensus on the test result outcome. 

 

10. Expected Format of Evidence: A testing report provided by the testing agency which will 

consist of the following information: 
- The used tool(s) name and version information, 

- Settings and configurations used 

- The output log file of the chosen tool that displays the results (passed/failed). 

- Screenshot 

- Test result (Passed or not) 

- Log/evidence tracing possible crashes 

- Any input causing unspecified, undocumented, or unexpected behavior 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_SYN_FLOOD_ATTACK 

b. Test Case Description: Tests need to be conducted to check the effects of SYN Flood 

attack on the running setup  

c. Execution Steps: 

1. Note the system resources (RAM and CPU usage) of the DUT  

2. The tester configures the tool to send a huge amount of TCP Syn packets against the 

Network Product (e.g. here we have simulated the attack using linux command 

hping3 –i <waiting time between each packet> -S -p <TCP port> -c <Number of 

packets> <DUT IP>) 

3. Verify if there is unexpected increased CPU usage and memory consumption. 

d. Test Observations: 

• Case 1: Check whether Network Product experiences unexpected hoarding of resources in 

the presence of SYN Flood attack. 

Use command cat /proc/meminfo to know the resources of the DUT 
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In the testcase, we should get an external entity connected to the network product which produces 

huge amounts of SYN traffic in order to cause DOS at the intended Network product.

 
Figure 2: Above figure shows the command that is used to flood the network product with SYN 

packets. 

Usage of the above command should have no unexpected effect on the operation of the network 

product 

 

 
QAbove Wireshark trace shows that numerous TCP SYN messages were sent from 10.61.3.97 

(Tester) to DUT (10.61.3.66). 
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SYN cookies are an innovative method of thwarting SYN flood attacks. Rather than allocating 

memory for each connection attempt, SYN cookies allocate a sequence number to track the 

connection. That sequence number is returned in the TCP SYN-ACK response to the client, and the 

server uses it to validate subsequent ACKs from that client. IN linux syn cookies are enabled by 

default to prevent Syn Flood Attacks. The “net.ipv4.tcp_syncookies = 1” entry in the “/etc/sysctl.conf” 

file is used to enable syn cookies. If it is set to 0, it means syn cookies are disabled. 

 

➢ Test Case Number: 02 

a. Test Case Name: TC_LAND_ATTACK 

b. Test Case Description: Tests need to be conducted to check the effects of Land attack on 

the running setup  

c. Execution Steps: 

1. Note the system resources (RAM and CPU usage) of the DUT  

2. The tester configures the tool to send a huge amount of IP packets with source and 

Destination IP as same. 

3. Verify if there is unexpected increased CPU usage and memory consumption. 

d. Test Observations: 

➢ Case 1: Check whether Network Product experiences unexpected hoarding of resources in 

the presence of Land Attack Packets 

Use command cat /proc/meminfo to know the resources of the DUT 

 
In the testcase, we should get an external entity connected to the network product which produces 

huge amounts of Land Attack packets in order to cause DOS at the intended Network product. 

The given hping3 command sends 100 SYN packets (TCP with SYN flag set) to destination IP port 

139, with a payload size of 40 bytes, and uses source IP "10.61.3.6" and source port 80, while keeping 

the connection open. 
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Figure 2: Above figure shows the command that is used to flood the network product with same src 

and dst IP. 

Usage of the above command should have no unexpected effect on the operation of the network 

product 

 
Modern Machines or enterprise level firewalls drop LAND Packets at ISP level itself because of their 

suspicious nature. 

 

➢ Test Case Number: 03 

a. Test Case Name: TC_SMURF_ATTACK 

b. Test Case Description: Tests need to be conducted to check the effects of smurf attack on 

the running setup  

c. Execution Steps: 

1. Note the system resources (RAM and CPU usage) of the DUT  

2. The tester configures the tool to send a huge amount of smurf attack packets. 

4. Verify if there is unexpected increased CPU usage and memory consumption. 

d. Test Observations: 

• Case 1: Check whether Network Product experiences unexpected hoarding of resources in the 

presence of smurf attack packets 

Use command cat /proc/meminfo to know the resources of the DUT 
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In the testcase, we should get an external entity connected to the network product which produces 

huge amounts of smurf attack packets in order to cause DOS at the intended Network product. 

The given hping3 command performs an ICMP (Internet Control Message Protocol) echo request 

packet (ping) with a count of 1 packet. It sends the packet from the source IP "10.61.3.97" to the 

destination IP "10.61.3.66." Additionally, the -spoof option is included, which allows the packet to be 

spoofed, meaning the source IP address in the packet can be set to an arbitrary value. 

 
Figure 2: Above figure shows the command that is used to flood the network product with smurf 

attack packets. 

Usage of the above command should have no unexpected effect on the operation of the network 

product 

 
• Smurf Attack Prevention Mechanisms:  

• Disabling IP-directed broadcasts on all network routers. This stops attackers from using it to 

amplify their attacks. 

• Configuring network devices to limit or disallow ICMP traffic in general. 
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• Reconfiguring your firewall to disallow pings that do not originate from your network. 

• Using anti-malware and intrusion detection software. 

 

➢ Test Case Number: 04 

a. Test Case Name: TC_TEARDROP_ATTACK 

b. Test Case Description: Tests need to be conducted to check the effects of Teardrop attack 

on the running setup  

c. Execution Steps: 

1. Note the system resources (RAM and CPU usage) of the DUT  

2. The tester configures the tool to send a huge amount of Teardrop attack packet with 

overlapping fragment offset 

3. Verify if there is unexpected increased CPU usage and memory consumption, because 

DUT is unable to reassemble and keeps on expediting resources for it. 

d. Test Observations: 

• Case 1: Check whether Network Product experiences unexpected hoarding of resources in the 

presence of Teardrop Packets. 

Use command cat /proc/meminfo to know the resources of the DUT 

 
In the testcase, we should get an external entity connected to the network product which produces 

huge amounts of teardrop packets in order to cause DOS at the intended Network product. 

Sample python script to generate teardrop packets is attached, but it is only for simulation is not an 

effective testing tool. 

Usage of the above command should have no unexpected effect on the operation of the network 

product 
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Modern systems, including Ubuntu, have implemented various security measures to mitigate 

attacks like the Teardrop Attack. While specifics may vary based on the version of Ubuntu and the 

underlying kernel, here are some general ways in which modern systems mitigate this type of 

attack: 

i. IP Packet Reassembly Fixes: Modern kernels have implemented fixes to properly handle 

fragmented IP packets, preventing them from causing crashes or vulnerabilities. These fixes 

ensure that the reassembly of fragmented packets is done correctly, reducing the risk of 

attacks like Teardrop. 

ii. IP Defragmentation: The Linux kernel has mechanisms to correctly defragment incoming IP 

packets before processing. This helps prevent the reassembly of maliciously crafted 

fragmented packets 

 

➢ Test Case Number: 05 

a. Test Case Name: TC_PING_OF_DEATH_ATTACK 

b. Test Case Description: Tests need to be conducted to check the effects of Ping-of-Death 

Packets attack on the running setup  

c. Execution Steps: 

1. Note the system resources (RAM and CPU usage) of the DUT  

2. The tester configures the tool to send a huge amount of Ping-of-Death Packets 

3. Verify if there is unexpected increased CPU usage and memory consumption. 

d. Test Observations: 

• Case 1: Check whether Network Product experiences unexpected hoarding of resources in the 

presence of Ping-of-Death Packets. 

Use command cat /proc/meminfo to know the resources of the DUT 
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In the testcase, we should get an external entity connected to the network product which produces 

huge amounts of Ping-of-Death Packets in order to cause DOS at the intended Network product. 

ping <ip address> -s 65500 -t <TTL> -n <No. Of Echo Requests> 

 
Figure 2: Above figure shows the command that is used to flood the network product with Ping-of-

Death Packets. 

Usage of the above command should have no unexpected effect on the operation of the network 

product 

 
Linux has a flag called ICMP rate limit which by default is set. This limits the number of packets to a 

safe number to prevent flooding attacks. The “n net.ipv4.icmp_ratelimit” entry in the 

“/etc/sysctl.conf” file is used to enable syn cookies. If it is set to 0, it rate limiting is disabled and 

flooding can be done. 

 

Test Case Number: 06 
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a. Test Case Name: TC_UNCORRELATED_REPLY 

b. Test Case Description: Tests need to be conducted to check the effects of Uncorrelated 

Reply attack on the running setup  

c. Execution Steps: 

1. Note the system resources (RAM and CPU usage) of the DUT  

2. The tester configures the tool to send a huge amount of Uncorrelated Reply Packets. 

5. Verify if there is unexpected increased CPU usage and memory consumption. 

d. Test Observations: 

• Case 1: Check whether Network Product experiences unexpected hoarding of resources in the 

presence of Uncorrelated Reply Packets. 

Use command cat /proc/meminfo to know the resources of the DUT 

 
In the testcase, we should get an external entity connected to the network product which produces 

huge amounts of Uncorrelated Reply Packets. in order to cause DOS at the intended Network 

product. 

sudo hping3 <destination_IP> -c <number_of_packets> -K <response_delay> -S 

 
Figure 2: Above figure shows the command that is used to flood the network product with 

Uncorrelated Reply Packets. 

Usage of the above command should have no unexpected effect on the operation of the network 

product 
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There is no generic mechanism for all types of packets to prevent this attack, in Linux. Given below 

is a mechanism which can be found in the /etc/sysctl.conf file.You can add or modify specific ICMP-

related settings in this file. For example, you might want to adjust the following settings: 

▪ net.ipv4.icmp_echo_ignore_all: Set to 1 to ignore all ICMP echo requests (ping requests). 

▪ net.ipv4.icmp_echo_ignore_broadcasts: Set to 1 to ignore ICMP echo requests sent to 

broadcast addresses. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_SYN_FLOOD   
2 TC_LAND_ATTACK   
3 TC_SMURF_ATTACK   
4 TC_TEARDROP_ATTACK   
5 TC_PING_OF_DEATH_ATTACK   
6 TC_UNCORRELATED_REPLY   
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2.9.1 TSTP for Evaluation of Fuzzing – Network and Application Level  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.9.1 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

  

1. <ITSAR Section No & Name> Section 9: Vulnerability Testing Requirements 

2. <Security Requirement No & Name > 2.9.1 Fuzzing – Network and Application Level 

3. <Requirement Description:> 

It shall be ensured that externally reachable services of SMF are reasonably robust when receiving 

unexpected input. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.4.4] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions 

- The tester has the privileges to log in the network product and to access all system resources (e.g. 

log files) 

- A list of all available network services containing at least the following information shall be 

included in the documentation accompanying the Network Product: 

▪ all interfaces providing IP-based protocols; 

▪ the available transport layer protocols on these interfaces; 

▪ their open ports and associated services; 

▪ and a free-form description of their purposes. 

- NOTE: This list is to be validated as part of the BVT port scanning activity. 

- The robustness and fuzzing tools that are selected for this test shall utilize state-of-the-art 

technology to identify input which causes the Network Product to behave in an unspecified, 

undocumented, or unexpected manner. 

- Fuzz testing tools are a highly sophisticated technology and adaptation to the individual 

protocols in question is needed to be effective. Therefore, there is a lack of available effective 

fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking 

into account note 4 of TR 33.916's clause 7.2.4, test labs shalL acquire fuzz testing tools for 

those protocols where commercially feasible. 

- It needs to be taken into account that fuzz testing tools might show drastic differences in 

terms of effectiveness. 

- The accredited test lab is expected to have sufficient expertise to recognize the level of 

effectiveness of the available tools. 

 

7. Test Objective:- To verify that the network product provides externally reachable services which 

are robust against unexpected input.  

 

8. Test Plan 

 

8.1.  Number of Test Scenarios 

8.1.1. Test Scenario for Fuzzing for Application Layer 

8.1.2. Test Scenario for Fuzzing for Network Layer 

8.2. Test Bed Diagram 
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8.3. Tools Required:- Fuzzing Tool (Defenses by Synopsys was used in our case) 

 

8.4. Test Execution Steps:- The accredited evaluator's test lab is required to execute the following 

steps: 

1. Execution of available effective fuzzing tools against the protocols available via interfaces 

providing Application-based protocols of the Network Product for an amount of time sufficient 

to be effective. 

2. Execution of available effective robustness test tools against the protocols available via 

interfaces providing IP-based protocols of the Network Product for an amount of time 

sufficient to be effective. (Use of TCP/UDP Packets with underlying IP packets also works) 

3. For both step 1 and 2: 

a. Using a network traffic analyser on the network product (e.g. TCPDUMP/Wireshark) or an 

external traffic analyser directly connected to the network product, the tester verifies that 

the packets are correctly processed by the network product. 

b. The testers verifies that the network product and any running network service does not 

crash. 

c. The execution of tests shall run sufficient times. 

 

9. Expected Results for Pass 

• A list of all of the protocols of the network product reachable externally on an IP-based interface, 

together with an indication whether effective available robustness and fuzz testing tools have 

been used against them, shall be part of the testing documentation. If no tool can be acquired for 

a protocol, a free form statement should explain why not. 

• The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, 

and the relevant output is evidence and shall be part of the testing documentation. 

• Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this 

behaviour shall be highlighted in the testing documentation. 

• COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%) due to different 

non-deterministic variables in their implementation. At some point the tool’s documentation may 

even mention that the failing test shall be repeated to check whether it is really a recurring 
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problem or not. The tester shall make best effort to determine if there is an issue with NE or the 

test tool and if necessary, work with the vendor of the network product to come to a consensus 

on the test result outcome. 

 

10. Expected Form of Evidence:- A testing report provided by the testing agency which will consist 

of the following information: 

- The used tool(s) name and version information, 

- Settings and configurations used 

- The output log file of the chosen tool that displays the results (passed/failed). 

- Screenshot 

- Test result (Passed or not) 

- Log/evidence tracing possible crashes 

- Any input causing unspecified, undocumented, or unexpected behaviour 

 

11. Test Execution 

➢ Test Case Number: 01 

a. Test Case Name: TC_FUZZ_TESTING_APPLICATION 

b. Test Case Description: To verify that the application-level protocols are robust against 

unexpected input. 

c. Execution Steps:  

- Tester sets the destination URL in the fuzzing tool including IP and designated incoming 

open port on DUT. 

 
- Tester turns on Wireshark to capture packets received by the server. 

- Tester should be familiar with the workings of designated fuzzing tools the suites used, the 

protocols to be tested and use maximum amount of test cases possible and repeat test 

numerous times and compile result. 
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d. Test Observations: 

Pcap Trace and Report should be available. Sample Report is attached below. Pcap Trace is 

attached separately due to huge size. (Refer Tar ball attached): 

 

 
e. Evidence Provided 

A testing report provided by the testing agency which will consist of the following information: 

- The used tool(s) name and version information, 

- Settings and configurations used 

- The output log file of the chosen tool that displays the results (passed/failed). 

- Screenshot 

- Test result (Passed or not) 
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- Log/evidence tracing possible crashes 

- Any input causing unspecified, undocumented, or unexpected behaviour 

 

➢ Test Case Number: 02 

a. Test Case Name: TC_FUZZ_TESTING_NETWORK 

b. Test Case Description: To verify that the network-level protocols are robust against 

unexpected input. The following example uses TCP with IPv4. Testing also done with UDP 

with IPv4. If DUT supports IPv6, testing must also be done with TCP/UDP with IPv6. 

c. Execution Steps:  

- Tester sets the destination URL in the fuzzing tool including IP and designated incoming 

open port on DUT. 

 

 
- Tester turns on Wireshark to capture packets received by the server. 

- Tester should be familiar with the workings of designated fuzzing tools the suites used, the 

protocols to be tested and use maximum amount of test cases possible and repeat test 

numerous times and compile result. 
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d. Test Observations: Pcap Trace and Report should be available. Sample Report is 

attached below. Pcap Trace is attached separately due to huge size. (Refer Tar ball 

attached): 

 

 
 

e. Evidence Provided:- A testing report provided by the testing agency which will consist of 

the following information: 

- The used tool(s) name and version information, 

- Settings and configurations used 

- The output log file of the chosen tool that displays the results (passed/failed). 

- Screenshot 

- Test result (Passed or not) 
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- Log/evidence tracing possible crashes 

- Any input causing unspecified, undocumented, or unexpected behaviour 

 

12. Test Case Results 

 

SL. No TEST CASS NAME PASS/FAIL Remarks 

1 TC_FUZZ_TESTING_APPLICATION   

2 TC_FUZZ_TESTING_NETWORK   
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2.9.2 TSTP for Evaluation of Port Scanning  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.9.2 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

  

1) <ITSAR Section No & Name> Section 9: Vulnerability Testing Requirements 

2) <Security Requirement No & Name > 2.9.2 Port Scanning 

3) <Requirement Description:> It shall be ensured that on all network interfaces of SYSTEM, only 

documented ports on the transport layer respond to requests from outside the system. 

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.4.2] 

 

4) DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./system.out (Used in IITH testbed to get SYSTEM version. Check 

with OEM manufacturer document for command specific to your SYSTEM) 

Here we are assuming DUT to be SYSTEM, but this test must be conducted for each 

network function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SYSTEM_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6) Preconditions:- A list of all available network services containing at least the following 

information shall be included in the documentation accompanying the Network Product:  

▪ all interfaces providing IP-based protocols;  

▪ the available transport layer protocols on these interfaces;  

▪ their open ports and associated services per transport layer protocol;  

▪ and a free-form description of their purposes.  

- The port scanning tool that is used shall be capable to detect open ports on the relevant transport 

layer protocols.  

- NOTE: It might not be possible for certain transport layer protocols (like UDP) to unambiguously 

detect whether a port is open or not by means of external port scanning. Also in some 

circumstances it might not be efficient to do external port scanning, e.g. if there are security 

measures to limit the rate a system can be probed. In those cases the accredited evaluator's test 

laboratory determines another means suitable to verify which ports are open. 

 

7) Test Objective:- To ensured that on all network interfaces, only documented ports on the 

transport layer respond to requests from outside the system 

 

8) Test Plan 

8.1 Number of Test Scenarios 

8.1.1. Test Scenario for Port Scanning using Nmap 

All the ports on all supported transport layer protocols should be scanned using Nmap (Additional 

test scenarios are to be taken into consideration if tools like lsof, netstat are used) 

8.1.2. Test Bed Diagram 

 
 

8.1.3. Tools Required:- Nmap 

 

8.1.4. Test Execution Steps:- Tester then shall verify if the ports mentioned as open by 

nmap on all the interfaces match the list provided by the vendor and also verify that no extra 

port is opened 

 

9) Expected Results for Pass 
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➢ Case 1: All the ports discovered to be open by port scanning tool should match exactly to the 

list provided by the vendor. 

 

10) Expected Form of Evidence:- Screenshot of Terminal 

 

11) Test Execution 

➢ Test Case Number: 01 

a) Test Case Name: TC_BVT_PORT_SCANNING_NMAP 

b) Test Case Description: On all network interfaces of DUT, only documented ports on the 

transport layer respond to requests from outside the system 

c) Execution Steps: 

- Tester shall scan all the available transport layer protocols ports of the DUT using nmap 

with the following command 

For Example 

- For scanning TCP Ports 

• sudo nmap -p- -sT -v <DUT_IP> 

 
- For scanning UDP Ports 

• sudo nmap -p- -sU -v <DUT_IP> 

 
- For scanning SCTP ports 

• sudo nmap -p- -sY -v <DUT_IP> 
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- Tester then shall verify if the ports mentioned as open by nmap on all the interfaces match the 

list provided by the vendor and also verify that no extra port is opened 

d) Test Observations: 

➢ Case 1: All the ports discovered to be open by port scanning tool match exactly to the 

list provided by the vendor. 

e) Evidence Provided:- Screenshot of Terminal 

 

12) Test Case Results 

 

SL. No TEST CASS NAME PASS/FAIL Remarks 

   1    TC_BVT_PORT_SCANNING_NMAP 
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2.9.3 TSTP Report for Evaluation of Vulnerability Testing Requirements  
 

Session Management Function ITSAR ITSAR No: ITSAR111092401 Clause no: 2.9.3 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >    

<ITSAR Version No:>   

<OEM Supplied Document list: > 

 

1. ITSAR Section No & Name: Section 9: Vulnerability Testing Requirements   

2. Security Requirement No & Name: 2.9.3 Vulnerability Scanning 

3. Requirement Description:  The vulnerabilities found during the Vulnerability 

Scanning/Assessment process shall be remediated as below. For other than critical 

vulnerabilities, OEM shall provide remediation plan. 

 
[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.4.3] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Check the Operating system and its version for the DUT to know the 

commands for setting access permissions for data and application execution.  

• To get the hash of configuration file if the file is a ASCII text file. 

• Command - sha256sum DUT_config.conf 

• Digest Hash of Tested Configuration:  

• DUT_config.conf:- 

19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8  

• To get the hash of OS if using docker  

• Command - docker images --digests  

• Digest Hash of OS:  

• DUT_IMAGE: -

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a 

A known vulnerability scanning tool that has capabilities to support the given testing should be 

present. Following TSTP is developed using NESSUS.  Any their tool with similar capability can 
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be also used, but documentation should be provided that the tool meets the need of the 

requirement.   

 

6. Preconditions: A list of all available network services containing at least the following 

information shall be included in the documentation accompanying the Network Product: 

- all interfaces providing IP-based protocols; 

- the available transport layer protocols on these interfaces; 

- their open ports and associated services; 

- and a free-form description of their purposes. 

7. Test Objective:  The purpose of vulnerability scanning is to ensure that there are no known 

vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place 

to mitigate them) on the Network Product that can be detected by means of automatic 

testing tools via the Internet Protocol enabled network interfaces. 

 

8. Test Plan: 

8.1 Tools Used: NESSUS 

8.2 Test Execution steps: The accredited evaluator's test lab is required to execute the 

following steps: 

●  Execution of the suitable vulnerability scanning tool against all interfaces providing IP-

based protocols of the Network Product. 

●  Evaluation of the results based on their severity. 

 

9. Expected Results for Pass: Report showing that SMF any existing vulnerability in SMF, with 

it’s CVSS score and remediation. 

 

10. Expected Format of Evidence: 

• The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used 

settings, and the relevant output is evidence and shall be part of the testing documentation. 

• The discovered vulnerabilities (including source, example CVE ID), together with a rating 

of their severity, shall be highlighted in the testing documentation. 

 

11. Test Execution: 

➢ Test Case Number: 1 

a. Test Case Name: TC_BVT_VULNERABILITY_SCANNING 

b. Test Case Description: To ensure that NF is free from any vulnerabilities. 

c.  Execution Steps: The accredited evaluator's test lab is required to execute the following 

steps: 

•  Execution of the suitable vulnerability scanning tool against all interfaces providing IP-

based protocols of the Network Product. 



 

337 
 

•  Evaluation of the results based on their severity. 

d. Test Observations:  

➢ Case 1: Tester scans the required target (IP address) and checks the scan summary. We 

can see in the screenshot below; the given interface is scanned for vulnerabilities.  

Various vulnerabilities with their CVE ID’s are shown. All the critical/high/medium 

vulnerabilities should be dealt with seriously. 

Set the ports for which scan is to be performed by selecting the custom option. 

 
 

Classification of vulnerability based on the colour:-  

 
 

Report as shown below is generated. It contains the CVSS score of the vulnerability as well. 

 
  Complete scan summary: - 
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12.  Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_BVT_VULNERABILITY_SCANNING   
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2.10.1 TSTP Report for Evaluation of Growing Content Handling 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.1 
 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name>Section 10: Operating System 

2. <Security Requirement No & Name > 2.10.1 Growing Content Handling 

3. <Requirement Description: >  

a) Growing or dynamic content shall not influence system functions.  

b) A file system that reaches its maximum capacity shall lead to an event getting logged with 

appropriate message parameters and shall not stop SMF from operating properly. 

Therefore, countermeasures shall be taken to ensure that this scenario is avoided. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.4.1.1.1] 

  

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions: 

− Growing or dynamic content sources like e.g. log files and their paths are documented by the 

Vendor.  

− Measures that are taken to protect system functions from growing or dynamic content that 

may exhaust file system capacity are documented.  

− All logging capabilities that are not enabled by default are enabled manually as per the 

documentation instructions. 

 

7. Test Objective: To verify that the growing or dynamic content does not influence system 

functions. 

 

8. Test Plan: 

8.1 Test Bed Diagram: 

 
 

8.2 Tools used: NULL. 

8.3 Execution steps: 

1. Tester checks that the sources that are susceptible to being exhausted have been 

documented and measures aimed to counter this are described.  

2. Tester enables monitoring of the system operation.  

3. Tester initiates traffic that causes increase of log files and monitors the system behaviour 

until the log file either reaches its quota or until file system is exhausted.  

4. In case file uploading is allowed (e.g. via SFTP) the tester initiates file uploading and tries 

to exhaust the file system. 

 

9. Expected Results of Pass: It is verified that the taken measures are sufficient so that system 

operation is not influenced by growing or dynamic content at any case. 

 

10. Expected Format of Evidence: Screenshot / log files of the event getting logged with 

appropriate message parameters 
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11. Test Execution: 

➢ Test Case Number: 1 

a. Test Case Name: TC_GROWING_CONTENT_HANDLE 

b. Test Case Description: 

To verify that the growing or dynamic content does not influence system functions. 

c. Test Execution Steps: 

1. Tester checks that the sources that are susceptible to being exhausted have been 

documented and measures aimed to counter this are described.  

2. Tester enables monitoring of the system operation.  

3. Tester initiates traffic that causes increase of log files and monitors the system behaviour 

until the log file either reaches its quota or until file system is exhausted.  

4. We run our 5g Core with a large no. Of UE traffic that generates log files for each NF in the 

logs folder. 

 
We have a mechanism within the core that monitors access to log folder and notifies with an 

alert on terminal and logs that file/folder size has exceeded the limit. 

 

 
(Note: The tester must produce the respective proof(s) for alerting and logging in case the file 

size exceeds, as mentioned in the Vendor document)  

Screenshot of SMF still running properly: 
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5. In case file uploading is allowed the tester initiates file uploading and tries to exhaust the 

file system. 

We upload a file exceeding the size limit in the logs folder, and again the same alerts as 

above are generated. 

(Note: The tester must produce the respective proof(s) for alerting and logging in case 

the file size exceeds, as mentioned in the Vendor document) 

 

d. Test Observations: he file system on reaching its maximum capacity leads to an event 

getting logged with appropriate message parameters and shall not stop SMF from 

operating properly. 

 

12. Test Case Result: 

           

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_GROWING_CONTENT_HANDLE   
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2.10.2 TSTP for Evaluation of Handling of ICMP 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.2 
 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name:> Section 10: Operating System  

2. <Security Requirement No & Name:> 2.10.2 Handling of ICMP   

3. <Requirement Description:>  

Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be  

disabled on the SMF.  

SMF shall not send certain ICMP types by default, but it may support the option to enable  

utilization of these types which are marked as "Optional" in below table:  

  

Type (IPv4) Type (IPv6) Description Send Respond to 

0 128 Echo Reply Optional (i.e., 

as automatic 

reply to "Echo 

Request") 

N/A 

3 1 Destination 

Unreachable 

Permitted N/A 

8 129 Echo Request Permitted Optional 

11 3 Time Exceeded Optional N/A 

12 4 Parameter 

Problem 

Permitted N/A 

N/A 2 Packet too Big Permitted N/A 

N/A 135 Neighbour 

Solicitation 

Permitted Permitted 
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N/A 136 Neighbour 

Advertisement 

Permitted N/A 

  

SMF shall not respond to, or process (i.e., do changes to configuration) under any circumstances 

certain ICMP message types as marked in the below table.  

 

Type 

(IPv4) 

Type 

(IPv6) 

Description Send Respond 

to 

Process (i.e., do 

changes to 

configuration) 

5 137 Redirect N/A N/A Not Permitted 

13 N/A Timestamp N/A Not 

Permitted 

N/A 

14 N/A Timestamp 

Reply 

Not 

Permitted 

(i.e., as 

automatic 

reply to 

"Timestamp"

) 

N/A N/A 

N/A 133 Router 

Solicitation 

N/A Not 

Permitted 

Not Permitted 

N/A 134 Router 

Advertiseme

nt 

N/A N/A Not Permitted 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.4.1.1.2.] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 



 

346 
 

 
Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

Note: There can be multiple ways to check for the disabled ICMP messages. It will depend on 

the DUT configuration. To generate ICMP packet, here Scapy and nping tool is used but there 

are other tools which can be used and should be installed on the DUT by the vendor. Proper 

specification of these tools should be given in the document. For network analyser Wireshark 

is used here but other tools can also be used. 

- To check if all the options are disabled, we can go to the file 

• sudo gedit /etc/sysctl.conf 
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- To check for nping Use the command: nping --version 

 
 

- To check for wireshark 

Use the command: wireshark--version 

 
- To check for scapy  
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Use the command: scapy 

 
To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions: 

• The tester knows whether the network product supports IPv4 and/or IPv6: 

• If applicable, the tester has the needed system privileges for confirming that the ICMP 

messages with types "Not Permitted" to process are indeed not leading to configuration 

changes. 

• If applicable, the tester has the needed system privileges for confirming that certain ICMP 

message types are dropped by the network product on receipt. 

• A tester machine is available and equipped with a suitable ICMP packets generator tool. 

7. Test Objective: 

• To verify that the network product does not reply to certain ICMP types in accordance with 

the requirement.  

• To verify that the network product does not send 'Time Exceeded'. 
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• To verify that the network product does not process the following ICMPv4 and ICMPv6 

types: 

o Redirect (5) 

o Router Solicitation 

o Router Advertisement 

Note: The test for this requirement can be carried out using a suitable tool or manually by 

performing the steps described below. If a tool is used then the tester needs to provide 

evidence, e.g., by referring to the documentation of the tool, that the tool provides functionality 

equivalent to the steps described below. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 1 

8.2 Test Setup Diagram:  

 
8.3 Tools Used: 

• Scapy tool 

• Wireshark  

• Nping  

8.4 Test Execution Steps:  

• All preconditions should be met. 

• The following needs to be done for all IP protocol versions (IPv4 and/or IPv6) supported 

by the network element. 

• For verifying that the network product does not reply to ICMP messages with types where 

this is not permitted: The tester sends samples of the applicable ICMP messages from the 

tester machine to the network product and verifies by appropriate means that 

o The messages are dropped on receipt by the network product (e.g., by means of 

appropriate firewall rules) 

o or no response is sent out towards the test machine,  

o or there are other means ensuring that the ICMP messages cannot trigger a response.  

• For verifying that the network product does not change its configuration due to receiving 

ICMP messages with types where this is not permitted: The tester sends samples of the 
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applicable ICMP messages from the tester machine to the network product and verifies by 

appropriate means that 

o the messages are dropped on receipt by the network product (e.g., by means of 

appropriate firewall rules) 

o or no response is sent out towards the test machine,  

o or there are other means ensuring that the ICMP messages cannot trigger a response.  

• The tester utilizes appropriate means to verify consistency between the documentation 

about ICMP and the network product. 

 

9. Expected Results for Pass: 

• The ICMP messages which are "Not Permitted" or "Optional" to generate a response from 

the network product do not generate a response. 

• The ICMP messages which are "Not Permitted" to change the configuration of the network 

element do not change the configuration. 

• ICMP message types which lead to responses or to configuration changes on receipt, if 

neither mentioned in the requirement nor in the documentation, are not enabled 

10. Expected Format of Evidence: 

• The following information needs to be retained and included into the report as 

appropriate: 

o Tools used and their configuration 

o Tool output 

o Test result (Passed or not) 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_HANDLING_OF_ICMP 

b. Test Case Description:  To ensure that the network product does not reply or process to 

certain ICMP messages which are listed as “not permitted” in the above table. 

c. Execution Steps: 

• Case 1: ICMP Timestamp 

Command to send ICMP message to DUT using nping to check if it replies for timestamp 

messages 

sudo nping --icmp --icmp-type 13 192.168.122.56 
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We can check in this Wireshark capture; the host machine does not reply to the Timestamp 

message. 

 
• Case 2: Router Advertisement 

Using Scapy when we send a router advertisement message to the DUT. We can check in the 

below screenshot; we are not getting any response. 

 

 
• Case 3: Router Solicitation 

Using Scapy when we send a router solicitation message from the host. We can check in the 

below screenshot; we are not able to send the packet. 
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• Case 4: Redirect 

To check for this redirect, we can ping from DUT to tester machine and check if it changes the 

IP route table. 

Here we can see before pinging and after pinging the output is same. 

Command: ip route 

 

 
Also, we can check Wireshark capture there are no redirect messages. 

 
d. Test Observations: 

The DUT should ensure that the ICMP options which are there as Not Permitted should be 

disabled. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_HANDLING_OF_ICMP   
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2.10.3 TSTP For Authenticated Privilege Escalation only  

 
Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.1 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

  
<TSTP Document ID:>  

<Applicant Name:> Ex: XYZ   

<Application Number>   

<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >   

<ITSAR Version No:>   

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 10 –  Operating System   

2. <Security Requirement No & Name >  2.10.3 Authenticated Privilege Escalation only   

3. <Requirement Description: >  

SMF shall not support a privilege escalation method in interactive sessions (both CLI and GUI) 

which allows a user to gain administrator/root privileges from another user account without 

re- authentication.  

[Reference: TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.4.1.2.1]  

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF)  

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.)  

 
Command used: cat /etc/os-release (To get OS information)  

 
  

5. DUT Configuration:  
To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
 To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  
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6. Preconditions: 

- The manufacturer shall provide documentation of the operating system(s) used in the 

network product. 

- The manufacturer shall supply a list "A" of operating system functions which a system user 

can use to explicitly gain higher privileges, and how these functions are configured. Unix® 

example: sudo command and its configuration file /etc/sudoers. 

- The manufacturer shall supply a list "B" of operating system commands, GUI functions, and 

files which will execute specifically limited tasks automatically with higher privileges, even 

when used by a low-privileged user. List "B" shall also contain: 

- configuration of these commands and GUI functions; 

-  owner and permission settings of files; 

- justification for having the command, GUI function or file on the network product Unix® 

example: root-owned files with SUID and SGID permissions.  

 

7. Test Objective/ Purpose:  To ensure that privileged operating system functions shall not 

be used without successful authentication and authorization, and that violations of this 

requirement are documented and strictly limited in number and functionality. 
 

8. Test Plan: 

8.1 Tools required:  Command Line Interface of the DUT  

8.2 Test Set Up: 

8.3 Test Execution Step: The accredited evaluator's test lab is required to execute the 

following steps: 
- The tester logs into the network product and verifies that list "A" is accurate, based on his 

expert knowledge of the operating system(s) used in the network product, and operating 

system documentation. 

- The tester verifies that entries in the list "A" require successful authentication for all users 

without exception, on basis of the user name and at least one authentication attribute. 

- The tester logs into the network product and verifies that list "B" is accurate, based on his 

expert knowledge of the operating system(s) used in the network product, and operating 

system documentation. Unix® example: To list files with SUID and SGID permissions, the 

following commands can be used: 

SUID: find / -perm -4000 -type f -exec ls {} \; > suid_files.txt 

SGID: find / -perm -2000 -type f -exec ls {} \; > sgid_files.txt 

- The tester verifies that file entries in the list "B" do not have write permissions for anyone 

else than the owner. 
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- The tester verifies that entries in the list "B" only allow execution of specifically limited 

tasks which are needed on this network product, based on his expert knowledge of the 

operating system(s) used in the network product, and operating system documentation. 

- The tester logs into the network product and tests for every entry in the list "B" that it does 

not provide a means to execute arbitrary functions with administrator/root privileges, e.g. 

via a shell escape.  

 

9.  Expected Results:  

- The network product does not allow a user to gain administrator/root privileges from 

another user account without re-authentication. 

- If a network product provides functions and files which execute specifically limited tasks 

automatically with higher privileges, it ensures that these limits cannot be bypassed. 

- The system documentation about means for a user to gain administrator/root privileges 

from another user account accurately describes the network product. 

10. Expected Format of Evidence: A test report provided by the accredited evaluator's test 

lab which will consist of the following information: 
- Documentation provided by the vendor: lists "A" and "B" 

- Description of executed tests and commands 

- Relevant output (e.g. screenshot or terminal log) 

- Test result (passed or not passed) 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_AUTHENTICATED_PRIVILEGE_ESCALATION_ONLY  

b. Test Case Description:  Tests need to be conducted to ensure that no privilege escalation 

method in interactive sessions (CLI or GUI) allows a user to gain administrator/root 

privileges from another user account without re-authentication. 

c. Execution Steps: 

- Identify the interactive sessions available in the system. Use the w command to display 

information about logged-in users and their processes. 

- Attempt to gain administrator/root privileges from another user account without re-

authentication. Use the sudo command to attempt to run a command that requires 

elevated privileges without entering the password of the target account. 

d. Test Observation: 

• Case 1: Verify that users are not able to gain administrator/root privileges from another 

user account without re-authentication. 

Attempt to use insecure privilege escalation methods. Use the identified methods to 

attempt to gain elevated privileges without entering the required authentication 

information. 
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e. Evidence Provided:  

A testing report which will consist of the following information:   

- Screenshot of the output of the terminal of the PC through which DUT is logins.  

 

12. Test Case Result:  

  

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC1_AUTHENTICATED_PRIVILEGE_E

SCALATION_ONLY 
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2.10.4 TSTP for Evaluation of System account identification 

 
Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.4 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

  
<DUT Details: > Ex: Router   

<DUT Software Version:>   

<Digest Hash of OS>   

<Digest Hash of Configuration>   

<Applicable ITSAR: >    

<ITSAR Version No:>   

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 10: Operating System 

2. <Security Requirement No & Name > 2.10.4 System account identification   

3. <Requirement Description: > Each system account in SMF shall have a unique 

identification. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.4.2.2] 

  

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted. 

• Use the command line interface to find OS name and version in Linux. 

• Use command to get Application No/Version. 

Use the following command, to display the information about the operating system release on 

a Unix/Linux system. cat /etc/os-release 

 
Check SMF version -  
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

 
 

5. DUT Configuration: UNIX/ all major UNIX-like derivatives, including Linux is used on the 

Network product. 

• To get the hash of configuration file if the file is a ASCII text file. 

• Command - sha256sum DUT_config.conf 

• Digest Hash of Tested Configuration:  

• DUT_config.conf: - 

19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8  

• To get the hash of OS if using docker  

• Command - docker images --digests  

• Digest Hash of OS:  

• DUT_IMAGE: -

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a 

 

6.  Preconditions:   UNIX/ UNIX like OS is used on the Network product. 

 

7.  Test Objective:  To verify that UNIX account UIDs are assigned uniquely. 

 

8. Test Plan: 

8.1 Number of test scenarios/test cases: 1 

8.2 Tools used:  Command line of network function. 

8.3 Test Execution: 

• Create several UNIX accounts. 

• Check UIDs of created accounts and of existing system accounts and the root account. 

 

9. Expected Results for Pass: 

➢ Case 1: All the accounts should have unique UID. 

 

10. Expected Format of Evidence: Screenshot of terminal showing UID’s of all the system 

accounts in the network functions. 

 

11. Test Execution:  

➢ Test Case Number: 1 
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a. Test Case Name: TC_UNIQUE_SYSTEM_ACCOUNT_IDENTIFICATION 

b. Test Case Description: To verify that UNIX account UIDs are assigned uniquely.  

c. Execution Steps: 

1. Create several UNIX accounts. 

Command - sudo adduser <userNameHere> (Where userNameHere is desired user 

account name) 

2. Check UIDs of created accounts and of existing system accounts and the root account. 

Command – id userNameHere 

d. Test Observations: The UIDs are all different and only the root account has UID = 0.  

• Case 1: UIDs are unique (OK CASE) 

A. The below figure is from the PC through which the Unix Account is created, and each 

is assigned a unique UID. 

 

 

                 

 

Create a script that will check that UID’s of all the accounts is unique. Following python script, 

“check_uid_duplicates.py ” iterates the file /etc/passwd and checks that all the accounts have 

unique UID. 

Run the script as a superuser (root) to access the /etc/passwd file: 

 

 

Negative Output (No Duplicate UIDs Found): 

 

 

 

B. Check that UID for root is 0.  

command – cat /etc/passwd 

Third parameter corresponding to each account represents the UID of user. 
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• Case 2: UIDs are not unique (NOT OK CASE) 

If the UID of any two accounts is not different, then this test case fails. 

 
e.  Evidence Provided: 

A testing report which will consist of the following information: 

- Screenshot of the result of script. The UIDs are all different for users and only the root 

account has UID= 0.  

12. Test Case Result: 

 

SL. No OUTCOME OF RUNNING THE 

SCRIPT (CASE 1/CASE2) 

PASS/FAIL Remarks 

1 TC_UNIQUE_SYSTEM_ACCOUNT_ID

ENTIFICATION 
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2.10.5 TSTP for Evaluation of OS Hardening - Minimized kernel network 
functions  

 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.5 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name:> Section 10:  Operating System   

2. <Security Requirement No & Name:> 2.10.5 OS Hardening - Minimized kernel network 

functions 

3. <Requirement Description: >Kernel-based network functions not needed for the 

operation of the network element shall be deactivated. In particular, the following ones shall 

be disabled by default:  

• IP Packet Forwarding between different interfaces of the network product.  

• Proxy ARP  

• Directed broadcast  

• IPv4 Multicast handling  

• Gratuitous ARP messages  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section - 4.3.3.1.2] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Network interface 
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Host A configuration 

 
Host B configuration 
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- To add default gateway at host A, use the command  

route add default gw <interface 1 IP> 

 

 
- To add default gateway at host B, use the command  

route add default gw <interface 2 IP> 

 
To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions: 

• SMF should have 2 different physical or logical ethernet interfaces. 
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• Host 1 is connected to Interface 1 on subnet A and Host 2 is connected to Interface 2 on 

subnet B.  

• A network traffic analyzer on the network product (e.g., TCPDUMP) or an external traffic 

analyzer directly connected to the network product is available. 

Note: A network analyzer tool needs to be installed on the DUT. TCPDUMP, Wireshark or a 

similar type of tool can be installed. Here, Wireshark is used.  

Steps to install and configure the tool should be given in the documentation provided. 

 

7. Test Objective: Verify that all the given options need to be disabled,  

• IP Packet Forwarding between different interfaces of the network product.  

• Proxy ARP  

• Directed broadcast  

• IPv4 Multicast handling  

• Gratuitous ARP messages 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 5 

8.1.1 Test Scenario for IP forward 
This test scenario verifies that the IP Packet Forwarding is disabled by default in SMF. 

8.1.2 Test Scenario for Proxy ARP  

This test scenario verifies that the Proxy ARP is disabled by default in SMF. 

8.1.3 Test Scenario for Directed broadcasting  

This test scenario verifies that the Directed broadcast is disabled by default in SMF. 

8.1.4 Test Scenario for Multicast handling  

This test scenario verifies that the IP Multicast is disabled by default in SMF. 

8.1.5 Test Scenario for Gratuitous ARP  

This test scenario verifies that the Gratuitous ARP is disabled by default in SMF. 

8.2 Test Setup Diagram: 
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8.3 Tools Used: Wireshark  

 

8.4 Test Execution Steps:  

• Login to the network product 

• Follow the preconditions given  

• For sending packets from host A to host B through SMF, make the default gateway of host 

A as interface 1 of SMF. 

• To delete default gateway: sudo route del default 

• To add gateway: sudo route add default gw 192.168.101.136 

• For each of the test cases, make sure the functionality is disabled by a command or by 

editing a configuration file. 

• Send packet from host A to host B via SMFinterface and capture the network traffic through 

Wireshark. 

• Verify that the packet is correctly captured by network product but not received by host B. 

Note: The functionality should be disabled by default. If the functionality is not disabled 

by default, steps should be provided to disable it in the OEM document. 

  

9. Expected Results for Pass: 

o Case 1: The packet is not routed by the network product and Host 2 does not receive it. 

o Case 2: No Arp Reply is received by Host 1. 

o Case 3: The packet is not broadcast by the network product and Host 2 cannot receive it. 

o Case 4: No interface is running multicast protocols 

o Case 5: The network product ARP Cache is not updated. 

 

10. Expected Format of Evidence: Screenshots of the PCAP trace of the received packets for 

each of the cases. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_IP_FWD_DISABLING 

b. Test Case Description:  Verify that IP Packet Forwarding is disabled by default on the 

network product. This test case verifies that a packet received by a network product 

interface but directed to a host on a different network is not routed by the network 

product. 

c. Execution Steps: 

Pinging from host A to host B 
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Wireshark capture showing packets are captured at interface 1 but could not reach host B. 

 
 

d. Test Observations: The DUT should ensure that the IP forwarding is disabled. 

 

➢ Test Case Number: 02 

a. Test Case Name: TC2_ PROXY_ARP_DISABLING 

b. Test Case Description:  Verify that the Proxy ARP feature is disabled by default on the 

network product. This test case verifies that the network product does not respond to 

ARP requests intended for another host. 

c. Execution Steps: 

Sending ARP packets from host A to host B. Here we can see no reply coming from host B. 

 
Wireshark apture showing no reply coming from host B 

 
d. Test Observations: 
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The DUT should ensure that the Proxy ARP is disabled. 

 

➢ Test Case Number: 03 

a. Test Case Name: TC3_DIRECTED_BROAD_DISABLING 

b. Test Case Description:  Verify that the Directed broadcast is disabled by default on the 

network product. This test case verifies that a packet received by a network product 

whose destination address is a valid broadcast address is dropped. 

c. Execution Steps: 

Broadcasting packets from host A to host B  

 
Wireshark capture 

 
 

d. Test Observations: The DUT should ensure that the Directed Broadcasting is disabled. 

 

➢ Test Case Number: 04 

a. Test Case Name: TC4_ IP_MULTICAST_HANDLING 

b. Test Case Description:  Verify that IP Multicast is disabled by default on the network 

product. This test case verifies that packets with IP source or destination address 

belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) are not handled 

by the network product. 

c. Execution Steps: 

We can check here that multicast is not there. 
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d. Test Observations: The DUT should ensure that the Multicast Handling is disabled. 

 

➢ Test Case Number: 05 

a. Test Case Name: TC5_GRATUITOUS_ARP_DISABLING 

b. Test Case Description:  Verify that the Gratuitous ARP feature is disabled by default on 

the network product. This test case verifies that the network product cannot send 

gratuitous ARP requests and that the network product discards incoming Gratuitous ARP 

requests. 

c. Execution Steps: 

Note: Send a Gratuitous ARP request and reply from Host 1, i.e., an ARP request where the 

source and destination IP are both set to an IP address different from the one already cached 

in the network product ARP Cache for Host 1 and the destination MAC is the broadcast address 

ff:ff:ff:ff:ff:f 

To send ARP request: 

arping -i enp1s0 -U -S 192.168.101.55 192.168.101.55 

 
● To send ARP response: 

arping -i enp1s0 -A -S 192.168.101.55 192.168.101.55 
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d. Test Observations: The DUT should ensure that the Gratuitous ARP is disabled. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_HANDLING_OF_ICMP   

2 TC2_ PROXY_ARP_DISABLING   

3 TC3_DIRECTED_BROAD_DISABLING   

4 TC4_ IP_MULTICAST_HANDLING   

5 TC5_GRATUITOUS_ARP_DISABLING   
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2.10.6 TSTP for Evaluation of No automatic launch of removable media  

 
Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.6 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

  

1. ITSAR Section No & Name: Section 10:  Operating System  

2. Security Requirement No & Name: 2.10.6 No automatic launch of removable media  

3. Requirement Description: SMF shall not automatically launch any application when a 

removable media device is connected.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section - 4.3.3.1.3] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

- Command used: lsusb (To list all the information about the USB bus in the system.) 
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- Use the command “usb-devices”. This command provides detailed information about the 

USB devices, such as their vendor ID, product ID, device speed, device class, and 

configuration settings. 

 
Details of USB:- 

• T: Describes the overall topology of the USB device, including the bus number, device level, 

and parent device. 

• D: Describes the configuration of the USB device, including its device class, subclass, and 

protocol. 

• P: Describes the physical properties of the USB device, such as its vendor ID, product  ID, and 

revision number. 

• The first S line provides the manufacturer name for the USB device. 

• The second S line provides the product name for the USB device. 

• C: Describes the available configurations for the device  

• I: Describes the available interfaces. 

• E: Describes the available endpoints. 

- Command to check all the removable devices connected: - lsblk 

It will display all the connected devices, type will tell which type of device it is 
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- Autorun option should be disabled, checking if autoplay is enabled or not 

 
To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions: 

• If the network product is provisioned with the necessary physical ports/drives (CD/DVD 

drive, USB port, etc.) then the test case applies. 

• The tester should have sudor access. 

• The tester should have a removable media which is executable for the OS. 

Note: To make the removable device executable it will depend on the OS on which DUT is 

running. 

 

7. Test Objective: To verify that the network product does not launch any applications 

automatically when a removable media device is connected. 

 

8. Test Plan: 

8.1 Test Bed Diagram: 

8.2 Tools Required: 
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o Removable media disk 

o Command line 

8.3 Test execution steps: 

• Check all the preconditions are met. 

• Check if the media device is inserted into DUT. 

o Use the command: lsusb 

• To check if autoplay of media is disabled: 

▪ Open terminal  

▪ Type the command “gsettings get org.gnome.desktop.media-handling autorun-never”  

▪ This command should show true as output.  

▪ After this when the removable media is inserted, it will not autorun automatically. 

• To check if the media device is not mounted automatically 

o Use the command: lsblk 

• The tester should insert the removable media into the system. 

• There should not be any auto run of the contents of the media and the removable media is 

not mounted automatically. 

 

9. Expected Results for Pass: 

When the removable media is inserted, there shall not be automatic launch of contents of that 

media. 

 

10.  Expected Format of Evidence: Screenshots checking if auto play option is disabled. 

 

11. Test Execution: 

➢ Test case Number: - 01 

a. Test case name:  

TC1_EVALUATION_OF_NO_AUTOMATIC_LAUNCH_OF_REMOVABLE_MEDIA 

b. Test case description: - the test case should ensure that if the removable device is inserted 

to the DUT, DUT should not automatically launch its content. 

c. Execution steps: - 

• Positive test case: 

a. Check if the removable device is inserted: 

Using command: lsusb 
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b.  Open terminal and type the command: 

gsettings get org.gnome.desktop.media-handling autorun-never 

 
• Negative Test Case: 

a. For checking autoplay option 

We can see false here it means autorun is true 

 
When autorun option is enabled and we insert a removable device with one autorun script. 

Here we are seeing a prompt that tells the device contains autorun script. 

 
This is the autorun.sh file which will open a calculator. 

 
 

Here we can see this shell script automatically opens a calculator. 
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d. Test observation: 

• DUT meets test case 1 if the automatic launch of media is disabled and it is not mounted 

automatically. 

• DUT does not meet test case 1 if the automatic launch of media is not disabled and it is 

mounted automatically when removable media is inserted. 

 

Test Results of the Test requirement 2.10.6:  PASS  

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_EVALUATION_OF_NO_AUTOMATIC_

LAUNCH_OF _REMOVABLE_MEDIA 

PASS  
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2.10.7 TSTP Report for Evaluation of Protection from buffer overflows 
under 5G ITSAR 

 
Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.7 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 
 

<TSTP Name:> TC_PROTECTION_FROM_BUFFER_OVERFLOWS 

<Applicant Name:> Eg: XYZ 

<Application Number> 

<DUT Details: > Ex: Router 

<TSTP Document ID:>     

<DUT Make:> Ex: XYZ 

< DUT Model no: > Ex: XYZ1234 

<DUT Serial Number:>     

<DUT Software Version:> 

<Applicable ITSAR: >    

< Version No:> 

<OEM Supplied Document list: >   

<Hyperlink to Portal uploaded documents>  

 

1. ITSAR Section No & Name: Section 10:  Operating System  

2. Security Requirement No & Name: 2.10.7 Protection from buffer overflows  

3. Requirement Description: SMF shall support mechanisms for buffer overflow protection. 

Documentation which describes these buffer overflow mechanisms and also how to check 

that they have been enabled and/or implemented shall be provided by OEM.  

 [Reference: TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0 Section - 4.3.3.1.5]  

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted. 

• Use the command: lscpu 
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5. DUT Configuration: 

Configuration of DUT: 

Command line 

 

6. Test Plan: 

a. Test Case Description: To ensure that the system supports mechanisms that protect 

against buffer overflow. 

b. Pre-Conditions:  

● A document which provides a detailed technical description of the system's buffer 

overflow protection mechanisms. If a standard buffer overflow mechanism from a 3rd 

party vendor is used then a reference to the standard feature in the 3rd party vendors 

documentation should be provided.  

● Test results from a test execution phase of buffer overflow protection mechanism 

testing 

7. Test Execution: 

a. Test Case Number: 1 

b. Test Case Name: TC1_PROTECTION_FROM_BUFFER_OVERFLOWS 

c. Test Case Description: To ensure that the system supports mechanisms that protect 

against buffer overflow. 

d. Tools Used:  

Common line 

e. Execution Steps: 

The accredited evaluator's test lab is required to execute the following steps: 
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 Check that all pre-conditions are met.  

 The tester verifies that there is: 

○ A technical description of the buffer overflow protection mechanisms that have been 

implemented on the system. 

○ Details of whether the buffer overflow protection mechanisms are implemented by 

default or if additional actions (e.g., scripts or commands manually executed) are 

required. 

○ If manually executed actions are required, then detailed instructions should be 

included in the technical description. 

 The tester verifies that the test results: 

○ Describe test procedures used to verify the buffer overflow protection mechanisms, 

○ Contain data which demonstrates/indicates that the buffer overflow protection 

mechanisms described in the technical description document has been implemented. 

○ Contains details of the test set-up for the testing of the buffer overflow protection 

mechanisms. Where simulators and/or scripts are used to artificially create the 

conditions to trigger the buffer overflow protection mechanism then details of these 

should also be included.  

f. Test Observations:  

Documentation provided needs to be checked 

 

8. Test Case Result: 

 

SL. No OUTCOME OF RUNNING THE 

SCRIPT (CASE 1/CASE2) 

PASS/FAIL (Please see Note Below) 

1 TC1_PROTECTION_FROM_BUFFE

R_OVERFLOWS 

 

 

NOTE: CRITERIA FOR PASS/FAIL 

● If Case 1 of the Test Observation occurs: FAIL 

● If Case 2 of the Test Observation occurs: PASS 
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2.10.8 TSTP for Evaluation of External file system mount restrictions  

 
Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.8 

 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. ITSAR Section No & Name: Section 10:  Operating System  

2. Security Requirement No & Name: 2.10.8 External file system mount restrictions  

3. Requirement Description: If normal users are allowed to mount external file systems 

(attached locally or via the network), OS-level restrictions shall be set properly in SMF in 

order to prevent privilege escalation or extended access permissions due to the contents of 

the mounted file systems. OS-level restrictions shall apply to normal users against mount / 

use of removable media devices (e.g., USB drive, CD ROM etc.) for data transfer.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section - 4.3.3.1.6] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: We can check the OS level restrictions are there or not in the file 

/etc/fstab 

sudo gedit /etc/fstab 

The options nodev and nosuid needs to be set. 

The "nodev" option prevents the execution of device files (such as /dev/sda) from the 

filesystem, and the "nosuid" option prevents the execution of setuid programs (programs with 

the "s" bit set, which temporarily elevates privileges when run). 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions: 

 Tester has admin access to check and configure the external filesystem mount permissions 

in the OS. 

 Tester has the username and password of a user in the network product that has external 

filesystem mount privileges. 

7. Test Objective: To check whether the OS level restrictions are set properly when a user tries 

to run some privileged escalation method through the mounted file. 

 

8. Test Plan: 

8.1 Test Setup Diagram: 
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8.2 Tools Used: Command line 

8.3 Test Execution Steps 

Note: - the configuration of OS level parameters will change according to the OS we will use, so 

the execution steps will change accordingly. 

• Check that all pre-conditions are met.  

• The tester checks the OS level permissions. 

• This is one example which will be visible when nodev and nosuid are set “/dev/sda1 

/mnt/data ext4 defaults,user,nodev,nosuid 0 0” 

• The tester tries to mount the files on the system using the command with some different 

machine: -  

sudo sshfs -o nonempty  unnati@192.168.101.144:/home/unnati/Desktop/test 

/mnt/test/ 

• Here the tester without root privileges will not be allowed to access or run any files. (This 

functionality is there in linux by default) 

 

9. Expected results for Pass: The OS-level restrictions are set properly in order to prevent privilege 

escalation or extended access permissions due to the contents of the mounted file systems. Any privilege 

escalation method used by the tester should be blocked.  

 

10. Expected Format of Evidence: Screenshot containing the configuration file showing that 

OS-level restrictions are set properly for users that are allowed to mount external file 

systems 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_EXTERNAL_FILE_SYSTEM_MOUNT_RESTRICTIONS 

b. Test Case Description:  To check whether the OS level restrictions are set properly when a 

user tries to run some privileged escalation method through the mounted file. 

c. Execution Steps: Success Case 

• The tester mounts the files to the system. 

 
• The tester goes to the /mnt folder and tries to access the test folder. 

• Here we can see OS level restrictions are already set and the tester cannot access the 

mounted folder. 
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• Only the root has the access, and the root can go to the folder and run these scripts. 

 

d. Test Observations: The testcase will pass when the OS level restrictions are set for any 

normal user trying to mount. 
 

12. Test Case Result: 

 

SL. No OUTCOME OF RUNNING THE 

SCRIPT (CASE 1/CASE2) 

PASS/FAIL Remarks 

1 TC1_EXTERNAL_FILE_SYSTEM_M

OUNT_RESTRICTIONS 
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2.10.9 TSTP for Evaluation of File-system Authorization Privileges  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.9 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 10 - Operating System 

2. <Security Requirement No & Name > 2.10.9 File-system Authorization Privileges. 

3. <Requirement Description: >SMF shall be designed to ensure that only users that are 

authorized to modify files, data, directories or file systems have the necessary privileges to 

do so.   

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section - 4.3.2.7] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions: A document describing the access control policy configured for the file 

systems for each user in the network product shall be provided by the vendor. 

 

7. Test Objective: Verify that only users that are authorized to modify files, data, directories 

or file systems have the necessary privileges to do so. 

 

8. Test Plan: 

8.1 Test Setup Diagram: 

 
 

8.2 Tools Used: NULL 

8.3 Test Execution Steps: 

1. The tester checks that OS-level permissions are configured correctly for users that are 

authorized to modify files, data, directories, or file systems on the system. 

2. The tester tries to modify the files and directories for which the user has the necessary 

privileges. (Case 1) 

3. The tester tries to modify the files and directories for which the user doesn't have the 

necessary privileges (Case 2) 

9. Expected results for Pass: 

• The modification to files and directories is allowed (Case 1) 

• The modification to files and directories is denied (case 2) 

 

10. Expected Format of Evidence: Screenshot of terminal/GUI containing the outcome of the 

performed operations on the files and directories. 

 

11. Test Execution: 

a. Test Case Number: 1 

b. Test Case Name: TC_FILESYSTEM_AUTH 

c. Execution Steps: 

NOTE: The commands in the following description are considering Ubuntu 20.04 as the 

Operating System. The commands may vary for different Operating Systems. 
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1. The tester checks that OS-level permissions are configured correctly for users that are 

authorized to modify files, data, directories or file systems on the system. 

We considered two files ‘test1.txt’ & ‘test2.txt’ and the user account ‘tom’.  

‘tom’ is authorized to access as well as modify (i.e. read + write) test1.txt but authorized 

only to read test2.txt. 

File access permissions for test1.txt: 

 
               File access permissions for test2.txt: 

 
We considered a directory test_dir1 for which the user ‘tom’ has read as well as write privileges, 

and a directory test_dir2 for which the user ‘tom’ has no access privileges. 

Access permissions set for directory test_dir1: 

 
Access permissions set for directory test_dir2: 

 
Case for permission for deletion of files/directories:  

Here, we again use the linux command ‘chmod’ to set permissions to a file/directory such that 

only the owner of the file/directory can delete it and not the other user.  

We consider a directory test_dir2 (owned by other user) for which the above permission is set 

as follows : 

sudo chmod +t test_dir2 

screenshot of file access permissions after running above command: 

 
2. The tester tries to modify the files and directories for which the user has the 

necessary privileges. 

User (tom) trying to read test1.txt (operation successful): 

 
User(tom) trying to modify test1.txt (operation successful): 
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Performing access(read), create & modify operations on test_dir1 (operations successful):                                                                                

 
Deleting the file as owner (operation successful): 

 
3. The tester tries to modify the files and directories for which the user doesn't have 

the necessary privileges 

User(tom) trying to read test2.txt (Operation successful): 

 
User(tom) trying to modify test2.txt (Operation denied): 

 
Performing access operation on test_dir2 (operation denied):  
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Deleting file as another user (operation denied): 

 
d. Test Observations: 

• (Case 1) Tester verifies that the permitted operations on the files and directories are 

allowed. 

• (Case 2) Tester verifies that the non-permitted/denied operations on the files & 

directories are denied. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_FILESYSTEM_AUTH   
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2.10.10. TSTP for Syn Flood Prevention  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.10 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 10: Operating System 

2. <Security Requirement No & Name > 2.10.10 Syn Flood Prevention 

3. <Requirement Description: >SMF shall support a mechanism to prevent Syn Flood attacks. 

This feature shall be enabled by default. 

 
[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section - 4.3.3.1.4] 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions 

- The Network Product is listening on a TCP port one of its interfaces. 

- A network traffic analyser on the network product (e.g., TCPDUMP) or an external  traffic 

analyser directly connected to the network product is available. 

- A host is connected to the Network Product interface, and it is equipped with a tool able to 

reproduce a Syn Flood attack (e.g., Nmap or hping) 

 

7. Test Objective: 

- To verify that the network product provides externally reachable services which are robust 

against unexpected input. 

- The target of this test are the protocol stacks (e.g., diameter stack) rather than the 

applications (e.g., web app). 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for SYN flooding attack 

8.2 Test Setup Diagram: 

 
 

8.3 Tools Used: Wireshark and Command Line Interface of DUT and any tool to simulate a 

huge number of SYN packets. 

8.4 Test Execution Steps 

• The tester configures the tool to send a huge number of TCP Syn packets against the 

Network Product. 

• The Network Product is still up and running normally, its services are still available and 

reachable, the memory is not exhausted, there is no crash. 

 

9. Expected Results for Pass: The Network Product does not become inoperative. 

 

10. Expected Format of Evidence: A Pass/Fail result provided by the tester. 
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11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_SYN_FLOOD_ATTACK 

b. Test Case Description: Tests need to be conducted to check the effects of SYN Flood 

attack on the running setup  

c. Execution Steps: 

1. Note the system resources (RAM and CPU usage) of the DUT  

2. The tester configures the tool to send a huge amount of TCP Syn packets against the 

Network Product (e.g. here we have simulated the attack using linux command hping3 

–i <waiting time between each packet> -S -p <TCP port> -c <Number of packets> <SMF 

IP>) 

3. Verify if there is unexpected increased CPU usage and memory consumption. 

d. Test Observations: 

• Case 1: Check whether Network Product experiences unexpected hoarding of resources in 

the presence of SYN Flood attack. 

Use command cat /proc/meminfo to know the resources of the DUT 

 
In the testcase, we should get an external entity connected to the network product which produces 

huge amounts of SYN traffic in order to cause DOS at the intended Network product. 

 
Figure 2: Above figure shows the command that is used to flood the network product with SYN 

packets. 

Usage of the above command should have no unexpected effect on the operation of the network 

product 
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Above TCP trace shows that numerous TCP SYN messages were sent from 10.61.3.97 (Tester) to DUT 

(10.61.3.66) 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_SYN_FLOOD_PREVENTION   
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2.10.11 TSTP for Handling of IP options and extensions 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.11 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 10: Operating System 

2) <Security Requirement No & Name > 2.10.11 Handling of IP options and extensions  

3) <Requirement Description: >IP packets with unnecessary options or extension 

headers shall not be processed. IP options and extension headers (e.g., source routing) 

are only required in exceptional cases. So, all packets with enabled IP options or 

extension headers shall be filtered. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section - 4.2.4.1.1.3] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of configfile) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6) Preconditions 

- The manufacturer declares in the documentation accompanying the network product at 

least the following information: 

o The support of filtering capability for IP packets with unnecessary options or extensions 

headers. 

o The actions performed by the network product when an IP packet with unnecessary 

options or extensions headers is received (e.g., the packet is dropped, the options or 

extensions are ignored and the packet is treated as if it has no IP options, etc.). 

o Guidelines on how to enable and configure this filtering capability. 

- The network product has at least one physical interface named if1 supporting both IPv4 and 

IPv6. If the network product does not support IPv6 then IPv6 related steps and checks may 

be skipped. 

- A network traffic analyser on the network product (e.g., TCPDUMP, Wireshark) or an 

external traffic analyser directly connected to the network product is available. 

- The tester has administrative privileges. 

- A tester machine is available with a tool able to send IPv4 packets with the IP Options and 

IPv6 packets (if supported by the network product) with Extension Header set (e.g., Scapy). 

- Vendor Must provide documentation detailing extension set and IP options to be enabled 

and it should work only for those headers and extensions. 

 

7) Test Objective: To verify that the network product provides functionality to filter out 

IP packets with unnecessary options or extension headers. 

 

8) Test Plan: 

8.1 Test Setup Diagram: 

 
 

8.2 Tools Used: Wireshark or TCPDUMP, ScaPY (or any other packet manipulation/forgery tool) 

 

8.3 Test Execution Steps 

− The tester logs in the network product. 
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− The tester configures on the network product a filtering rule to drop all IP packets containing 

an IP Option set 

o The tester establishes an O&M session on if1 interface 

o Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv4 TCP SYN 

packet with an appropriate destination port to if1 interface without setting any IP 

Options 

o Using the network traffic analyser, the tester verifies that the IP packet is received by 

the network product and the tester verifies that the corresponding ACK message is sent 

back. 

o Using the tool (e.g. Scapy) the tester sends an IPv4 TCP SYN packet with an appropriate 

destination port and an IP Option set to the if1 interface 

o Using the network traffic analyser, the tester verifies that the IP packet is received by 

the network product but no ACK message is sent back. This confirms the packet is 

dropped as expected from the filtering rule. 

− The tester configures on the network product a filtering rule to drop all incoming packets 

based on specific Extension Header Types, e.g. packets with the Routing Header extension. 

This step may be skipped if the network product does not support IPv6. 

o Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv6 TCP SYN 

packet with an appropriate destination port to if1 interface without setting any 

extension header 

o Using the network traffic analyser, the tester verifies that the IP packet is received by 

the network product and the tester verifies that the corresponding ACK message is sent 

back. 

o Using the tool (e.g. Scapy) the tester sends an IPv6 TCP SYN packet with an appropriate 

destination port and an extension header set to the if1 interface 

o Using the network traffic analyser, the tester verifies that the IP packet is received by 

the network product but no ACK message is sent back. This confirms the packet is 

dropped as expected from the filtering rule. 

 

9) Expected Results for Pass: The network product discards IPv4 packets with 

unnecessary options or IPv6 packets (assuming the network product supports IPv6) 

with extension header. 

 

10) Expected Format of Evidence: 

- A testing report provided by the testing agency which will consist of the following 

information: 

- Used tools and their configurations 

- Settings and configurations used 

- Pcap trace 

- Screenshot 
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- Test result (Passed or not) 

 

11) Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_HANDLING-IP-OPTIONS 

b. Test Case Description:  To verify that the network product discards IPv4 packets with 

unnecessary options. 

c. Execution Steps: 

1. The tester shall log into the DUT and check if the filtering rule has been enabled to drop 

all IP packets containing an IP Option set. The tester shall check vendor 

documentation to understand how it is being done in the network product and 

where to check. 

2. The tester shall forge a TCP SYN packet using a tool such as ScaPY, without IP Options 

set. A sample python script (ip_without_options.py) has been attached with this 

document. 

3. The tester opens Wireshark and uses appropriate display filter to observe packets going 

to and arriving from DUT. Here the filter is: ip.addr == <DUT ip> 

4. The tester runs the script from the tester device to send the SYN packet. Here the sample 

script is run as follows: sudo python3 ip_without_options.py <Tester ip> <DUT ip> 

<DUT port> 

5. The tester captures the packets. 

   

 

 

 

 

 

 

 

 

 

 

 

(ACK packets will be received as options are not set) 

Note: Ignore the RST packets. This is generated because since we are using a forging tool to 

create SYN packets, the SYNACK is recognized as forged as the Linux kernel did not register the 

initial SYN packet, so it drops the SYNACK and resends an RST Packet, which is shown here, 

even in this case it is the tester device doing so. DUT is working properly. 

6. The tester shall forge a TCP SYN packet using a tool such as ScaPY, with IP Options set. 

A sample python script (ip_with_options.py) has been attached with this document. 
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7. The tester runs the script from the tester device to send the SYN packet. Here the sample 

script is run as follows: sudo python3 ip_with_options.py <Tester ip> <DUT ip> 

<DUT port> 

8. The tester captures the packets 

 

 

 

 

 

 

 

 

 

 
(ACK packets will not be received as options are set)   

 

➢ Test Case Number: 02 (To be ignored if IPv6 not supported by DUT) 

a. Test Case Name: TC_HANDLING-IP-EXTENSIONS 

b. Test Case Description: To verify that the network product provides functionality to filter 

out IP packets with unnecessary options or extension headers. 

c. Execution Steps: 

9. The tester shall log into the DUT and check if the filtering rule has been enabled to drop 

all IP packets containing IPv6 extensions set. The tester shall check vendor 

documentation to understand how it is being done in the network product and 

where to check. 

10. The tester shall forge a TCP SYN packet using a tool such as ScaPY, without IPv6 

Extensions set. 

 

(Here we can see that the IPv6 Hop-by-Hop Options are set) 
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11. The tester opens Wireshark and uses appropriate display filter to observe packets 

going to and arriving from DUT. Here the filter is:  ipv6.addr == <DUT ip> 

12. The tester runs the script from the tester device to send the SYN packet. The tester 

captures the packets. 

13. The tester shall forge a TCP SYN packet using a tool such as ScaPY, with IPv6 Extensions 

set. 

 
14. The tester runs the script from the tester device to send the SYN packet. The tester 

captures the packets. 

d. Test Observations: 

− It should be ensured that the network product discards IPv4 packets with unnecessary 

options or IPv6 packets (assuming the network product supports IPv6) with 

unnecessary extensions set. 

− Vendor Must provide documentation detailing extension set and IP options to be 

enabled and it should work only for those headers and extensions. 

 

12) Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_HANDLING-IP-OPTIONS   
2 TC_HANDLING-IP-

EXTENSIONS 
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2.10.12 TSTP for Evaluation of Restriction on Running Scripts/Batch 
Processes  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.12 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 10 - Operating System 

2. <Security Requirement No & Name > 2.10.12 Restriction on running Scripts/Batch 

processes. 

3. <Requirement Description: > 

a. Scheduled tasks for carrying out the activities such as taking the backups, monitoring disk 

space and system maintenance activities shall be executed by the privileged user such as 

administrator only.  

b. Similarly, SMF shall have feature to restrict Scripts / Batch-processes / Macros usage 

among various users.  

c. It shall be possible to administratively configure scheduled tasks usage i.e Cron-Job usage 

(permit / deny) among various users like Normal users, privileged users. 

  

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 



 

407 
 

6. Preconditions: 

• The tester must be provided with access credentials for the Normal & privileged user 

accounts that exist on the DUT. 

• The tester must be provided access to the administrative account for configuring the 

scheduled job/Script/Batch Processes/macros usage among different users 

(Normal/privileged users) within the DUT. 

• The Vendor must provide the documentation specifying  

▪ List of scheduled tasks available in the Network Product. 

▪ Steps to enable/disable scheduled tasks within the Network Product. 

▪ the procedure to configure usage of scripts/processes among the users. 

 

7. Test Objective: To verify that: 

• The scheduled tasks shall be executed by privileged users only. 

• It shall be possible to administratively configure scripts/batch processes/scheduled tasks 

usage among the various users. 

 

8. Test Plan: 

8.1 Test Setup Diagram: 

 
8.2 Tools used: DUT CLI 

 

8.3 Test Execution Steps: 

1. The tester shall login as a Privileged User and attempt to enable the scheduled tasks listed 

in the network product documentation. 

2. The tester shall login as a Normal User and attempt to enable the scheduled tasks listed 

in the network product documentation. 

3. The tester logs into the administrative account and modifies the usage privileges for a 

particular script/batch process/scheduled task. 

4. The tester verifies if the modification made to the usage privileges for a particular 

script/batch process/scheduled task are in place. 

 

 

 



 

408 
 

9. Expected Results for Pass: The scheduled task(s) shall execute only when attempted from 

a privileged user. The tester shall be able to successfully configure usage privileges for 

scheduled tasks/scripts/batch processes. 

 

10.  Expected format of Evidence: Screenshot/logs containing: 

• Attempt made to run a scheduled task/script/batch process along with user details and 

outcome(allowed/denied). 

• Changes made to the usage privileges for the scheduled task/script/batch process.  

 

11.  Test Execution: 

➢ Test case Number: 1 

a. Test Case Name: TC_RESTRICT_SCRIPT_EXECUTION 

b. Test Case Description:  

To verify that: 

▪ The scheduled tasks shall be executed by privileged users only. 

▪ It shall be possible to administratively configure scripts/batch processes/scheduled tasks 

usage among the various users. 

c. Execution Steps: 

1. The tester shall login as a Privileged User and attempt to enable the scheduled tasks 

listed in the network product documentation. 

In Ubuntu OS, we can create, enable and disable scheduled tasks by using the cron tool.  

This user can run scheduled tasks by setting them up in the /etc/crontab file. 

Only the Privileged User should have access to modify /etc/crontab file to set up Cron 

Jobs/Scheduled tasks.  

Permissions for the /etc/crontab file: 

 
Here, Only the root user is allowed to write to the file. 

Root User allowed to setup cron jobs in /etc/crontab: 
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2. The tester shall login as a Normal User and attempt to enable the scheduled tasks listed 

in the network product documentation.  

Normal User denied to setup cron jobs in /etc/crontab: 

 
3. The tester logs into the administrative account and modifies the usage privileges for a 

particular script/batch process/scheduled task. 

Here we modified the execution/usage permissions for the wireshark application, such 

that only the root user can execute the application script. 

 
4. The tester verifies if the modification made to the usage privileges for a particular 

script/batch process/scheduled task are in place. 

Root is allowed to run the wireshark application: 

 
Other users are not allowed to run the wireshark application: 
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d. Test Observations: It should be ensured that 

− The scheduled tasks are allowed to be executed only by privileged users. 

− It is possible to administratively configure usage privileges for scheduled 

tasks/scripts/batch processes. 

 

12. Test Case result: 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_RESTRICT_SCRIPT_EXECUTION   
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2.10.13 TSTP for Evaluation of Restrictions on Soft-Restart 

 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.10.13 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly verified 

that all test scenarios and steps remain consistent throughout. It is ensured that any references 

to DUT or SMF in the screenshots/commands yield identical results when testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 10:  Operating System  

2. <Security Requirement No & Name> 2.10.13 Restrictions on Soft-Restart   

3. <Requirement Description> SMF shall restrict software-based system restart options 

usage among various users. The  software reset / restart either through command or use of 

key-combinations like CTRL+ALT+DEL is not available to normal users for prevention of 

unintended / malicious trigger of system reset / restart. 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: Check if the reboot option is enabled 

 

 
 

- We can also check that the shutdown and reboot option is disabled for this user in the 

configuration file. 

Command – sudo visudo 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions 

• The tester should have root access. 

• The tester should create one new account on DUT. 

• The tester should login with the new account. 

• The document should be provided by OEM specifying any external command for soft restart. 

 

7. Test Objective:- To verify that the software reset / restart either through command or use 

of key-combinations like CTRL+ALT+DEL is not available to normal users. 

 

8. Test Plan: 

8.1 Test Setup Diagram: 

8.2 Tools used: Command line 

8.3 Test Execution Steps  

● All the preconditions should meet. 

● The tester should login as the new account created. 

● Open terminal. 

● To check the key combination the tester can use  

      ls -l /etc/systemd/system/ctrl-alt-del.target 

● The tester should try to press the key combination CTRL+ALT+DEL. 

● The system should not be rebooted. 

● The user tries to reboot with command - “reboot” 

● It shouldn’t work. 

● The tester also needs to check for options provided by OEM for soft restart. 

Note: - the similar approach will be followed for other software like Apache. 
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9. Expected Results for Pass: When a normal user tries to reboot the system, it should not be 

allowed. 

 

10. Expected Format of Evidence: Screenshots denying the permission for reboot for normal 

user. 

 

11. Test Execution: 

➢ Test Case Number: 1 

a. Test Case Name: TC1_RESTRICTIONS_ON_SOFT_RESTART 

b. Test Case Description: To ensure that the system should not be rebooted after pressing 

the key combination CTRL+ALT+DEL or any other command. 

c. Execution Steps: 

• Positive case   

iith is a normal user created by tester, type “reboot” command and check if system 

reboots   

 
To check if CTRL+ALT+DEL is disabled, check with command: 

“ls -l /etc/systemd/system/ctrl-alt-del.target” 

If it is set to null it means that this functionality is disabled. 

 
d. Test Observations:  

• DUT meets test case 1 when the normal user tries to restart with a command or key 

option it should not be allowed to do so.  

• DUT does not meet test case 1 when the reboot option is enabled for normal user. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_RESTRICTIONS_ON_SOFT_RES

TART 

PASS  
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2.11.1 TSTP for Evaluation of HTTPS  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.1  
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF. 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 2.11.1 HTTP 

3. <Requirement Description: >The communication between Web client and Web server shall be 

protected strictly using the Secure cryptographic controls prescribed in Table 1 of the latest 

document “Cryptographic Controls For Indian Telecom Security Assurance Requirements (ITSAR)” 

only.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.2.5.1] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type 

of the Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for the 

respective Web Server as mentioned in the OEM documentation. 

 

a. For Apache httpd:  

• Command used: httpd –v  

(To get version information) 

 

• Command used: apachectl -M | grep ssl  

(To check if SSL module is loaded or not) 

 

• Command used: apachectl -t -D DUMP_INCLUDES  

(To check if SSL configuration is loaded or not) 

 

• Command used: openssl ciphers –s -tls1_3 

(To get supported cipher suite for TLS 1.3) 

The tester should verify that the Symmetric Key encryption and decryption algorithm 

available in the DUT must match the Secure cryptographic controls prescribed in Table 1 
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of the latest document “Cryptographic Controls for Indian Telecom Security Assurance 

Requirements (ITSAR)” 

 

• Command used: openssl ciphers –s -tls1_2 

(To get supported cipher suite for TLS 1.2) 

The tester should verify that the Symmetric Key encryption and decryption algorithm 

available in the DUT must match the Secure cryptographic controls prescribed in Table 1 

of the latest document “Cryptographic Controls For Indian Telecom Security Assurance 

Requirements (ITSAR)” 

 
To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned 

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6. Preconditions 

- Network product documentation containing information about supported Web Servers and 

Protocol to communicate with the Web Server in the DUT is provided by the vendor. 

- A peer implementing the security protocol same as the one configured by the vendor on DUT 

for Web Server, (e.g., HTTPS client) shall be available. 

- Network product documentation stating which security protocols for protection of data in 

transit are implemented and which profiles in TS 33.310 [9] and TS 33.210 [X] are applicable 

is provided by the vendor. 

- For TLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310 [9].  

- Test environment with a Web Browser.  
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- All ciphers supported by the server need to be checked that they are as per Table 1 of the 

latest document “Cryptographic Controls for Indian Telecom Security Assurance 

Requirements (ITSAR)” 

For example, in Apache httpd running on ubuntu 20.04 the command OpenSSL ciphers -v is used 

to check all supported ciphers. The tester must ensure there are no weak ciphers and if so, those 

ciphers must be removed from configuration before conducting the rest of the test. If this fails 

- TEST FAILS 
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7. Test Objective: The communication between Web client and Web server shall be protected 

using TLS. 

 
8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for HTTP 

- Check traffic is properly protected 

- Check TLS is being used or not 

 

8.2 Test Setup Diagram: 

 
 

8.3 Tools Used: Wireshark in Tester Device 

8.4 Test Execution Steps 

− Launch the Wireshark app on the tester device. 

− Power up the testbed 

− The tester shall check that compliance with the selected security profile can be inferred 

from detailed provisions in the product documentation. 

− The tester shall establish a secure connection between the network product and the peer 

and verify that all protocol versions and combinations of cryptographic algorithms that are 

mandated by the security profile are supported by the network product. 

 

9. Expected Results for Pass: 

- The traffic is properly protected, and insecure options are not accepted by the Network 

Product. 

- The communication between Web client and Web server shall be protected using TLS. 

 

10. Expected Format of Evidence: 

- Screenshots of Wireshark and Pcap files capturing the Successfull TLS Handshake. 
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- Screenshots of Web Browser accessing the Web Server 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_HTTPS 

b. Test Case Description:  The communication between Web client and Web server shall 

be protected using TLS. 

c. Execution Steps: 

1. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go to the 

web address/IP of the DUT. 

- URL: https://<IP address of DUT> 

 

 
 

2. While the testbed is running, the tester should put appropriate display filter (IP address 

of DUT and Tester Device) in Wireshark 

 
3. The tester should try to access the DUT using HTTP in URL 

- URL: http://<IP address of DUT> 

And then using the display filter from step 2 analyse the packet capture in Wireshark. 

(NO Unencrypted or Plain HTTP Traffic should be present). 

 
4. The tester should verify the cipher suite used for TLS 1.2/1.3 are being used in the DUT 

in the message “Server Hello” is same as the Secure cryptographic controls prescribed 



 

422 
 

in Table 1 of the latest document “Cryptographic Controls For Indian Telecom Security 

Assurance Requirements (ITSAR). 

 

 
 

d. Test Observations: 

− It should be ensured that a successful TLS handshake is performed between the Tester 

device and the DUT. 

− It should be also ensured that the DUT should not accept any request in plain HTTP like 

in 3rd execution step. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_HTTPS   
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2.11.2 TSTP for Evaluation of Webserver logging  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.2 
 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.2 Webserver logging 

3) <Requirement Description: >Access to the SMF webserver (for both successful as well as 

failed attempts) shall be logged 

by SMF.  

The web server log shall contain the following information:  

− Access timestamp - Source (IP address) 

− Account (if known) 

− Attempted login name (if the associated account does not exist) 

− Relevant fields in http request. The URL should be included whenever possible. 

− Status code of web server response 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.2.5.2] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type 

of the Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for the 

respective Web Server as mentioned in the OEM documentation. 

a. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in : ”/etc/apache2/apache2.conf” 

 

• Command used: grep -I log /etc/apache2/apache2.conf (To check where the Log files are 

present) 

o Error Log (Contains all the errors and failed attempts) 

o CustomLog (Contains all the access logs) 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6) Preconditions 

- Network Product documentation which contains information on log file location and 

procedure to access it. 

- Tester has the necessary privileges to access the log files. 

- Test environment with a Web Browser. 

 

7) Test Objective: Verify that all accesses to the webserver are logged with the required 

information. 
 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test scenario for Web server logging 

- Check if proper logging is done 

- Required information is logged or not 

8.2 Test Setup Diagram: 
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8.3 Tools Used: 

− Default DUT configuration tool for Web Server as per vendor. It can be command line, GUI 

or any other interface as specified in vendor documentation. 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to login to the webserver using the correct and incorrect login credentials. 

− The tester verifies whether the login attempts were logged correctly with all the required 

information. 

9) Expected Results for Pass: All webserver events are logged with all of the required 

information. 

 

10) Expected Format of Evidence: Testing report contains copies of the log file showing 

the captured information. 
 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_WEBSERVER_LOGGING 

b) Test Case Description:  Verify that all accesses to the webserver are logged with 

the required information 

The web server log shall contain the following information:   

− Access timestamp - Source (IP address)   

− Account (if known)  

− Attempted login name (if the associated account does not exist)  

− Relevant fields in http request. The URL should be included whenever possible.  

− Status code of web server response 

c) Execution Steps: The tester shall open any Web Browser (Mozilla Firefox, Google 

Chrome) and go to the web address/IP of the DUT. 

- URL: http://<IP address of DUT> 

And enter the right credentials. 

https://172.18.0.8/
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With the proper privilege in the DUT while accessing the Log file we can see the 

following log info. 

- Command used: cat /var/log/apache2/access.log 

 

 
Again, the tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to the 

web address/IP of the DUT. 

- URL: http://<IP address of DUT> 

And enter the wrong credentials (wrong password/wrong username) 

 
With the proper privilege in the DUT while accessing the Error Log file we can see the 

following log info. 

https://172.18.0.8/
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- Command used: cat /var/log/apache2/error.log 

 
d) Test Observations: 

− It should be ensured that any access/error/events to the DUT Web-Server the logs are 

filed with the information as per the ITSAR clause. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_WEBSERVER_LOGGING   
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2.11.3 TSTP for Evaluation of HTTPS Input Validation  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.3 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.3 HTTPS input validation 

3) <Requirement Description: > 

The SMF shall have a mechanism in place to ensure that web application inputs are not  

vulnerable to command injection or cross-site scripting attacks. SMF shall validate, filter,  

escape, and encode user-controllable input before it is placed in output that is used as a web  

page that is served to other users.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.2.5.4] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6) Preconditions 

- The Vendor must provide a Certificate stating that the Web Application is tested and free 

from command injection or cross-site scripting attacks. 

- Network Product documentation which contains information on log file location and 

procedure to access it. 

- Tester has the necessary privileges to access the log files. 

- Test environment with a Web Browser. 

- Knowledge about XSS and Command Injection attacks. 

7) Test Objective: The DUT shall have a mechanism in place to ensure that web application 

inputs are not vulnerable to command injection or cross-site scripting attacks 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenarios for XSS attack 

- Manual check via Cheat Sheet 

- Automated check via tool  

8.1.2 Test Scenarios for Command Injection attack 

- Manual check via Cheat Sheet 

- Automated check via tool 

8.2 Test Setup Diagram: 

 
8.3 Tools Used: 

− Default DUT configuration tool for Web Server as per vendor. It can be command line, GUI 

or any other interface as specified in vendor documentation. 

− XSStrike (https://github.com/s0md3v/XSStrike) 

− Commix (https://github.com/commixproject/commix) 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester manually tries to find the inputs in the Web Application. 
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− Perform manual test on inputs for XSS and Command Injection vulnerability based on cheat 

sheets. 

− The tester using automated tools like XSStrike and Commix to find Command Injection 

vulnerability. 

 

9) Expected Results for Pass: The Web Application must be free from XSS and Command 

Injection vulnerability. 

 

10) Expected Format of Evidence: Testing report contains copies of the log file showing the 

captured information. 
 

11) Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_XSS_TESTING 

b. Test Case Description: Verify that all the input in the WEB Application is free from XSS 

attack. 

i. Manual approach 

ii. Automated approach 

c. Execution Steps: 

The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go to the web 

address/IP of the DUT. 

- URL: http://<IP address of DUT> 

 
-      Find all the input in the WEB Application/Page Manual Approach 

a. Use the below cheat sheet for XSS and try it in the input and observe the behaviour. 

- (https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/ra

w/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt) 

https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt
https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt
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- (A snapshot of few XSS payloads)  

Automated Approach. 

- Command used: xsstrike –crawl –u <URL of WEB Application> 

 
- (Here we can see the tool has not detected any vulnerable object) 
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- (Here we can see the tool has detected a vulnerable object this must be manually 

checked and if found vulnerable the test case will fail) 

d. Test Observations: 

− It should be ensured that any input on the WEB Application should not be vulnerable to 

XSS attacks. 

 

➢ Test Case Number: 02 

a. Test Case Name: TC_CI_TESTING 

b. Test Case Description: Verify that all the input in the WEB Application is free from 

Command Injection attack. 

- Manual approach 

- Automated approach 

c. Execution Steps: 

The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go to the web 

address/IP of the DUT. 

- URL: http://<IP address of DUT> 

 
- Find all the input in the WEB Application/Page 

Manual Approach 

- Use the below cheat sheet for Command Injection and try it in the input and observe 

the behaviour. 

- (https://hackersonlineclub.com/command-injection-cheatsheet/) 
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- (A snapshot of few Command Injection payloads)  

Automated Approach. 

- Command used: <Read the utility documentation to get information about the 

usage> 

 
- (Here we can see the tool has not detected any vulnerable object) 
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- (Here we can see the tool has detected a vulnerable object this must be manually 

checked and if found vulnerable the test case will fail) 

 

d. Test Observations: 

− It should be ensured that any input on the WEB Application should not be vulnerable to 

Command Injection attacks. 

 

12) Test Case Result: 

 

SL. No TESTCASE NAME PASS/FAIL Remarks 
1 TC_XSS_TESTING   
2 TC_CI_TESTING   
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2.11.4 TSTP for No System Privileges  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.4 
 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 2.11.4 No system privileges 

3. <Requirement Description: >  

No DUT web server processes shall run with system privileges. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.2] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.   

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  

 
Command used: openstack –version (To find version information of OpenStack)  
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Command used: cat /etc/os-release (To get OS information)  

 
 

5. DUT Configuration:  

To get the hash of OS image is using Virtual Machine  

Command used: sha256sum <path to OS image> (To get hash/digest of OS Image) 

 
To get the hash of OS if using Docker/Kubernetes  

Command used: docker images <image name> –digests (To get hash/digest of Container 

Image)  

 
 

6. Preconditions 

- Network product documentation containing information about web server configuration 

and management tool which maybe command line, GUI or any other as specified by Vendor. 

- The tester needs to have administrative privileges over DUT. 

 

7. Test Objective: 

Verify that the Web server is not run under system privileges. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for System Privileges for Web Server Process 
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8.2 Test Setup Diagram: 

 

 
 

8.3 Tools Used: Default DUT configuration and management tool for Web Server as per 

vendor. It can be command line, GUI or any other interface as specified in vendor 

documentation. 

8.4 Test Execution Steps 

• Power up the testbed. 

• The tester shall access the list of running processes in the DUT with details of the user 

under which process is running 

• The tester shall ensure the web server process is not running under user with system 

privelages or Root User. 

• The tester shall also check the default user under which web server process can be run i.e 

the default user under which web server runs does not have system privileges or is not 

root user. 

9. Expected Results for Pass: 

- None of the web server processes running are running with system privileges or root user. 

- System settings have been found correctly set to ensure that no web server processes will 

run with system privileges. 

 

10. Expected Format of Evidence: 

- Screenshots of Running processes and user under which web server has started. 

- Screenshots of default user under which web server shall run every time. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_ NO_SYSTEM_PRIVILEGES_WEB_SERVER_PROCESSES 

b. Test Case Description:  None of the processes running are running with system 

privileges or root user. 

c. Execution Steps: 

1. The tester shall use the following command or corresponding command in their server or 

GUI settings to obtain the list of running processes in the DUT and ensure that the web 
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server process is not running as any user with system privileges or as root user - “ps aux | 

grep apache” (In case Apache httpd is used) 

 

 
 

2. In the above image user www-data is known default user used by Apache to run the web 

server. Please check with vendor in your case what shall be the default user group and 

ensure it doesn’t have system privileges. 

 

3. If the user is found to be root user or user with system privileges, test fails. 

 
In the above image we see that user is ’root’. In this case test fails 

 

d. Test Observations: It is ensured that none of the web server processes running are not 

running with system privileges or root user. 

 

➢ Test Case Number: 02 

a. Test Case Name: TC_ NO_SYSTEM_PRIVILEGES_WEB_SERVER_DEFAULT 

b. Test Case Description:  To ensure system settings are correctly set to ensure that no 

web server processes will run with system privileges. 

c. Execution Steps: 

1. The tester shall use the following command to obtain the default user under which web 

server in DUT is started and run - “cat /etc/apache2/envvars | grep -I user” (In case 

Apache httpd is used in command line). Corresponding command or GUI option according 

to vendor shall be used to check the same. 

 
In the above image we can see that www-data (user with no system privileges) is the default 

user under which server starts (To check if the above user does not have root privileges 

following file can be checked in Linux to make sure www-data does not have root privileges: 

$ cat /etc/sudoers) 

 
d. Test Observations: 

It is ensured that system settings have been found correctly set to ensure that no web 

server processes will run with system privileges. 

 

12. Test Case Result: 
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SL. No TEST CASE NAME PASS/FAIL Remarks 

1 
TC_NO_SYSTEM_PRIVILEGES_WEB_SERVE

R_PROCESSES 
  

2 
TC_NO_SYSTEM_PRIVILEGES_WEB_SERVE

R_DEFAULT 
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2.11.5 TSTP for No unused HTTPS methods  

 
Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.5 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.5 No unused HTTPS methods 

3) <Requirement Description: >HTTPS methods that are not required for SMF operation shall be 

deactivated.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.3] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type 

of the Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for 

the respective Web Server as mentioned in the OEM documentation. 

b. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in:” /etc/apache2/apache2.conf” 

 
• Command used: grep -B 2 -A 2 –I "AllowMethods" <path to the apache2 config> (To 

check Apache allows which Http methods) 
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(Above result states that AllowMethods set to enable GET POST and OPTIONS methods) 

 
• Command used: grep -B 2 -A 2 –I "Limit" <path to the apache2 config> (To check Apache 

allows which Http methods) 

 
(Above result states that Limit set to enable http methods) 

 

 
To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6) Preconditions 

- The tester has needed administrative privileges. 

- A tester machine is available. 

- Test environment with a provision to access the DUT. 

- Vendor list of Enabled and necessary methods in the DUT Web-Server. 

7) Test Objective: Verify that the Web server has deactivated all HTTP methods that are 

not required. 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario if OPTIONS is enabled 

8.1.2 Test Scenario if OPTIONS is disabled:- Custom Script to be used to check for enabled 

Methods 

8.2 Test Setup Diagram: 

 
 

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to check the available HTTP Methods in webserver. 

− The tester verifies whether the only required HTTP Methods are enabled or not. 

− If the OPTIONS method is not enabled in WEB-SERVER, the manual checking via script is 

to be used. 
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9) Expected Results for Pass: System settings and configurations have been found 

adequately set, in all Web components of the system, to ensure that unneeded HTTP 

methods are deactivated. 

 

10) Expected Format of Evidence: Testing report contains copies of the log file showing the 

captured information. 

 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_NO_UNUSED_HTTP_METHODS 

b) Test Case Description:  Verify that the Web server has deactivated all HTTP 

methods that are not required. 

c) Execution Steps: 

The tester shall open any terminal or any tool to access DUT shell 

- Command used: curl –X OPTIONS -i <IP address of DUT> 

 
▪ The tester will compare the vendor list of enabled and necessary methods. 

▪ If any method other than the vendor list is present the test case will fail. 

▪ Here we can see allowed HTTP methods are HEAD, GET, OPTIONS, POST 

▪ All this must not be present here only allowed and necessary methods must be allowed. 

 

d) Test Observations: It should be ensured that HTTPS methods that are not required for 

DUT operation shall be deactivated. 

 

➢ Test Case Number: 02 

a. Test Case Name: TC_NO_UNUSED_HTTP_METHODS_OPTIONS_DISABLED 

b. Test Case Description:  Verify that the Web server has deactivated all HTTP methods 

that are not required if OPTIONS method is not enabled. 

c. Execution Steps: 

1. The tester shall open any terminal or any tool to access DUT shell 
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- Command used:  python3 WebServer-Methods.py <IP address of DUT> 

 
- The tester will compare the vendor list of enabled and necessary methods. 

- If any method other than the vendor list is present the test case will fail. 

 

d. Test Observations: It should be ensured that HTTPS methods that are not required for 

DUT operation shall be deactivated. 

 

12) Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_NO_UNUSED_HTTP_METHODS   
2 TC_NO_UNUSED_HTTP_METHODS

_OPTIONS_DISABLED 
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2.11.6 TSTP for No unused add-ons  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.6 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.6 No unused add-ons 

3) <Requirement Description: >  

All optional add-ons and components of the web server shall be deactivated if they are not  

required for SYSTEM operation. In particular, CGI or other scripting components, Server Side  

Includes (SSI), and WebDAV shall be deactivated if they are not required.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.4] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.   

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

• Command used: ifconfig –a (To find IP information and all interfaces)  

 
Command used: openstack –version (To find version information of OpenStack)  
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Command used: cat /etc/os-release (To get OS information)  

 
5) DUT Configuration: 

To get the hash of OS image is using Virtual Machine  

Command used: sha256sum <path to OS image> (To get hash/digest of OS Image) 

 
To get the hash of OS if using Docker/Kubernetes  

Command used: docker images <image name> –digests (To get hash/digest of Container 

Image)  

 
 

6) Preconditions 

- The vendor has supplied a list of add-ons or scripting tools for Web server components 

needed for system operation, and that therefore need to be exempted from the test 

investigation. 

- The tester has administrative privileges. 

- A tester machine is available. 

 

7) Test Objective: To verify that the Web server has deactivated unneeded add-ons and 

unneeded scripting components. 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 
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8.1.1 Test Scenario for Unused Add-ons 

This test scenario will check for the add-ons using DUT command. 

 

8.2 Test Setup Diagram: 

 

 
 

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

 

8.4 Test Execution Steps 

− Power up the testbed 

− Check that the web server is only running and listening on known ports (e.g., tcp port 80 

and/or 443). Check that 

− CGI or other scripting components, Server Side Includes (SSI), and WebDAV are 

deactivated if they are not required. 

− The tester verifies that nothing else has been installed than the web server. 

− The tester verifies that relevant system settings and configurations are correct to ensure 

fulfilment of the requirement. 

− The tester scans the Webserver using a suitable tool (e.g., Nikto) and verifies the tool report 

for availability of any default content. 

9) Expected Results for Pass: System settings and configurations have been found 

adequately set, in all Web components of the system, to ensure that all unneeded add-

ons or script components are deactivated. 

 

10)   Expected Format of Evidence: Testing report contains copies of the log file showing 

the captured information. 

 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_NO_UNUSED_ADD-ONS 

b) Test Case Description:  To verify that the Web server has deactivated unneeded 
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add-ons and unneeded scripting components. 

c) Execution Steps: 

The tester shall open any terminal or any tool to access DUT shell 

- Command used: apache2ctl -M 

 

 
- The tester manually checks for the vendor-supplied list of add-ons or scripting tools for 

Web server components needed for system operation other than those that must not be 

present. 

The tester opens any terminal or any tool to access DUT shell 

- Command used: apache2ctl -M 
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- Here we can see allowed enabled modules that should not be there because they are 

WEBDAV, CGI, SSI (mod_actions, mod_authnz_fcgi, mod_cgi, mod_cgid, mod_suexec, mod_dav, 

mod_dav_fs, mod_dav_lock, mod_include) 

(Clickable link so for more info) 

- All this must not be present here only allowed and necessary add-ons must be allowed. 

 

d) Test Observations: System settings and configurations have been found 

adequately set, in all Web components of the system, to ensure that all unneeded 

add-ons or script components are deactivated. 

 

12) Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_NO_UNUSED_ADD-ONS   

  

https://httpd.apache.org/docs/2.4/mod/mod_actions.html
https://httpd.apache.org/docs/2.4/mod/mod_authnz_fcgi.html
https://httpd.apache.org/docs/2.4/mod/mod_cgi.html
https://httpd.apache.org/docs/2.4/mod/mod_cgid.html
https://httpd.apache.org/docs/2.4/mod/mod_suexec.html
https://httpd.apache.org/docs/2.4/mod/mod_dav.html
https://httpd.apache.org/docs/2.4/mod/mod_dav_fv.html
https://httpd.apache.org/docs/2.4/mod/mod_dav_lock.html
https://httpd.apache.org/docs/2.4/mod/mod_include.html
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2.11.7 TSTP for No compiler, interpreter, or shell via CGI or other server-
side scripting  

 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.7 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.7 No compiler, interpreter, or shell via CGI or 

other server-side scripting 

3) <Requirement Description: >If CGI (Common Gateway Interface) or other scripting 

technology is used, the CGI directory  or other corresponding scripting directory shall not include 

compilers or interpreters.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.5] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type 

of the Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for 

the respective Web Server as mentioned in the OEM documentation. 

c. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in:” /etc./apache2/apache2.conf” 

 

• Command used: grep -I "ExecCGI" /etc/apache2/apache2.conf (To check CGI is enabled 

or not) 
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(Above result states that CGI is enabled) 

• Command used: grep –C2 –I “ExecCGI" /etc/apache2/apache2.conf (To check for which 

directory CGI is enabled) 

 
• Same has to be check in for Vhost files 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6) Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Terminal. 

7) Test Objective: To verify that there are no compilers, interpreters, or shell accessible 

via CGI or other scripting components. 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for CGI 

This test scenario is regarding CGI and check for compiler/interpreter or shell in CGI 
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8.2 Test Setup Diagram: 

 
 

 

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Shell of Web Server. 

− Consult the web server configuration to identify all directories used for CGI or other 

scripting components.  

− In case the DUT is using other than CGI they must give the information about different 

technology used and further tests should be performed on that technology. (This document 

only deals with CGI Scripts) 

− The tester manually checks that there are no compilers or interpreters (e.g., PERL® 

interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system 

shells) in the directory/directories used for CGI or for other scripting tools (including 

PERL®, PHP, and others). 

− The tester will run some web scanning tools like Nikto, to get the detailed information and 

verify that there are no compilers or interpreters (e.g., PERL® interpreter, PHP 

interpreter/compiler, Tcl interpreter/compiler or operating system shells) in the 

directory/directories used for CGI or for other scripting tools (including PERL®, PHP, and 

others). 

 

9) Expected Results for Pass: There are no compilers, interpreters or shells in directories 

accessible via CGI or other scripting components. 

 

10) Expected Format of Evidence: Log files and screen shots of test executions. 

 

11) Test Execution: 
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➢ Test Case Number: 01 

a) Test Case Name: TC_NO_COMPILER_FOR_CGI 

b) Test Case Description:  There are no compilers, interpreters, or shells in 

directories accessible via CGI or other scripting components. 

c) Execution Steps: 

The tester shall open any terminal emulator to access the DUT shell and use the 

following command. 

- Command used: ls <path of the CGI-BIN directory> 

 
- We can see that the directory does not contain any compiler/interpreter, shell. 

The tester shall open any terminal emulator and use the following command. 

- Command used: ls <path of the CGI-BIN directory> 

 

 
 

- We can see that the directory does contain bash shell, python3 interpreter. 

- (This should not be present) 

 

d) Test Observations: There are no compilers, interpreters or shells in directories 

accessible via CGI or other scripting components. 

 

12) Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_COMPILER_FOR_CGI   
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2.11.8 TSTP for No CGI or other scripting for uploads  
 

 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.8 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.8 No CGI or other scripting for uploads 

3) <Requirement Description: > If CGI or other scripting technology is used, the associated 

CGI/script directory shall not be used for uploads. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.6] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type 

of the Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for 

the respective Web Server as mentioned in the OEM documentation. 

d. For Apache httpd/CGI:  

• Command used: apachectl –v (To get version information) 

 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in:” /etc./apache2/apache2.conf” 

 

• Command used: grep -I "ExecCGI" /etc/apache2/apache2.conf (To check CGI is enabled 

or not) 
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(Above result states that CGI is enabled) 

• Command used: grep –C2 –I “ExecCGI" /etc/apache2/apache2.conf (To check for which 

directory CGI is enabled) 

 
• Same has to be check in for Vhost files 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6) Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Terminal. 

- Test Environment with a Browser 

- If the web server is configured with CGI/Scripting on, this test applies 

- The tester checks the vendor documentation for the “upload directory” 

7) Test Objective: To test whether the upload directory is equal to the CGI/Scripting directory. 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for CGI 

This test scenario is regarding CGI 
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8.2 Test Setup Diagram: 

 

 
 

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Shell of Web Server. 

− Consult the web server configuration to identify all directories used for CGI or other 

scripting components. 

− In case the DUT is using other than CGI they must give the information about different 

technology used and further tests should be performed on that technology. (This document 

only deals with CGI Scripts) 

− Consult the vendor documentation to identify all directories used for upload. 

− The tester manually checks that the CGI and upload directory are not different and verify 

it in the DUT. 

− The tester will run some web scanning tools like Nikto, to get the detailed information and 

verify that the CGI and upload directory are different. 

 

9) Expected Results for Pass: 

- The configured upload directory is different from the CGI/Scripting directory. 

- Additional evidence might be provided that shows that the web server has no write rights 

for the CGI/Scripting directory. 

 

10) Expected Format of Evidence: A part of the configuration file / screenshot of the 

configuration showing that the web server is properly configured. 
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11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS 

b) Test Case Description:  To test whether the upload directory is equal to the 

CGI/Scripting directory. 

c) Execution Steps: 

The tester compares the <path of the CGI-BIN directory> and <path of the upload 

directory> and confirms that they are not same, if same the test case will fail. 

The tester shall open any terminal emulator to access the DUT shell and use the 

following command. 

- Command used: ls –la <path of the CGI-BIN directory> 

 
- (Here we can see that the <path of the CGI-BIN directory> does not have write access) 

The tester shall open any terminal emulator and use the following command. 

- Command used: ls –la <path of the CGI-BIN directory> 

 
- (Here we can see that the <path of the CGI-BIN directory> have write access) 

-    (This must be not done) 

 

d) Test Observations: The CGI and upload directory are diffrent. 

 

12) Test Case Result: 

 

SL. 
No 

TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_CGI_OR_SCRIPTING_FOR_UPL
OADS 
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2.11.9 TSTP for No execution of system commands with SSI  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.9 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.9 No execution of system commands with SSI 

3) <Requirement Description: > If Server Side Includes (SSI) is active, the execution of 

system commands shall be deactivated.  

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.7] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type of the 

Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 



 

469 
 

 
 

Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for 

the respective Web Server as mentioned in the OEM documentation. 

e. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in:” /etc./apache2/apache2.conf” 

 

• Command used: grep -I "InlcudesNOEXEC" <path to configuration file> (To check SSI is 

enabled or not with no exec directive) 
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(Above result states that SSI is enabled with No Exec Directive) 

• Command used: grep –C2 –I “InlcudesNOEXEC" <path to configuration file> (To check 

for which directory SSI is enabled) 

 
• Same has to be check in for Vhost files. 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6) Preconditions 

- The tester has administrative privileges. 

- If the web server is configured with SSI active, this test applies. 

- A tester machine is available. 

- Test environment with a Terminal. 

7) Test Objective: To test whether it is possible to use the exec directive and if so, whether it can be 

used for system commands. 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for SSI:- This test scenario is regarding SSI. 

8.2 Test Setup Diagram: 
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Shell of Web Server. 

− The tester checks whether execution of system commands is disabled in the web server 

configuration. 

− The tester actually attempts to use the exec directive in an SSI file with and without system 

commands. 

− Some web scanning tools like Nikto should be used to scan the webserver for the SSI exec. 

 

9) Expected Results for Pass: 

- The execution of system commands via SSIs exec directive is disabled in the web server 

configuration. 

- It is impossible to execute system commands via SSIs exec directives. 

 

10) Expected Format of Evidence: A part of the configuration file / screenshot of the 

configuration showing that the web server is properly configured. For example, a 

configuration file that shows that the IncludesNOEXEC (Apache HTTP Server®) or 

ssiExecDisable (Microsoft® IIS) is set. 

- Web server log. 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_NO_EXECUTION_OF_SYSTEM_COMMANDS 

b) Test Case Description:  ----- CHANGE ------------ 

c) Execution Steps: 

The tester shall open any browser to access the DUT webserver using the following 

URL. 

- URL: http://<ip/hostname of DUT>/<path of the SSI directory> 
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- (Here we can see that we got the error when using the exec directive) 

- We can see that the output is an error while using EXEC directive because we have used 

Options IncludeNOEXEC. 

- With proper autentication the tester shall open any terminal emulator and use the 

following command to see the error log in the DUT.  

Command used: cat <path to the apache error log file> 

 
- We can see that the error stating exec used but not allowed in <path of the file> 

The tester shall open any browser to access the DUT webserver using the following 

URL. 

- URL: http://<ip/hostname of DUT>/<path of the SSI directory> 

 
- We can see that a shell command is being run using EXEC directive and it run 

successfully. 

- (This should not be executed) 

 

d) Test Observations: When Server Side Includes (SSI) is active, the execution of 

system commands is deactivated using Includes NOEXEC Options. 

 

12) Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 
TC_NO_EXECUTION_OF_SYSTEM_COM

MANDS 
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2.11.10 TSTP for Access rights for web server configuration 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.10 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.10 Access rights for web server 

configuration 

3) <Requirement Description: >Access rights for SMF web server configuration files shall 

only be granted to the owner of the web server process or to a user with system privileges.  

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.8] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type 

of the Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for 

the respective Web Server as mentioned in the OEM documentation. 

f. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in:” /etc./apache2/apache2.conf” 

 

• Command used: apache2ctl –t –D DUMP_VHOSTS (To list what VirtualHost Configurations 

are running) 

o Using the comand we got the output and the config file 

• (/etc/apache2/sites-enabled/000-default.conf) 
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To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6) Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

 

7) Test Objective: To verify that the access rights for Web server configuration files are correctly 

set. 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Apache:-  This test scenario is regarding Apache Web Server  

8.2  Test Setup Diagram: 

 

 
 

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 
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8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Web Server in the browser. 

− Check the access rights settings for Web server system configuration files. 

− Check that relevant system settings and configurations are correct to ensure fulfilment of 

the requirement. 

− The tester also scans the Web Server using a suitable tool (e.g., Nikto) to verify that the 

relevant system settings and configurations are correct to ensure fulfilment of the 

requirement. 

9) Expected Results for Pass: Access rights for system configuration files are adequately 

set. 

 

10) Expected Format of Evidence: Log files and screen shots of test executions. 

 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_ACCESS_RIGHTS_WEB_SERVER_FILES 

b) Test Case Description:  To verify that the access rights for Web server 

configuration files are correctly set. 

c) Execution Steps: 

With the proper privilege in the DUT, we can see the permission on the configuration 

file. 

- Command used: ls -la <path to the configuration file> 

 

 
- Here we can see that  

o Owner - RW 

o Group - R 

o Other   - <None> 

- Only granted to the owner of the web server process or to a user with system privileges. 

With the proper privilege in the DUT, we can see the permission on the configuration 

file. 

- Command used: ls -la <path to the configuration file> 

 
- Here we can see that  

o Owner - RW 

o Group - RW 
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o Other   - R 

- Read and Write permission should not be given to the Other and to the Group no write 

permission. 

With the proper privilege in the DUT, we can see the permission on the configuration 

file. 

- Command used: ls -la <path to the VHOST configuration file> 

 
- Here we can see that  

o Owner - RW 

o Group - R 

o Other   - <None> 

- Only granted to the owner of the web server process or to a user with system privileges. 

With the proper privilege in the DUT, we can see the permission on the configuration 

file. 

- Command used: ls -la <path to the VHOST configuration file> 

 
- Here we can see that  

o Owner - RW 

o Group - RW 

o Other   - R 

- Read and Write permission should not be given to the Other and to the Group no write 

permission. 

The Above step for Virtual Host should be done for every Vhosts file. 

 

d) Test Observations: It should be ensured and verify that the relevant system 

settings and configurations are correct to ensure fulfilment of the requirement. 

 

12) Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_ACCESS_RIGHTS_WEB_SERV

ER_FILES 
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2.11.11 TSTP for Evaluation of No default content  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.11 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 2.11.11 No default content 

3. <Requirement Description: >  

Default content that is provided with the standard installation of the SMF web server shall be 

removed.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.9] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type 

of the Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for 

the respective Web Server as mentioned in the OEM documentation. 

a. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

 
To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6. Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Web Browser. 
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7. Test Objective: To verify that there is no default content on the web server, that is not 

needed for web server operation, since such default content can be useful for an attacker. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Apache:- This test scenario is regarding Apache Web Server 

  

8.2 Test Setup Diagram: 

 

 
 

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Web Server in the browser. 

− The tester should verify the Web-Server documentation to know the default contents which 

gets installed along with the Web-Server installation. 

− The tester manually verifies that the no default content is available. 

− The tester scans the Webserver using a suitable tool (e.g. Nikto) and verifies the tool report 

for availability of any default content. 

9. Expected Results for Pass: No default content (examples, help files, documentation, aliases, 

un-needed directories or manuals) has been found to remain on any Web server component. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 
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11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_NO_DEFAULT_CONTENT 

b. Test Case Description:  To verify that there is no default content on the web server, that 

is not needed for web server operation, since such default content can be useful for an 

attacker. 

c. Execution Steps: 

1. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go to the 

web address/IP of the DUT. 

- URL: http://<IP address of DUT> 

The index webpage must show the DUT Content not the server default content. 

 
2. The tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to the web 

address/IP of the DUT. 

- URL: http://<IP address of DUT> 

- (NO Default content should be visible)   
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NOTE: Tester should check the root directory and all accessible directories by the web server 

and ensure there are no examples, help files, documentation, or aliases. Here there only the 

root directory is present, so we are only checking that. Test is not complete without a thorough 

check of all directories present by default. 

For example, the default director is /var/www/html in httpd. As we can see only index.html is 

present here 

 
 

d. Test Observations: It should be ensured that Web Server Component should not serve 

default content. 

 

12. Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_DEFAULT_CONTENT   
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2.11.12 TSTP for Evaluation of No directory listings  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.12 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 2.11.12 No directory listings 

3. <Requirement Description: >Directory listings (indexing) / "Directory browsing" shall be 

deactivated.  

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.10] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type 

of the Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for 

the respective Web Server as mentioned in the OEM documentation. 

a. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 
• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in:” /etc./apache2/apache2.conf” 

 

• Command used: grep -I “Indexes” /etc/apache2/apache2.conf (To check if the Directory 

indexisng is disabled or not) 

o Options –Indexes (Directory listing is disabled) 

o Options +Indexes/Indexes (Directory listing is enabled) 
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(Above result states that directory listing is disabled) 

 

(Above result states that directory listing is enabled) 

• Command used: apache2ctl –t –D DUMP_VHOSTS (To list what VirtualHost Configurations 

are running) 

o Using the comand we got the output and the config file 

• (/etc/apache2/sites-enabled/000-default.conf) 

o Above step should be applied here also to check if directory listing is enabled or not in 

the VirtualHost Configuration file. 

 
To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

6. Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Web Browser. 

7. Test Objective: To verify that Directory listings / Directory browsing has been deactivated 

in all Web server components. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Apache:-This test scenario is regarding Apache Web Server  

8.2 Test Setup Diagram: 
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Web Server in the browser. 

− The tester verifies that the Directory Listing/Indexing is disabled. 

− The tester also scans the Web Server using a suitable tool (e.g. Nikto) to verify that the 

Directory listing is not present. 

9. Expected Results for Pass: Evidence that Directory listing / Directory browsing has been 

deactivated in all Web server components. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_NO_DIRECTORY_LISTINGS 

b. Test Case Description:  To verify that Directory listings / Directory browsing has been 

deactivated in all Web server components. 

c. Execution Steps: 

1. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go to the 

web address/IP of the DUT. 

- URL: http://<IP address of DUT> 

- The Webpage must show Forbidden with a HTTP status code 403. 
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2. With the proper privilege in the DUT while accessing the Log file we can see the following 

log info. 

- Command used: cat /var/log/apache2/error.log 

 

 
3. The tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to the web 

address/IP of the DUT. 

- URL: http://<IP address of DUT> 

- (NO Directory listing/indexing should not be visible) 

 
4. The tester repeats the above steps to verify that directory listing is disabled for all directories 

and subdirectories accessible by the web server.   

 

d. Test Observations: 

It should be ensured that any path in the Web Server or any Component of the Web Server 

should not allow Directory Listing/Indexing. 

 

12. Test Case Result: 
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SL. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_DIRECTORY_LISTINGS   
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2.11.13 TSTP for Evaluation of Web server information in HTTPS headers  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.13 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.13 Web server information in HTTPS headers 

3) <Requirement Description: >The HTTPS header shall not include information on the 

version of the SMF web server and the  modules/add-ons used. 
 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.11] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5) DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type 

of the Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

Note: We have made this TSTP for Apache httpd Web Server the tester must verify for 

the respective Web Server as mentioned in the OEM documentation. 

 

g. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in:” /etc./apache2/apache2.conf” 

 

• Command used: grep -I “Server Tokens” /etc./apache2/apache2.conf (To check Apache 

will send back in response headers) 

o Server Tokens decides what Apache will send back in response headers. It takes the 

following values 
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• Server Tokens Full (or not specified) 

• Response to clients: Server: Apache/2.4.2 (Unix) PHP/4.2.2 

• Server Tokens Prod[uctOnly]  

• Response to clients: Server: Apache 

• Server Tokens Major 

• Response to clients: Server: Apache/2 

• Server Tokens Minor 

• Response to clients: Server: Apache/2.4 

• Server Tokens Min[imal] 

• Response to clients: Server: Apache/2.4.2 

• Server Tokens OS 

• Response to clients: Server: Apache/2.4.2 (Unix) 

 
(Above result states that ServerTokens should be set to Prod not anything else) 

• Command used: grep -I “SecServerSignature” /etc/apache2/apache2.conf (To check 

Apache will send back null in response headers) 

 
To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6) Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Terminal. 
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7) Test Objective: To verify that HTTP headers do not include information on the version of 

the web server and the modules/add-ons used. 
 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Apache:- This test scenario is regarding Apache Web Server  

8.2 Test Setup Diagram: 

 
 

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Header of Web Server. 

− The tester manually verifies that HTTP headers do not include information on the version 

of the web server. 

− The tester will run some web scanning tools like Nikto, to get the detailed information and 

verify that the HTTP headers do not include information on the version of the web server. 

9) Expected Results for Pass: Evidence that HTTP headers do not include information on the 

version of the web server and the modules/addons used. 

 

10) Expected Format of Evidence: Log files and screen shots of test executions. 

 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_NO_WEB_SERVER_HEADER_INFORMATION 

b) Test Case Description:  To verify that HTTP headers do not include information 

on the version of the web server and the modules/add-ons used. 

c) Execution Steps: 
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The tester shall open any terminal emulator and use the following command. 

- Command used: curl –I http://< IP address of DUT > 

 
- We can see that the HTTP headers do not include information on the version of the web 

server and the modules/addons used. 

The tester shall open any terminal emulator and use the following command. 

- Command used: curl –I http://< IP address of DUT > 

 

 
- We can see that the HTTP headers do include information on the version of the web 

server and the modules/addons used. 

- (This should not be present) 

 

d) Test Observations: It should be ensured that the HTTP headers do not include 

information on the version of the web server and the modules/addons used. 

 

12) Test Case Result: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_NO_WEB_SERVER_HEADE

R_INFORMATION 
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2.11.14 TSTP for Evaluation of Web server information in error pages 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.14 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
  
• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 2.11.13 Web server information in HTTPS headers 

3. <Requirement Description: >User-defined error pages and Error messages shall not 

include version information and other internal information about the SMF web server and 

the modules/add-ons used. 

     Default error pages of the SMF web server shall be replaced by error pages defined by the   

OEM.  

    [Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.12] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

- Command used: ifconfig –a (To find IP information and all interfaces) 
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- Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

- Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
- Command used : cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type of the 

Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

     Note: We have made this TSTP for Apache httpd Web Server the tester must verify for the  

respective Web Server as mentioned in the OEM documentation. 

 

a. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE(To get the config file name) 

o Using that we found the Apache config file is in : ”/etc/apache2/apache2.conf” 

 

• Command used: grep -I “ServerSignatures” /etc/apache2/apache2.conf (To check 

Apache will suppresses the footer line which contain Server information in error pages) 
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- The ServerSignature directive allows the configuration of a trailing footer line under server-

generated documents (error messages, mod_proxy ftp directory listings, mod_info 

output, ...). 

- The Off setting, which is the default, suppresses the footer line. The On setting simply adds 

a line with the server version number and ServerName of the serving virtual host, and the 

EMail setting additionally creates a "mailto:" reference to the ServerAdmin of the 

referenced document. 

  

 
(Above result states that ServerSignatures should be set to off not anything else) 

 

 

• To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 

 
• To get the hash of OS if using docker 

• Command used: docker images --digests (To get hash/digest of config file) 

 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6. Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Terminal. 

7. Test Objective: To verify that error pages and error messages do not include information 

about the web server. 

 

8. Test Plan: 

     8.1. Number of Test Scenarios: 

     8.1.1. Test Scenario for Apache:- This test scenario is regarding Apache Web Server  
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8.2. Test Setup Diagram: 

 

 
 

8.3. Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 
8.4. Test Execution Steps 

- Power up the testbed 

- The tester tries to access the Header of Web Server. 

- The tester verifies that generated error pages and error messages do not include 

information about the web server. 

- Tester checks for any other Error case like 5XX, 4XX errors. 

- Tester checks for one more error scenario randomly. 

- In case of tester does not have access to the web server configuration files on the DUT, then 

test is to be performed for all the Http error scenarios (5XX, 4XX). 

9. Expected Results for Pass: Evidence that generated error pages and error messages do not 

include information about the web server 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION 

b. Test Case Description:  To verify that error pages and error messages do not include 

information about the web server. 

c. Execution Steps: 

1. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go to the web 

address/IP of the DUT. 

- URL: http://<IP address of DUT>/<random text> 

- (Random text is used so that we can get the Http 404 error) 
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- We can see that the error page do not include information on the version of the web server 

and the modules/addons used. 

 

2. The tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to the web 

address/IP of the DUT. 

- URL: http://<IP address of DUT>/ <random text> 

- (Random text is used so that we can get the Http 404 error) 

     (NO Directory listing/indexing should not be visible) 

 

 
 

- We can see that the error page do include information on the version of the web server and 

the modules/addons used. 

- (This should not be present) 

- Tester checks for any other Error case like 5XX, 4XX errors. 

- Tester checks for one more error scenario randomly. 

- Incase of tester does not have access to the web server configuration files on the DUT, then 

test is to be performed for all the Http error scenarios (5XX, 4XX). 
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d. Test Observations: 

- It should be ensured that that the error page do not include information on the version of 

the web server and the modules/addons used. 

 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_WEB_SERVER_ERROR_PAG

ES_INFORMATION 
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2.11.15 TSTP for Minimized file type mappings  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.15 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 
• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.15 Minimized file type mappings 

3) <Requirement Description: >File type or script-mappings that are not required for SMF 

operation shall be deleted.  

 

     [Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.13] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

- Command used: ifconfig –a (To find IP information and all interfaces) 
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- Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

- Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
▪ Command used : cat /etc/os-release (To get OS information) 

 
5) DUT Configuration: 

 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type of the 

Web Server: 

Command used : nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

     Note: We have made this TSTP for Apache httpd Web Server the tester must verify for the   

respective Web Server as mentioned in the OEM documentation. 

h. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT  (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in : “/etc/apache2/apache2.conf” 

 

 
• To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 
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• To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 

 
   Note: The tester must consider the respective steps for procuring above mentioned              

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6) Preconditions 

- The tester has administrative privileges 

- The web server is configured according to the manual 

- The vendor must provide the list of necessary file types. 

- A tester machine is available. 

 

7) Test Objective: To verify that file type- or script-mappings that are not required have been 

deleted. 

 

8) Test Plan: 

     8.1. Number of Test Scenarios: 

     8.1.1. Test Scenario for Apache:- This test scenario is regarding Apache Web Server  

8.2. Test Setup Diagram: 

 
 

8.3. Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.4. Test Execution Steps 

- Power up the testbed 
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- The tester manually verifies that the file type- or script-mappings that are not required have 

been deleted. 

 

9) Expected Results for Pass: Evidence that all file type- or script-mappings, that are not 

required, have been deleted. 
 

10) Expected Format of Evidence: Log files and screen shots of test executions. 

 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_NO_WEB_SERVER_FILE_TYPE MAPPINGS 

b) Test Case Description:  To verify that file type- or script-mappings that are not 

required have been deleted. 

c) Execution Steps: 

With the proper privilege in the DUT access the shell to see the file types that are 

commented out. 

Command used: grep –I “AddType” <path of configuration file> 

 

 
- Here we can see that the File type that has been added in the server using AddType Directive. 

- The File Types have been commented out using “#” 

- The tester will compare the list by the Vendor and the output of the command any filetype 

left the test case will fail. 

 

With the proper privilege in the DUT access the shell to see the which File types are 

been removed. 

- Command used: grep –I “RemoveType” <path of configuration file> 
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(Here we can see that the unnecessary file types are removed using RemoveType Directive) 

 

d) Test Observations:- Hence, we verified that the unnecessary file types are 

removed in the web server. 

 

12) Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_WEB_SERVER_FILE_TYPE 

MAPPINGS 
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2.11.16 TSTP for Evaluation of Restricted file access  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.16 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 2.11.16 Restricted file access 

3. <Requirement Description: >Restrictive access rights shall be assigned to all files which 

are directly or indirectly reside in the SMF web server's document directory. In particular, 

the SMF web server shall not be able to access files which are not meant to be delivered.  

 

     [Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.14] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

▪ Command used: ifconfig –a (To find IP information and all interfaces) 
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- Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

- Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
- Command used: cat /etc/os-release (To get OS information) 

 
5. DUT Configuration: 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type of the 

Web Server: 

Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

     Note: We have made this TSTP for Apache httpd Web Server the tester must verify for the 

respective Web Server as mentioned in the OEM documentation. 

 

a. For Apache httpd:  

• Command used: apachectl –v (To get version information) 

 

 

• Command used: find / -name apache2.service (To get the systemd service file of apache2) 

 

 

• Command used: cat <path of the Apache service file> (To know if it is running in a jailed 

chrooted environment or not) 
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   (We can see every command starts with /sbin/chroot/ this shows that the Apache server     

is running in chrooted environment.) 

• To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 

 
• To get the hash of OS if using docker 

• Command used: docker images --digests (To get hash/digest of config file) 

 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6. Preconditions 

- The tester has administrative privileges 

- The web server is configured according to the manual 

- A tester machine is available. 

- Test environment with a Web Browser. 

7. Test Objective: To test whether the restrictive access rights are assigned to all files which 

are directly or indirectly in the web server's document directory and to verify whether path 

traversal is made improbable. 

 
8. Test Plan: 

     8.1. Number of Test Scenarios: 

     8.1.1. Test Scenario for Apache 
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- This test scenario is regarding Apache Web Server  

     8.2. Test Setup Diagram: 

 
 

8.3. Tools Used:   Default DUT configuration tool for Web Server as per vendor. It can 

be command line, GUI or any other interface as specified in vendor documentation. 

 

       8.4. Test Execution Steps 

- Power up the testbed 

- The tester verifies that access rights on the servable content (meaning directories and files) 

is set to the following: 

o The files are owned by the user that runs the web server; 

o The files are not writable to others, except the web server's account; 

- The tester verifies that the user running the web server is an unprivileged account;(Refer 

the TSTP for clause 2.11.4 - No system privileges) 

- For Operating Systems that have chrooted environments, the tester verifies that the web 

server runs inside a jail or chrooted environment. 

9. Expected Results for Pass: 

- Name of user running the web server with the privileges of the account; 

- Access rights of files and directories that the web server serves; 

- Configuration that shows that the web server is in a chrooted environment 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_RESTRICTED_FILE_ACCESS 
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b. Test Case Description:  To test whether the restrictive access rights are assigned to all 

files which are directly or indirectly in the web server's document directory and to verify 

whether path traversal is made improbable. 

c. Execution Steps: 

1. With the proper privilege in the DUT access the shell to see the owner and group of the 

files and directories. 

- Command used: ls –la <path of the directory where the files are hosted> 

  
  (Here we can see that both the owner and group of the files are of the www-data that is a 

special User and Group under Apache) 

 

2. With the proper privilege in the DUT access the shell to see the owner and group of the 

files and directories. 

- Command used: id 

 
    (Here we can see the USERID is 1001 and the USERNAME is SMF) 

- Command used: echo “ ” >> <path of the directory where the files are hosted>/<any 

available file> 

 
  (Here we can see that the permission denied cause the user is not the same user as the web 

server user.) 

3.  With the proper privilege in the DUT access the shell to see the owner and group of the 

files and directories. 

- Command used: ps aux | grep apache2 
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(We can see every process starts with /sbin/chroot/ this shows that the Apache server is 

running in chrooted environment.) 

(Anything other than that the testcase will fail) 

 

4. Additionally, Tester can set DocumentRoot (root folder of web server as a new folder For 

Example- var/www/secure with its own html file - Tester will create this directory and 

index.html inside it) 

1. Then tester will ensure access rights are such that from port 80 externally only 

index.html of var/www/secure is accessible. Nor is var/www/html accessible not is 

any other file in var/www/secure accessible. The settings are change in vi 

/etc/apache2/sites-available/000-default.conf<VirtualHost *:80> 

     # The ServerName directive sets the request scheme, hostname and port that 

     # the server uses to identify itself. This is used when creating 

     # redirection URLs. In the context of virtual hosts, the ServerName 

     # specifies what hostname must appear in the request's Host: header to 

     # match this virtual host. For the default virtual host (this file) this 

     # value is not decisive as it is used as a last resort host regardless. 

     # However, you must set it for any further virtual host explicitly. 

     #ServerName www.example.com 

 

     ServerAdmin webmaster@localhost 

     DocumentRoot /var/www/secure 

    # Adding another directoryAlias /secure /var/www/html<Directory /var/www/html> 

     Options Indexes FollowSymLinks  AllowOverride All   Require all granted</Directory> 

     # Available loglevels: trace8, ..., trace1, debug, info, notice, warn, 

     # error, crit, alert, emerg. 

     # It is also possible to configure the loglevel for particular 

     # modules, e.g. 

     #LogLevel info ssl:warn 

 

     ErrorLog ${APACHE_LOG_DIR}/error.log 

     CustomLog ${APACHE_LOG_DIR}/access.log combined 

     # For most configuration files from conf-available/, which are 

     # enabled or disabled at a global level, it is possible to 

     # include a line for only one particular virtual host. For example the 

     # following line enables the CGI configuration for this host only 

     # after it has been globally disabled with "a2disconf". 

     #Include conf-available/serve-cgi-bin.conf 

</VirtualHost> 

 

http://www.example.com/
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<Directory />  

  Order Deny,Allow 

  Deny from all 

  Options None 

  AllowOverride None 

</Directory> 

 

<Directory /var/www/secure> 

  # Deny first, then allow 

  Order deny,allow 

  # Deny everyone from everything 

  Deny from all 

 

  <FilesMatch index\.html> 

  # but allow index.html 

  Allow from all 

  </FilesMatch> 

  </Directory> 

2. Then tester tries to access the files and except index.html of var/www/secure 

everything should be inaccessible. 

 

d. Test Observations: 

• Hence we verified that the restrictive access rights are assigned to all files which are directly 

or indirectly in the web server's document directory. 



 

519 
 

• 
index.html of var/www/secure is accessible 

•  
other_file in var/www/secure is inaccessible 
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index.html of var/ww/html also not accessible 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_RESTRICTED_FILE_ACCESS   
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2.11.17 TSTP for Execute rights exclusive for CGI/Scripting directory  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.17 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 
• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 2.11.17 Execute rights exclusive for CGI/Scripting 

directory 

3. <Requirement Description: >If CGI or other scripting technology is used, only the 

CGI/Scripting directory is configured with execute rights. Other directories used or meant 

for web content do not have execute rights.  

 

     [Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.15] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

- Command used: ifconfig –a (To find IP information and all interfaces) 
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- Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

- Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
- Command used : cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

 

• Check OEM documentation to find all which Web Server and version is running in the DUT. 

• Run NMAP or any port scanning tool to get running services and verify the version and type of the 

Web Server: 

      Command used: nmap -p- 172.18.0.8 -sC –sV (IP address of DUT) 
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Example list of Web Server may be present as per (NMAP and OEM Documentation) 

• Apache httpd 

• Nginx 

• Lighttpd 

• Microsoft IIS and more 

     Note: We have made this TSTP for Apache httpd Web Server the tester must verify for the      

respective Web Server as mentioned in the OEM documentation. 

a. For Apache httpd/CGI:  

• Command used: apachectl –v (To get version information) 

 

• Command used:  

o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 

o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 

o Using that we found the Apache config file is in:” /etc/apache2/apache2.conf” 

 

• Command used: grep -I "ExecCGI" /etc/apache2/apache2.conf (To check CGI is enabled or 

not) 
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      (Above result states that CGI is enabled) 

• Command used: grep –C2 –I “ExecCGI" /etc/apache2/apache2.conf (To check for which 

directory CGI is enabled) 

 
• Same has to be check in for Vhost files 

 

 

• To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 

 
• To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 

 
Note: The tester must consider the respective steps for procuring above mentioned             

information if some other Web Server apart from Apache httpd is used by DUT. 

 

6. Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Terminal. 

- Test Environment with a Browser 

- If the web server is configured with CGI/Scripting on, this test applies 

7. Test Objective: To test whether the web server only has execute permissions on the CGI/Scripting 

directory. 

 

8. Test Plan: 

     8.1. Number of Test Scenarios: 
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     8.1.1. Test Scenario for Apache 

- This test scenario is regarding Apache Web Server 

     8.2. Test Setup Diagram: 

 
 

8.3. Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

    8.4. Test Execution Steps 

- Power up the testbed 

- The tester tries to access the Shell of Web Server. 

- Consult the web server configuration to identify all directories used for CGI or other 

scripting components. 

- The tester manually checks that the permission of the CGI directory and verify it by checking 

it in the browser. 

- The tester will run some web scanning tools like Nikto, to get the detailed information and 

verify that the only executable CGI are working. 

- The tester should create two directories: one for CGI scripts and one for static content. 

• The tester should set execute permissions on the CGI directory to ensure that CGI scripts can 

run. 

• The tester should ensure that the static content directory does not have execute permissions 

to prevent it from executing scripts. 

• The tester should configure Apache to allow CGI script execution in the CGI directory 

• The tester should create a test CGI script in the CGI directory to verify that it executes 

correctly and also in the static directory to ensure it does not execute. 

 

9. Expected Results for Pass: 

- The web server is configured such that only the CGI/Scripting directory has execute 

permissions in the web server 

- NOTE: Generally, it is insufficient to set operating system permissions file rights to avoid 

that the web server executes code from a particular location. If only operating system access 
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rights are used, additional documentation, e.g. a best practice guide or OS manual, that this 

is sufficient should be provided. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

 

11. Test Execution: 

     Test Case Number: 01 

a. Test Case Name: TC_EXCLUSIVE_EXECUTE_RIGHTS_FOR_CGI 

b. Test Case Description:  To test whether the web server only has executed permissions 

on the CGI/Scripting directory. 

c. Execution Steps: 

1. The tester shall open any terminal emulator to access the DUT shell and use the following 

command. 

- Command used: ls –la <path of the CGI-BIN directory>/< available file name> 

 
     (Here we can see that owner of the file is allowed execution rights) 

 

- We will open any browser and verify the following  

o URL: http://<IP address of the DUT>/<CGI-BIN Directory>/<available file name> 

 
 

2. The tester shall open any terminal emulator and use the following command. 

- Command used: ls –la <path of the CGI-BIN directory>/< available file name> 

 

 
     (Here we can see that owner of the file does not have execution rights) 
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- We will open any browser and verify the following  

o URL: http://<IP address of the DUT>/<CGI-BIN Directory>/<available file name> 

 
- With proper authorization in the DUT we will access the DUT shell to view the logs 

 
            (Here we can see the error permission denied when the executable bit is off) 

 

3. The tester should create two directories: one for CGI scripts and one for static content. For 

example: 

1. CGI directory: /var/www/cgi-bin 

2. Static content directory: /var/www/static 

Command: $sudo mkdir -p /var/www/cgi-bin$sudo mkdir -p /var/www/static 

3. The tester should set execute permissions on the CGI directory to ensure that CGI 

scripts can run. This can be done with: sudo chmod 755 /var/www/cgi-bin 

4. The tester should ensure that the static content directory does not have execute 

permissions to prevent it from executing scripts. This can be done with:  

sudo chmod 644 /var/www/static 

5. The tester should configure Apache to allow CGI script execution in the CGI directory. 

6. Ensure that the CGI module is enabled: sudo a2enmod cgi 

7. Modify the Apache configuration file: sudo vi /etc/apache2/sites-available/000-

default.conf 

 Following should be in between: <VirtualHost *:80></VirtualHost *:80> tags 

 

Alias /cgi-bin /var/www/cgi-bin<Directory "/var/www/cgi-bin">Options +ExecCGI 

           AddHandler cgi-script .cgiRequire all granted</Directory>Alias /static         

/var/www/static 

 

4. The tester should create a test CGI script in the CGI directory to verify that it executes 

correctly. For example: 

>sudo bash -c 'cat > /var/www/cgi-bin/test-script.cgi <<EOL 

>#!/bin/bash 

>echo "Content-type: text/html" 
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>echo "" 

>echo "<html><head><title>Test Script</title></head><body>" 

>echo "<h1>CGI Script Executed Successfully</h1>" 

>echo "</body></html>" 

>EOL' 

 

>sudo bash -c 'cat > /var/www/static/test-script.cgi <<EOL 

>#!/bin/bash 

>echo "Content-type: text/html" 

>echo "" 

>echo "<html><head><title>Test Script</title></head><body>" 

>echo "<h1>CGI Script Executed Successfully</h1>" 

>echo "</body></html>" 

>EOL' 

5. Make both the test script executable with: 

sudo chmod 755 /var/www/cgi-bin/test-script.cgi 

sudo chmod 755 /var/www/static/test-script.cgi 

6. The tester should restart Apache to apply the changes: sudo systemctl restart apache2 

7. The tester should verify the setup by visiting the following URL in a web browser:  

http://localhost/cgi-bin/test-script.cgi 

http://localhost/static/test-script.cgi 

 

d. Test Observations: 

• When the execuatble bit is on the CGI script run with no error. 

• When the executable bit is set to off the CGI script gave a 500 error. 

• For step 3 onwards: 

http://localhost/cgi-bin/test-script.cgi
http://localhost/cgi-bin/test-script.cgi
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• For CGI-BIN directory: 

 
• For STATIC Directory: 

 
 

 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_EXCLUSIVE_EXECUTE_RIGHTS_

FOR_CGI 
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2.11.18 TSTP for HTTP User session  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.11.18 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 
• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 2.11.18 HTTP User session 

3) <Requirement Description: >To protect user sessions, SMF shall support the 

following session ID and session cookie requirements:  

i) The session ID shall uniquely identify the user and distinguish the session from all other 

active sessions. 

ii) The session ID shall be unpredictable. 

iii) The session ID shall not contain sensitive information in clear text (e.g., account number, 

social security, etc.).  

iv) In addition to the Session Idle Timeout, SMF shall automatically terminate sessions after 

a configurable maximum lifetime. This maximum lifetime defines the maximum session 

span. When the maximum lifetime expires, the session shall be closed, the session ID 

shall be deleted and the user shall be forced to (re)authenticate in the web application 

and to establish a new session. The default value for this maximum lifetime shall be set 

to 8 hours. 

v) Session IDs shall be regenerated for each new session (e.g., each time a user logs in). 

vi) The session ID shall not be reused or renewed in subsequent sessions. 

vii) The SMF shall not use persistent cookies to manage sessions but only session cookies.  

This means that neither the "expire" nor the "max-age" attribute shall be set in the 

cookies.  

viii) Where session cookies are used the attribute 'HttpOnly' shall be set to true. 
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ix) Where session cookies are used the 'domain' attribute shall be set to ensure that the 

cookie can only be sent to the specified domain. 

x) Where session cookies are used the 'path' attribute shall be set to ensure that the cookie 

can only be sent to the specified directory or sub-directory. 

xi) The SMF shall not accept session identifiers from GET/POST variables.  

xii) The SMF shall be configured to only accept server generated session ID. 

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.2.5.3] 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.    

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

- Command used: ifconfig –a (To find IP information and all interfaces) 

 

 
- Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

- Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
- Command used: cat /etc/os-release (To get OS information) 
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5) DUT Configuration: 

 

 
 

• To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 

 
• To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 

 
 

6) Preconditions 

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Web Browser. 

- The Network Product uses a session ID that is communicated between the client and 

Network Product to establish and maintain a session. 

- Documentation describing how a session is maintained and where the session ID is stored / 

and how this is communicated and after how long sessions expire. 

- The documentation should describe the algorithm used to generate the session IDs 

 

7) Test Objective: Verify that the above 12 session ID and session cookie requirements 

have been met. 

8) Test Plan: 
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     8.1. Number of Test Scenarios: 

     8.1.1. Test Scenario for Cookie and Session ID 

- This test scenario is regarding Cookie and Session ID and its best validation 

8.2. Test Setup Diagram: 

 

 
 

8.3. Tools Used: Default DUT tool to access DUT as per vendor. It can be command line, GUI 

or any other interface as specified in vendor documentation. 

 

8.4. Test Execution Steps 

- Power up the testbed 

- The tester tries to access the Web Server in the browser. 

- Access the Cookies and Session IDs and analyse them. 

- The tester logs in repeatedly with different user IDs and a number of times with the same 

user ID in a row and collects the session IDs according to the documentation and the user 

IDs associated with them. The tester verifies that: 

a. The session IDs are different between sessions of the same and different users; 

b. The session IDs seems random based on his/her own experience. The tester may use tests like 

the bitstream test or the count-the-1s-tests from the diehard test suite. The tester documents how 

randomness was verified;  

c. The session IDs are always different between sessions, also when the user ID is the same. 

- The tester verifies that when session cookies are used 

a. neither the "expire" or the "max-age" is set; 

b. the 'HttpOnly' is set to true; 

c. the 'domain' attribute is set to the correct domain; 

d. the 'path' attribute is set to the correct directory or sub-directory. 

- The tester verifies that it is impossible to: 



 

534 
 

a. access a session by retrieving the session ID and communicating the session ID through a POST 

or GET variable. 

b. generate a session ID on the client by attempting to login with a custom generated session ID. 

c. keep a session alive for longer than the configured maximum lifetime (by default 8 hours). 

 

9) Expected Results for Pass: 

- A list of session IDs and user IDs that are different between sessions even when the tester 

has logged in with the 

- same user and that are unpredictable as is confirmed by the entropy calculation. 

- A confirmation from the tester that the correct variables are indeed set. 

- A denied access to the tester when attempting the login via GET and POST when using and 

an expired session. 

 

10) Expected Format of Evidence: 

- Session IDs follow the rules 1-3, 5, 6. 

- A session times out after 8 hours or sooner according to the documentation. 

- The correct cookie settings are used. 

- The network product does not accept customly generated session IDs and that session IDs 

over GET or POST are ignored. 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_SESSIONID_COOKIE_TESTS 

b) Test Case Description:  Verify that the above 12 session ID and session cookie 

requirements have been met. 

c) Execution Steps: 

The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and the browser must 

have an Extension/Addon installed like Cookie-Editor or similar must be installed in the tester 

browser. 

 
The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and then visit the 

DUT’s web application using the URL. 

After login to the web application open the addon and search for the cookies and find the session 

id (Refer the vendor documentation to find the name of session id), generally SID, SESSIONID is  
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being u  

- Here we can see that the session id in the cookie under the name sessionid  

The tester logs in repeatedly with different user IDs and a number of times with the same user 

ID in a row and collects the session IDs according to the documentation and the user IDs 

associated with them. The tester verifies that:  

a. The session IDs are different between sessions of the same and different users; 

b. The session IDs seems random based on his/her own experience. The tester may use 

tests like the bitstream test or the count-the-1s-tests from the diehard test suite. The 

tester documents how randomness was verified; 

The tester verifies that when session cookies are used  

b. neither the "expire" or the "max-age" is set;  

c. the 'HttpOnly' is set to true;  

d. the 'domain' attribute is set to the correct domain;  

e. the 'path' attribute is set to the correct directory or sub-directory. 
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Open Postman or any other tool to send the Http GET and POST request. 

f. Send a GET request with a GET parameter of Sessionid. 

 
(We can see that upon sending a valid sessionid in a get parameter it returned 

Unauthorized) 

 

g. Send a POST request with a Sessionid in Header. 
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(We can see that upon sending a valid sessionid in a header it returned Unauthorized) 

 

Above test should be performed for custom generated session ID and those tests shall give 

Unauthorized message any other message the test case will fail. 

keep a session alive for longer than the configured maximum lifetime (by default 8 hours). 

And verify that when the maximum lifetime expires, the session shall be closed, the 

session ID shall be deleted, and the user shall be forced to (re)authenticate in the web 

application and to establish a new session. 

 

e. Test Observations: 

− The tester A list of session IDs and user IDs that are different between sessions even when the 

tester has logged in with the same user and that are unpredictable as is confirmed by the entropy 

calculation. 

− It Is verified that the correct variables are set. 

− It is verified that the DUT denied access to the tester when attempting to login via custom 

SESSIONID and using GET and POST requests. 

 

12) Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_SESSIONID_COOKIE_TESTS   
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2.12.1 TSTP for Evaluation of No code execution or inclusion of external 
resources by JSON parsers  

 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.12.1 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 12: General SBA/SBI Aspects 

2. <Security Requirement No & Name > 2.12.1 No code execution or inclusion of external 

resources by JSON parsers 

3. <Requirement Description: >Parsers used by Network Functions (NF) shall not execute 

JavaScript or any other code contained in JSON objects received on Service Based Interfaces 

(SBI). Further, these parsers shall not include any resources external to the received JSON 

object itself, such as files from the NF’s filesystem or other resources loaded externally. 

 

    [Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section - 4.3.6.2] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

    Command used: ifconfig –a (To find IP information and all interfaces) 
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- Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with 

OEM manufacturer document for command specific to your SMF) 

     Here we are assuming DUT to be SMF, but this test must be conducted for each 

network   function. 

 
- Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 
 

To get the hash of OS if using docker 
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Command used: docker images --digests (To get hash/digest of config file) 

 
6. Preconditions 

- The tester has the privileges to log in the network product and to access to the all system 

resources (e.g. log files) 

- A list of all available network services containing at least the following information shall be 

included in the documentation accompanying the Network Product: 

o all interfaces providing IP-based protocols; 

o the available transport layer protocols on these interfaces; 

o their open ports and associated services in the form of an OpenAPI3.0 interface specification; 

- The tester should have access to an effective Web Application Security (WAS) test tool that 

allows to generate HTTP messages exploiting JSON parsers that do not prevent the above-

mentioned scenarios of code execution and loading external resources. The accredited test 

lab is expected to have sufficient expertise to recognize the level of effectiveness of the 

available tools. 

- A network traffic analyser on the network product (e.g., TCPDUMP/WIRESHARK) or an 

external traffic analyser directly connected to the network product and on a tester machine 

is available. 

7. Test Objective: NFs implementing SBI transfer application data serialized as JSON objects. 

When receiving such data, an NF parses this JSON representation and creates equivalent 

internal data structures. Since the contents of the JSON objects must be considered 

untrusted, blindly executing code fragments or loading resources from a local path or 

Uniform Resource Identifier (URI) must not be possible. 
 

8. Test Plan: 

     8.1. Number of Test Scenarios: 

     8.1.1. Test Scenario for Evaluation of No code execution or inclusion of external            

resources by JSON parsers  

8.2. Test Setup Diagram: 
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8.3 Tools Used: Postman, Wireshark. 

8.4 Test Execution Steps 

1. Execution of available WAS test tools against the network product’s API endpoints via its 

Service Based Interfaces. 

2. Using a network traffic analyzer on the network product, e.g., TCPDUMP or an external 

traffic analyzer directly connected to the network product, the tester verifies that no 

external resources get loaded during JSON parsing. 

3. Depending on the actual JavaScript code in the HTTP message, the tester verifies that the 

network product does not execute any of the contained actions 

 

9. Expected Results for Pass: 

- The NF does not load any resources external to the JSON object itself. 

- The NF does not execute any JavaScript code contained in JSON objects 

 

10. Expected Format of Evidence: A testing report provided by the testing agency which will 

consist of the following information: 

- The used tool(s) name and version information 

- Settings and configurations used 

- The output log file of the chosen tool that displays the results (passed/failed). 

- Screenshot 

- Test result (Passed or not) 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_ JSON_PARSER_CODE_EXEC_INCL 

b. Test Case Description:     NFs implementing SBI transfer application data serialized as 

JSON objects. When receiving such data, an NF parses this JSON representation and 

creates equivalent internal data structures. Since the contents of the JSON objects must 
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be considered untrusted, blindly executing code fragments or loading resources from a 

local path or Uniform Resource Identifier (URI) must not be possible. 

There are 3 methods for WAS: - Static Application Security Testing (SAST) Tools Dynamic 

Application Security Testing (DAST) Tools (Primarily for web apps) Interactive Application 

Security Testing (IAST) Tools - (Primarily for web apps and web APIs) 

c. Execution Steps: 

i.Execution of available WAS test tools against the network product’s API endpoints via its Service 

Based Interfaces. Here for simulation, we sent a get request to execute a callback function on the 

server: 

Our DUT had port 3000 Opened for API queries, so we used the following command to execute 

the callback function on the server DUT: http://localhost:3000/api?callback=processJSONP 

(We used Postman for simulation purpose, but actual WAS tool must be used for proper testing) 

ii.Using a network traffic analyser on the network product, e.g., Wireshark or an external traffic 

analyser directly connected to the network product, the tester verifies that no external 

resources get loaded during JSON parsing.  

  
(Here we see we a get a 200 OK response, which means the callback function was executed and 

shown as text/html on the server. This should not have happened if above 200 OK is received 

test fails)  

iii.Depending on the actual JavaScript code in the HTTP message, the tester verifies that the 

network product does not execute any of the contained actions. 

Here we have used example of callback functions. A callback function is a function passed into 

another function as an argument, which is then invoked inside the outer function to complete some 

kind of routine or action. 

http://localhost:3000/api?callback=processJSONP
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The consumer of a callback-based API writes a function that is passed into the API. The provider 

of the API (called the caller) takes the function and calls back (or executes) the function at some 

point inside the caller's body. The caller is responsible for passing the right parameters into the 

callback function. The caller may also expect a particular return value from the callback function, 

which is used to instruct further behaviour of the caller. 

A Callback function is not a valid test to pass this TSTP. It is just for simulation 

purpose. 
d. Test Observations: 

- Test Passes if response is 400 (Bad Request): 

 

 
- Else Test Fails 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_ JSON_PARSER_CODE_EXEC_INCL   
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2.12.2 TSTP Report for Evaluation of Validation of the unique key values in 
IEs  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.12.2 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. ITSAR Section No & Name: Section 12 General SBA/SBI Aspects  

2. Security Requirement No & Name: 2.12.2 Validation of the unique key values in IEs  

3. Requirement Description: For data structures where values are accessible using names 

(sometimes referred to as keys), e.g. a JSON object, the name shall be unique. The occurrence 

of the same name (or key) twice within such a structure shall be an error and the message 

shall be rejected. 

     [Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section - 4.3.6.3] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

     Command used: ifconfig –a (To find IP information and all interfaces) 
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Command used: cat /etc/os-release (To get OS information) 

 
5. DUT Configuration: Check the Operating system and its version for the DUT to know the 

commands for setting access permissions for data and application execution.  

    To get the hash of configuration file if the file is an ASCII text file. 

    Command - sha256sum DUT_config.conf 

 

    Digest Hash of Tested Configuration: DUT_config.conf: -   

19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8  

     To get the hash of OS if using docker Command - docker images --digests  

 

     Digest Hash of OS:   DUT_IMAGE: - 

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a 

     Latest version of python should be installed. 

 

6. Preconditions: 

•  Vendor provides the list of all the platforms which can receive/send duplicate keys in 

message IE payload and needs to be checked.  
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• Test environment with network product under test. Rest of the network and network 

products may be simulated.  

7. Test Objective: To ensure that implementation fulfills the requirements, that is no duplicate 

values should be sent in structures where values are accessible using name. 

 

8. Test Plan: 

8.1 Number of test scenarios/test cases: 1 

8.2 Tools used:  Python, Command Line of the DUT. 

8.3 Test case Execution: The accredited evaluator's test lab is required to execute the 

following steps: 

a. The test equipment sends requests with duplicate keys in message IE payload to the 

network product under test. 

b. The test equipment sends valid requests to network product under test. 

9. Expected Results for Pass:  

1)Network product under tests responses with an error message. 

2) Network product under test still responses normally to valid requests. 

 

10. Expected Format of Evidence: A testing report provided by the testing agency which will 

consist of the following information: 

- The used tool(s) name and version information, 

- Settings and configurations used 

- The output log file of the chosen tool that displays the results (passed/failed). 

- Test result (Passed or not) 

- Log/evidence tracing possible crashes 

- Information of any input causing unspecified, undocumented, or unexpected  behavior. 

 

11. Test Execution: 

➢ Test Case Number: 1 

a. Test Case Name: TC_VALID_UNIQUE_KEY_IE 

b. Test Case Description: To ensure that API implementation fulfills the requirements, that 

is no duplicate values should be sent in structures where values are accessible using 

name. 

c. Test Execution: The accredited evaluator's test lab is required to execute the  following 

steps: 

- Runs the script that sends requests with duplicate keys in message IE payload to the 

network product under test. 

-   Runs the script that sends valid requests to the network product under test. 
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d. Test Observations:  

➢ Case 1: The test equipment sends requests with duplicate keys in message IE 

payload to the network product under test. As shown in the screenshot below, 

the network product should throw an error that a duplicate key is found. 

 
➢ Case 2: The test equipment sends valid requests to the network product under 

test. Network product successfully parses the request and no error is thrown. 

 
 

12. Test Case Result: 

 

Sl. No OUTCOME OF RUNNING THE SCRIPT 

(CASE 1/CASE2) 

PASS/FAIL 

1 TC_VALID_UNIQUE_KEY_IE  
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2.12.3 TSTP Report for Validation of the IEs limits  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.12.3  
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. ITSAR Section No & Name: Section 12 General SBA/SBI Aspects  

2. Security Requirement No & Name: 2.12.3 Validation of the IEs limits  

3. Requirement Description: The valid format and range of values for each IE, when 

applicable, shall be defined unambiguously: 

     - For each message the number of leaf IEs shall not exceed 16000. 

     - The maximum size of the JSON body of any HTTP request shall not exceed 16 million   bytes. 

     - The maximum nesting depth of leaves shall not exceed 32. 

 

    [Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section - 4.3.6.4] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

     Command used: ifconfig –a (To find IP information and all interfaces) 
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Command used: cat /etc/os-release (To get OS information) 

 
5. DUT Configuration: Check the Operating system and its version for the DUT to know the 

commands for setting access permissions for data and application execution.  

    To get the hash of configuration file if the file is an ASCII text file. 

    Command - sha256sum DUT_config.conf Digest Hash of Tested Configuration:  

    DUT_config.conf: -     

19be54b42975f7f414c53a280373aa9466398781ecd77a2e9d090dbc6dbfdd8  

     To get the hash of OS if using docker Command - docker images --digests  

     Digest Hash of OS:  DUT_IMAGE: - 

fd363f0e0d146c869d60649bcaf42e7008829d9d67a5dfdaf3b38ad24af7d53a 

     Latest version of python should be installed. 

 

6. Preconditions: Test environment with network product under test. Rest of the network and 

network products may be simulated. 
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7. Test Objective: To ensure that API implementation fulfills the requirements, that is for each 

message the number of leaf IEs shall not exceed 16000.The maximum size of the JSON body 

of any HTTP request shall not exceed 16 million bytes. The maximum nesting depth of leaves 

shall not exceed 32. 

 

 

 

8. Test Plan: 

     8.1 Number of test scenarios/test cases: 1 

     8.2 Tools used:  Python, Command Line of the DUT. 

     8.3 Test case Execution: The accredited evaluator's test lab is required to execute the following 

steps: 

a. The test equipment sends requests with the following characteristics in message IE payload to 

the network product under test: 

i. For each message the number of leaf IEs shall not exceed 16000. 

ii.The maximum size of the JSON body of any HTTP request shall not exceed 16 million 

bytes. 

iii.The maximum nesting depth of leaves shall not exceed 32. 

b. The test equipment sends valid requests to network product under test. 

 

9. Expected Results for Pass:  

1)Network product under tests responses with an error message. 

2) Network product under test still responses normally to valid requests. 

 

10. Expected Format of Evidence: A testing report provided by the testing agency which will 

consist of the following information: 

- The used tool(s) name and version information, 

- Settings and configurations used 

- The output log file of the chosen tool that displays the results (passed/failed). 

- Test result (Passed or not) 

- Log/evidence tracing possible crashes 

- Information of any input causing unspecified, undocumented, or unexpected behavior. 

 

11. Test Execution: 

a. Test Case Number: 1 

b. Test Case Name: TC_VALID_NUMBER_IE 
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c. Test Case Description: To ensure that API implementation fulfills the requirements, that 

is no duplicate values should be sent in structures where values are accessible using 

name. 

d. Test Execution: The accredited evaluator's test lab is required to execute the  following 

steps: 

i.Runs the script that sends requests with with the following characteristics in message IE 

payload to the network product under test: 

1. For each message the number of leaf IEs will exceed 16000. 

2. The maximum size of the JSON body of any HTTP request will exceed 16 million bytes. 

3. The maximum nesting depth of leaves will exceed 32. 

ii.Runs the script that sends valid requests to the network product under test. 

e. Test Observations:  

Case 1: The test equipment sends requests with with the following characteristics in 

message IE payload to the network product under test: 

1. For each message the number of leaf IEs will exceed 16000. 

2. The maximum size of the JSON body of any HTTP request will exceed 16 million 

bytes. 

3. The maximum nesting depth of leaves will exceed 32. 

 As shown in the screenshot below, the network product should throw an error that: 

The number of leaf IEs exceeds 16000. 

The maximum size of the JSON body of any HTTP request exceeds 16 million bytes. 

The maximum nesting depth of leaves exceeds 32. 

 
Case 2: The test equipment sends valid requests to the network product under test. 

Network product successfully parses the request and no error is thrown. 

 

 
 

12. Test Case Result: 

Sl. No OUTCOME OF RUNNING THE SCRIPT 

(CASE 1/CASE2) 

PASS/FAIL 

1 TC_VALID_NUMBER_IE  
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2.12.4 TSTP Report for Evaluation of Protection at the transport layer  

 
Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.12.4 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 
• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 12 - General SBA/SBI Aspects 

2. <Security Requirement No & Name > 2.12.4 Protection at the transport layer  

3. <Requirement Description: >NF Service Request and Response procedure shall support 

mutual authentication between NF consumer and NF producer. 

All network functions shall support TLS. Network functions shall support both server-side and 

client-side certificates.  

Authentication between network functions within one PLMN can use the following method: - If 

the PLMN uses protection at the transport layer, authentication provided by the transport layer 

protection solution shall be used for authentication between NFs. 

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.2.2.2] 

Note: This may not be applicable for UPF and N3IWF. 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

  Command used: ifconfig (To find IP information and all interfaces) 
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 Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used : cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration 

Run NMAP or any port scanning tool to get running services 

Command used: Nmap -p 443 <IP Address of DUT> 
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Command used to read the installed certificates in DUT regarding TLS cat /etc/ssl/certs/ca- 

certificates.crt 

 
List of TLS certificates present in DUTls /etc/ssl/certs/ 

 
To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file 
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To 

get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions 

- Network product documentation containing information about supported TLS protocol and 

certificates is provided by the vendor.  

- A peer/tester device configured for communication with DUT over TLS shall be available 

- The tester shall base the tests on the profile defined by 3GPP in Annex E of TS 33.310 with the 

restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 

 

7. Test Objective: To verify that the DUT communicates with its peer network function only 

after the mutual authentication is carried out over TLS. 

 

8. Test Plan: 

8.1. Number of Test Case Scenarios 

8.1.1. Test Scenario for TLS:  The requirement is only to be tested with TLS protocol 

8.2. Test Setup Diagram 

 
 

8.3. Tools Used:- Wireshark, Curl and OpenSSH at Tester Device 

8.4. Test Execution Steps 

- Launch the Wireshark app on the tester device. 

- Power up the testbed in order to capture the packets exchanged between DUT and its peer 

network functions (Case 1). 
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- Generate a fake certificate at tester device using OpenSSH commands 

- Replace certificate in the Peer NF with the fake certificate and repeat the above procedure 

(Case 2) 

- Tester tries to contact DUT using HTTP i.e without using TLS (Case 3) 

 

9. Expected Results for Pass: 

➢ Case 1: Peer NF and DUT mutually authenticate each other over TLS before exchanging any 

messages. 

➢ Case 2: Peer NF and DUT are not able to mutually authenticate each other over TLS and 

hence no messages are exchanged. 

➢ Case 3: Peer NF and DUT are not able to establish a connection between them 

 

10. Expected Format of Evidence: Screenshots of Wireshark and Pcap files capturing the TLS 

handshake. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC1_PROTECTION_AT_TRANSPORT_LAYER 

b. Test Case Description: DUT should allow communication with other NFs only after 

successful mutual authentication via TLS. 

c. Execution Steps: 

- While the test bed is running, the tester should put appropriate display filter (IP address of 

DUT & protocol filter as TLS) in Wireshark to verify the successful completion of TLS 

Handshake which is possible only after mutual authentication is successful. 

- The tester shall then interact with DUT using the API calls provided in the 3GPP API CALLS 

document of DUT. 

- Example: 

• curl --cacert <path to ca cert> --cert <path to tester cert> --key <path to tester key> 

https://<DUT address along with port>/<path> 
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- The tester then shall stop the testbed and Wireshark. 

- The tester shall generate a fake certificate with a newly generated private key using 

following command: 

• openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -sha256 -days 3650 

-nodes -subj   

"/C=XX/ST=StateName/L=CityName/O=CompanyName/OU=CompanySectionName/C

N=CommonNameOrHostname" 

- The tester then shall replace the original certificate (location to be provided by vendor 

document) with the newly generated fake certificate. 

- After replacing the certificate, the tester shall relaunch the testbed and Wireshark and start 

capturing packets with appropriate filter after running the same curl command. 

- The tester should verify that no messages are exchanged after the TLS handshake fails.

 
- The tester shall try to contact DUT without using TLS i.e over HTTP and verify that 

connection is not getting established. 
 

d. Test Observations: 
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➢ (Case 1) If DUT and Peer NF are able to mutually authenticate each other over TLS, 

further communication takes place. 

➢ (Case 2) If DUT and Peer NF are not able to mutually authenticate each other over TLS, 

further communication does not take place. 

➢ (Case 3) If DUT and Peer NF are not able establish a connection with each other, further 

communication does not take place. 

 

e. Evidence Provided: Screenshot of pcap file and the pcap file should be shared. 

 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_PROTECTION_AT_TRA

NSPORT_LAYER 
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2.12.5 TSTP for Evaluation of Authorization token verification failure 
handling within one PLMN  

 
Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.12.5 

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 
• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 12: General SBA/SBI Aspects 

2) <Security Requirement No & Name > 2.12.5 Authorization token verification failure 

handling within one PLMN 

3) <Requirement Description: >The NF Service producer shall verify the access token as 

follows: 

-    The NF Service producer ensures the integrity of the access token by verifying the signature 

using NRF’s public key or checking the MAC value using the shared secret. If integrity check 

is successful, the NF Service producer shall verify the claims in the access token as follows: - 

It checks that the audience claim in the access token matches its own identity or the type of 

NF service producer. If a list of NSSAIs or list of NSI IDs is present, the NF service producer 

shall check that it serves the corresponding slice(s). 

-    If an NF Set ID is present, the NF Service Producer shall check the NF Set ID in the claim 

matches its own NF Set ID. 

-  If the access token contains "additional scope" information (i.e. allowed resources and 

allowed actions (service operations) on the resources), it checks that the additional scope 

matches the requested service operation. 

-    If scope is present, it checks that the scope matches the requested service operation. 

-     It checks that the access token has not expired by verifying the expiration time in the access 

token against the current data/time.If the verification is successful, the NF Service producer 

shall execute the requested service and respond back to the NF Service consumer. 

Otherwise, it shall reply based on the Oauth 2.0 error response defined in RFC 6749. The NF 
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service consumer may store the received token(s). Stored tokens may be re-used for 

accessing service(s) from producer NF type listed in claims (scope, audience) during their 

validity time. 

      [Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.2.2.3.1] 

      Note: This may not be applicable for UPF and SEPP. 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is 

 conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

- Command used: ifconfig –a (To find IP information and all interfaces) 

 
- Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

     Here we are assuming DUT to be SMF, but this test must be conducted for each 

network  function. 

 
- Command used: cat /etc/os-release (To get OS information) 
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5) DUT Configuration: 

 

• To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 

 
• To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 

 
 

6) Preconditions 

- Test environment with a NF service consumer. 

- The NF service consumer may be simulated. 

- The network product under test has already mutually authenticated with the NF service 

consumer. 

- The tester shall have access to the interface between the NF service consumer and the 

network product under test. 

- The tester has the NRF’s private key or the shared key. 

- The network product under test is preconfigured with the NRF’s public key or the shared 

key. 

7) Test Objective: To Verify that the NF service producer does not grant service access if 

the verification of authorization token from a NF service consumer in the same PLMN 

fails. 

8) Test Plan: 

     8.1. Number of Test Scenarios: 

8.1.1. Test Scenario for HTTP 
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- Check traffic is properly protected 

- Check TLS is being used or not 

 8.2. Test Setup Diagram: 

 
 

 

8.3 Tools Used: Wireshark in Tester Device 

 

  8. 4 Test Execution Steps 

- The network product under test receives the access token sent from the NF service 

consumer, verifies the access token based on Oauth 2.0. 

- Test Case 1: Verification failure of the access token integrity 

o The tester computes an access token correctly, except that the signature or the MAC is 

incorrect, e.g., the signature or the MAC is randomly selected, and then includes the access 

token in the NF Service Request sent from the NF service consumer to the network product 

under test. 

o The integrity verification of the access token by the network product under test fails. 

- Test Case 2: Incorrect audience claim in the access token 

o The tester computes an access token correctly, except that the audience claim is incorrect, 

i.e., the audience claim in the access token does not match the identity or the type of the 

network product under test, and then includes the access token in the NF Service Request 

sent from NF service consumer to the network product under test. 

o The network product under test verifies that the audience claim in the access token does not 

match its identity or type. 

- Test Case 3: Incorrect scope claim in the access token 

o The tester computes an access token correctly, except that the scope is incorrect, i.e., the 

scope does not match the requested service operation, and then includes the access token in 

the NF Service Request sent from the NF service consumer to the network product under 

test. 
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o The network product under test verifies that the integrity verification of the access token 

and audience claim verification are correct. However, the scope does not match the 

requested service operation. 

- Test Case 4: Expired access token 

o The tester computes an access token correctly, except that the expiration time has expired 

against the current data/time, and then includes the access token in the NF Service Request 

sent from the NF service consumer to the network product under test. 

o The network product under test verifies that the expiration time in the access token has 

expired against the current data/time. 

 

9) Expected Results for Pass: For test cases 1~4, the network product under test rejects 

the NF service consumer’s service request based on Oauth 2.0 error response defined in 

RFC 6749 

10)  Expected Format of Evidence: Evidence suitable for the interface, e.g., Screenshot 

containing the operational results.  

 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_ONE_PLMN 

b) Test Case Description:   

c) Execution Steps: 

- The network product under test receives the access token sent from the NF service 

consumer, verifies the access token based on Oauth 2.0. 

- Test Case 1: Verification failure of the access token integrity 

o The tester computes an access token correctly, except that the signature or the MAC is 

incorrect, e.g., the signature or the MAC is randomly selected, and then includes the access 

token in the NF Service Request sent from the NF service consumer to the network product 

under test. 

o The integrity verification of the access token by the network product under test fails. 

 
- Test Case 2: Incorrect audience claim in the access token 

o The tester computes an access token correctly, except that the audience claim is incorrect, 

i.e., the audience claim in the access token does not match the identity or the type of the 

network product under test, and then includes the access token in the NF Service Request 

sent from NF service consumer to the network product under test. 
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o The network product under test verifies that the audience claim in the access token does not 

match its identity or type. 

 
- Test Case 3: Incorrect scope claim in the access token 

o The tester computes an access token correctly, except that the scope is incorrect, i.e., the 

scope does not match the requested service operation, and then includes the access token in 

the NF Service Request sent from the NF service consumer to the network product under 

test. 

o The network product under test verifies that the integrity verification of the access token 

and audience claim verification are correct. However, the scope does not match the 

requested service operation. 

 
- Test Case 4: Expired access token 

o The tester computes an access token correctly, except that the expiration time has expired 

against the current data/time, and then includes the access token in the NF Service Request 

sent from the NF service consumer to the network product under test. 

o The network product under test verifies that the expiration time in the access token has 

expired against the current data/time. 

 
f. Test Observations: 

- For test cases 1~4, the network product under test should reject the NF service consumer’s 

service request based on Oauth 2.0 error response defined in RFC 6749 

 

12) Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_    

AUTHORIZATION_TOKEN_VERIFIC

ATION_FAILURE_ONE_PLMN 

  

  



 

565 
 

2.12.6 TSTP for Evaluation of Authorization token verification failure 
handling in different PLMNs  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.12.6 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1) <ITSAR Section No & Name> Section 12: General SBA/SBI Aspects 

2) <Security Requirement No & Name > 2.12.6 Authorization token verification failure 

handling in different PLMNs 

3) <Requirement Description: >The NF service producer shall check that the home PLMN 

ID of the audience claimed in the access token matches its own PLMN identity. 

 

     [Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.2.2.3.2] 

     Note: This may be applicable for SEPP. 

 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

▪ Use command to get IP and Interfaces details  

▪ Use command to get Application No/Version 

▪ Use command to get OS Version/No 

 

- Command used: ifconfig –a (To find IP information and all interfaces) 
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- Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with OEM 

manufacturer document for command specific to your SMF) 

     Here we are assuming DUT to be SMF, but this test must be conducted for each 

network function. 

 
- Command used : cat /etc/os-release (To get OS information) 

 
5) DUT Configuration: 

• To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 

 
• To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6) Preconditions 

- Test environment with a NF service consumer and two SEPPs (one cSEPP, one pSEPP). 

- The NF service consumer and SEPPs may be simulated. 

- The network product under test has already mutually authenticated with the NF service 

consumer in a different 

- PLMN via the SEPPs. 

- The tester has the NRF’s private key or the shared key. 

- The network product under test is preconfigured with the NRF’s public key or the shared 

key. 

- The tester shall have access to the interfaces of the NF service consumer and the network 

product under test. 

 

7) Test Objective: Verify that the NF service producer does not grant service access if the 

verification of authorization token from a NF service consumer in a different PLMN fails. 
 

8) Test Plan: 

    8.1. Number of Test Scenarios: 

    8.1.1. Test Scenario for HTTP 

- Check traffic is properly protected 

- Check TLS is being used or not 

    8.2. Test Setup Diagram: 

 

 

8.3 Tools Used: Wireshark in Tester Device 

 

     8.4 Test Execution Steps 
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− The network product under test receives the access token sent from the NF service consumer, 

verifies the access token in accordance with the execution steps in TSTP 2.12.5, with the following 

additional test cases: 

− Test Case 1: incorrect PLMN ID of the NF service producer in the access token 

o The test computes an access token correctly, except that the PLMN ID in the producerPlmnId 

claim of the access token is empty or different from the home PLMN ID of the network 

product under test, and then includes the access token in the NF Service Request sent from 

the NF service consumer to the network product under test through the SEPPs. 

o The network product under test receives the access token sent from the NF service 

consumer through the SEPPs, verifies that the PLMN ID in the producerPlmnId claim of the 

access token is different from its own home PLMN identity. 

− Test Case 2: absent PLMN ID of the NF service producer in the access token 

o The test computes an access token correctly, except that no producerPlmnId claim is 

included in the access token, and then includes the access token in the NF Service Request 

sent from the NF service consumer to the network product under test through the SEPPs. 

o The network product under test receives the access token sent from the NF service 

consumer through the SEPPs, verifies that the access token is not a token to be used by the 

NF service consumer in a different PLMN, based on the absence of PLMN ID of the NF service 

producer in the access token. 

 

9) Expected Results for Pass: For both test cases 1 and 2, the network product under test 

rejects the NF service consumer’s service request based on Oauth 2.0 error response 

defined in RFC 6749 
 

10) Expected Format of Evidence: Evidence suitable for the interface, e.g., Screenshot 

containing the operational results.  
 

11) Test Execution: 

➢ Test Case Number: 01 

a) Test Case Name: TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_ONE_PLMN 

b) Test Case Description: Verify that the NF service producer does not grant service 

access if the verification of authorization token from a NF service consumer in a 

different PLMN fails. 

c) Execution Steps: 

− The network product under test receives the access token sent from the NF service consumer, 

verifies the access token in accordance with the execution steps in TSTP 2.12.5, with the following 

additional test cases: 

− Test Case 1: incorrect PLMN ID of the NF service producer in the access token 
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o The test computes an access token correctly, except that the PLMN ID in the producerPlmnId 

claim of the access token is empty or different from the home PLMN ID of the network 

product under test, and then includes the access token in the NF Service Request sent from 

the NF service consumer to the network product under test through the SEPPs. 

o The network product under test receives the access token sent from the NF service 

consumer through the SEPPs, verifies that the PLMN ID in the producerPlmnId claim of the 

access token is different from its own home PLMN identity. 

 
(Please note that the exact implementation might vary based on the actual requirements and the 

structure of the access token. The following example assumes a basic structure of the access token 

with a "producerPlmnId" claim.) 

− Test Case 2: absent PLMN ID of the NF service producer in the access token 

o The test computes an access token correctly, except that no producerPlmnId claim is 

included in the access token, and then includes the access token in the NF Service Request 

sent from the NF service consumer to the network product under test through the SEPPs. 

o The network product under test receives the access token sent from the NF service 

consumer through the SEPPs, verifies that the access token is not a token to be used by the 

NF service consumer in a different PLMN, based on the absence of PLMN ID of the NF service 

producer in the access token. 

 

 
g. Test Observations: 

− For test cases 1~4 of 2.12.5 and 1~2 of current TSTP, the network product under test should reject 

the NF service consumer’s service request based on Oauth 2.0 error response defined in RFC 6749 

 

12) Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_    

AUTHORIZATION_TOKEN_VERIFICA
TION_FAILURE_DIFFERENT_PLMN 
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2.13.1 TSTP For Remote Diagnostic Procedure - Verification under 5G 
ITSAR  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.13.1  
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router   

• <DUT Software Version:>   

• <Digest Hash of OS>   

• <Digest Hash of Configuration>   

• <Applicable ITSAR: >   

• <ITSAR Version No:>   

• <OEM Supplied Document list: >  

 

1. <ITSAR Section No & Name> Section 13 – Other Security Requirement 

2. <Security Requirement No & Name > 2.13.1 Remote Diagnostic Procedure – Verification  

3. <Requirement Description: > If the SMF is providing Remote access for troubleshooting 

purposes/alarm maintenance then it shall be allowed only for authorized users, other than 

the root user. All activities performed by the remote user are to be logged with the following 

parameters:  

1. User id  

2. Time stamp  

3. Interface type  

4. Event level (e.g. CRITICAL, MAJOR, MINOR)  

5. Command/activity performed  

6. Result type (e.g. SUCCESS, FAILURE).  

7. IP Address of remote machine 

 

4. DUT Confirmation Details:  

• Use the command line interface to get details of the machine on which test is conducted. 

• Use command to get IP and Interfaces details   

• Use command to get Application No/Version  

• Use command to get OS Version/No  

Command used: ifconfig –a (To find IP information and all interfaces)  
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 Example command used: ./SMF.out (Used in IITH testbed to get SMF version.Check with 

OEM manufacturer document for command specific to your SMF)  

     Here we are assuming DUT to be SMF, but this test must be conducted for each 

network function.)  

  
Command used: cat /etc/os-release (To get OS information)   

  
5. DUT Configuration:  

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  



 

572 
 

 
For Linux and SSH:   

     command used: ssh –V (To get version information)  

 
Locate the line that starts with PermitRootLogin in the SSH server configuration file. By 

default, it is set to yes, allowing root login. 

Make sure this field is set to No. 

Ensure Allow Users is set to authorized user account(s) who are allowed remote access. 

Here, says remote user is the name of authorized user. 

 
Similarly for other remote connection protocols. 

For log file that contains the remote information:  Determine the log file that contains the 

remote login information. Commonly used log files include /var/log/auth.log, 

/var/log/secure, or /var/log/messages.    

The exact location and name of the log file can differ depending on the Linux distribution and 

the system's configuration.  

For checking if activities performed by the remote user are to be logged:  

Check if rsyslog is installed,If rsyslog is installed, the command will show the path to the 

rsyslogd executable. If it's not installed, the command will show no output. 
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Command Used: which rsyslogd 

 
Go to the rsyslog conf file, and check the path of the log file which will log the commands. 

 

Command used: cat /etc/rsyslog.d/bash.conf 

 
 

Based on above output, commands performed by remote user will be stored in the 

/var/log/command.log 

 

6. Preconditions: A document that describes the interfaces to the network product and how 

the tester can login to them remotely. 

 

7. Test Objective/ Purpose: To ensure secure access and proper logging of activities 

performed by remote users. 

 

8. Test Plan: 

8.1 Number of Test Scenarios:  

     8.1.1 Test Scenario for Authorized User Remote Login:   This test scenario checks Remote     

access to the SMF shall be granted only to authorized users. 

     8.1.2 Test Scenario for Secure Logging:  This test scenario checks whether proper logging 

is done for activities performed by remote users. 

8.2 Testbed Diagram: 
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8.3 Tools required: Command Line Interface of the DUT, ssh, snmp or other remote access 

protocols. 

8.4 Test Execution Step: 

1. Log in remotely using the authorized as well as unauthorized user's credentials. 

2. Once Logged in remotely with an authorized user, perform a test activity or command 

on the system. 

3. Verify that the user ID, time stamp, interface type, event level, command/activity 

performed, result type, and remote machine IP address are properly logged. 

 

9. Expected Results:  

- The authorized user is able to login remotely. 

- The logs of activities performed by remote users are maintained. 

10. Expected Format of Evidence: Evidence suitable for the interface, e.g. screenshot 

containing the operational results. 

 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_REMOTE_DIAGNOSTIC_PROCEDURE 

b. Test Case Description:  Test needs to be conducted to ensure Remote access to the 

Network Product shall be granted only to authorized users. 

c. Execution Steps: Note: There can be many ways through which remote access can be 

performed like ssh, snmp, telnet, VNC (Virtual Network Computing), RDP (Remote 

Desktop Protocol) etc. Below steps are for ssh. 

          Log in remotely with ssh using the authorized user's credentials. 

          Use below command, 

          ssh root@<network_product_ip> 

d. Test Observation: 

➢ Case 1: Authorized user able to login (Positive Testcase) If the authorized user is 

able to login remotely successfully, then this test case passes. 

➢ Case 2: Unauthorized user able to login (Negative Testcase) If an unauthorized user 

is able to login remotely successfully, then this test case fails. 

           

➢ Test Case Number: 02 

a. Test Case Name: TC2_REMOTE_DIAGNOSTIC_PROCEDURE 

b. Test Case Description:  Test needs to be conducted to ensure that activities performed 

by remote users as well as its details are logged in properly. 

c. Execution Steps: 
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- Login remotely via console using the authorized user credentials. 

- Go to the /var/log/auth.log file, to check the details about remote users such as uid, ip 

address of remote machine, time stamps etc. 

- Go to the /var/log/commands.log file. 

- Check whether the logs for commands performed by remote user have been captured or not. 

 

d. Test Observation: 

➢  Case 1: Logs of Remote Session captured successfully (Positive TestCase) The below   

screenshot is of auth.log file, which shows the details of uid, ip address of remote user, 

timestamp etc.  

 
           The below screenshot is of commands.log file which shows that logs containing the 

information about the remote user have been captured successfully. 

            Here, we can see that the commands performed by remote users are captured,  

 
  

e. Evidence Provided: A testing report which will consist of the following information:   

- Screenshot of the output of the terminal of the PC through which DUT logins.  

 

12. Test Case Result:  

  

Sl. No TEST CASE NAME PASS/FAIL Remarks 
1 TC1_REMOTE_DIAGNOSTIC_PROCEDURE 

TC2_REMOTE_DIAGNOSTIC_PROCEDURE 
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2.13.2 TSTL Report for No System Password Recovery  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.13.2  
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

  

1. <ITSAR Section No & Name>  Section 13: Other Security requirements 

2. <Security Requirement No & Name > 2.13.2 No System Password Recovery 

3. <Requirement Description: > No provision shall exist for SMF System / Root password 

recovery. 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is  

conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

- Command used: ifconfig –a (To find IP information and all interfaces) 
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- Example command used: ./SMF.out (Used in IITH testbed to get SMF version.Check with 

OEM manufacturer document for command specific to your SMF) 

     Here we are assuming DUT to be SMF, but this test must be conducted for each 

network function.) 

 
- Command used: cat /etc/os-release (To get OS information) 

 
5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

 

 
To get the hash of OS if using docker 
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Command used: docker images --digests (To get hash/digest of config file) 

 

 
Check that the recovery mode is disabled in the operating system. In Linux check the file 

/etc/default/grub. 

 
6. Preconditions: 

- Tester should have Sudo permissions. 

-  If Linux is not used, OEM should provide where to check that the recovery mode changes is 

disabled. 

 

7. Test Objective: To check that any user with root credentials should not be able to reset 

password for the root/system accounts. 

8. Test Plan: 

8.1 Number of Test Scenarios: 1 

8.1.1 Test scenario when the password recovery is unset in the/etc/default/grub file (for 

Linux). 

8.1.2 Any other configuration file based on the OS being used. Test  whether able to recover 

passwords for system/root. 

 8.2 Test bed Diagram: 

  

8.3 Tools Used: Command line 

8.4 Test Execution Steps:  

• Check that the password recovery for grub is turned off. 
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• Try changing password by entering recovery mode. 

 

9. Expected Results for Pass: Tester should not be able to recover password. 

 

10. Expected Format of Evidence: Screenshots of the screen showing the inability to recover 

password. 

 

11. Test Execution: 

     Test Case Number: 01 

a. Test Case Name: TC_NO_PASS_RECOVERY 

b. Test Case Description:  To check that any user with root credentials should not be able 

to reset password for the root/system accounts. 

c. Execution Steps: 

• Restart the system and select the Advanced options for GNU/Linux” option by pressing the 

down arrow key and Enter button. 

 
• Press ‘e’ to edit the commands. System should ask the grub password. 

 
• If it asks for password, then the grub is safe, and password cannot be recovered by any user 

who does not know the grub password. 

• If the user can change the following command, mark this requirement as failed. 
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d. Test Observations:  

➢ Case 1: Tester is not able to recover password by any means. Tester device is pass. 

➢ Case 2: Tester device can recover the password for system/root and the device fails 

this requirement. 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_PASS_RECOVERY   
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2.13.3 TSTL Report for Secure System Software Revocation  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.13.13 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

  

1. <ITSAR Section No & Name> Section 13: Other Security requirements 

2. <Security Requirement No & Name > 2.13.3 Secure System Software Revocation 

3. <Requirement Description: > Once the SMF software image is legally updated/upgraded 

with New Software Image, it shall normally not be possible to roll back to a previous 

software image. In case roll back is essential, it shall be done by the administrator with 

appropriate non-repudiation controls. SMF shall support a well-established control 

mechanism for rolling back to previous software image. 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

-    Command used: ifconfig –a (To find IP information and all interfaces) 
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- Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with 

OEM manufacturer document for command specific to your SMF) 

     Here we are assuming DUT to be SMF, but this test must be conducted for each 

network function.) 

 
- Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 
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To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 

 
6. Preconditions: 

-   The system must have a pre-existing software version installed and running. This version 

will serve as the baseline for future updates or upgrades. 

-  The system must have a well-established control mechanism in place to  manage 

software image updates, upgrades, and rollbacks. 

 

7. Test Objective: To verify that once the system software image is updated/upgraded, it 

cannot be rolled back without proper authorization, and rollbacks are logged and audited 

with non-repudiation controls. 

 

8. Test Plan: 

     8.1 Number of Test Scenarios: 1: Test to check that once the system software image is 

updated/upgraded, it cannot be rolled back without proper authorization, and rollbacks are 

logged and audited with non-repudiation controls. 

 

     8.2 Test bed Diagram: 

 

 

8.3 Tools Used: Command line 

8.4 Test Execution Steps: - Initial Software Image Version: 

     a. Record the current version of the system software image running on the system. 

     b. Ensure that this version is well-documented and acknowledged by the administrator. 

▪ Software Image Update/Upgrade: 
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a. Update or upgrade the system software image with a new version through an authorized 

and well-documented process. 

b. Verify that the new software image is successfully installed and running on the system. 

  

▪ Rollback Attempt - Unauthorized User: 

a. Attempt to roll back the system software image to the previous version without proper 

authorization as an unauthorized user. 

b. Verify that the system prevents the rollback attempt and generates appropriate error 

messages or logs. 

  

▪  Rollback Attempt - Administrator: 

a. As an administrator with proper privileges, attempt to roll back the system software image 

to the previous version. 

b. Verify that the system allows the rollback only for authorized administrators and prompts 

for appropriate credentials. 

 

9. Expected Results for Pass: Non- authorized user should not be able to rollback to any 

previous versions of the software image. 

 

10. Expected Format of Evidence: Versions details of the software image before and after 

performing the test. It should show that even when the tester tried to roll back the Software 

image, version remains the same. 

 

11. Test Execution: 

➢ Test Case Number: 01 

     a. Test Case Name: TC_SYSTEM_SOFTWARE_REVOCATION 

     b. Test Case Description:  Verify that once the system software image is            

updated/upgraded, it cannot be rolled back without proper authorization, and rollbacks 

are logged and audited with non-repudiation controls. 

   c. Execution Steps: 

➢ Case 1: Attempt to roll back the system software image to the previous version without    

proper authorization as an unauthorized user. Verify that the system prevents the 

rollback attempt and generates appropriate error messages or logs. 

         A user with non-administrative rights is denied access -  
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➢ Case 2: As an administrator with proper privileges, attempt to roll back the system 

software image to the previous version. Verify that the system allows the rollback only 

for authorized administrators and prompts for appropriate credentials. 

         A user with administrative rights is allowed to rollback - 

 
 

d. Test Observations: The test is considered successful if the system prevents  

 unauthorized rollback attempts, allows rollback only for authorized administrators, 

generates non-repudiation logs of all rollbacks actions, and complies with the   

requirement for controlled rollbacks 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_SYSTEM_SOFTWARE_REVOCATION   
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2.13.4 TSTP Software Integrity Check –Installation  

 
Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.13.4  

 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
  
• <DUT Details: > Ex: Router   

• <DUT Software Version:>   

• <Digest Hash of OS>   

• <Digest Hash of Configuration>   

• <Applicable ITSAR: >    

• <ITSAR Version No:>   

• <OEM Supplied Document list: >  

  

1. <ITSAR Section No & Name> Section 13 - Other Security Requirements 

2. <Security Requirement No & Name > 2.13.4 Software Integrity Check - Installation  

3. <Requirement Description: > NF shall validate the software package integrity before the 

installation/upgrade stage strictly using the Secure cryptographic controls prescribed in 

Table1 of the latest document “Cryptographic Controls for Indian Telecom Security 

Assurance Requirements (ITSAR)” only. Tampered software shall not be executed or 

installed if integrity check fails.  

 

4. DUT Confirmation Details:    

• Use command to get Application No/Version  

• Use command to get OS Version/No  

 

     Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with 

OEM manufacturer document for command specific to your SMF)  
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    Command used: cat /etc/os-release (To get OS information)  

 
  

 
  

5. DUT Configuration:   

     To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
  

To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  

 
For .dsc files with dpkg,  

Verify that gpg is privileged command (To ensure no one but admin can import keys)  

Command used: ls -lrt /bin/gpg  
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Command used: gpg --version (To get version information)  

 
  

Command used: dpkg --version (To get version information)  

 
  

Verify that the public key used for signing the .dsc file is present in the system Command 

used: gpg --verify <package_name.dsc> (Verify the software package)  

 
Verify that the hashing and code signing algorithm used for the package are in accordance 

with “Cryptographic Controls for Indian Telecom Security Assurance Requirements 

(ITSAR)” only.  

Command used: cat <package_name.dsc> (Display .dsc file)  

 
  

Command used: gpg --list-keys | grep -B 1 <finger_print> (Display the signing algorithm)  

 
Similarly for other package types and package managers  

 

6. Preconditions: 

- A network product document containing information regarding software package integrity 

checks, including details of how the integrity check is carried out, where public keys or 

certificates of sources authorized to sign software packages are stored on the network 

product and who these sources are, and what evidence is created to prove that the integrity 
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check has been executed and what the result of the check was. Documentation which 

describes the installation procedure including how a user is authorized and authenticated 

to perform the installation process.  

- A valid network product software load/package and one that is not-valid (or could be 

deemed to have been tampered with) are available. 

  

7. Test Objective/ Purpose: To ensure that the NF validates the software package integrity 

before installation/upgrade stage strictly using the Secure cryptographic controls 

prescribed in Table1 of the latest document “Cryptographic Controls for Indian Telecom 

Security Assurance Requirements (ITSAR)” only and to prevent the installation/execution 

of tampered software. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios  

8.1.1 Test Scenario for .dsc files with dpkg: This test scenario verifies that integrity checks 

are carried out before software package is updated. (Additional Test scenarios based on the 

OEM document)  

8.2 Tools required: Command Line Interface of the DUT  

     8.3 Test Setup: 

 

 
 

8.4 Test Execution Step: 

- Try to install updates from the valid software package (Case 1)  

- Try to install updates from the invalid software package (Case 2)  

 

9. Expected Results:  

- (Case 1) Software is updated using the provided package.  

- (Case 2) Software is not updated using the provided package.  

Command Line 

DUT containing 
Network Product 
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10. Expected Format of Evidence: Evidence suitable for the interface, e.g. screenshot 

containing the operational results. 

 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_SOFTWARE_INTEGRITY_CHECK_INSTALLATION  

b. Test Case Description:  Tester tries to verify that integrity checks are carried out on the 

update package before any updates are carried out Given a genuine .dsc file for the 

software update, tester uses following command to source the .dsc file which will be used 

to create .deb file for applying updates  

(Case 1) dpkg-source -x package_name.dsc

 
Given a malformed .dsc file for the software update, tester uses following command to 

source the .dsc file which will be used to create .deb file for applying updates  

(Case 2) dpkg-source -x package_name.dsc

 
 

c. Test Observation: 

➢ (Case 1) Tester verifies that the package has generated a source code using the .dsc file  

➢ (Case 2) Tester verifies that integrity check fails and no source code has been generated  

 

12. Test Case Result:  

  

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_SOFTWARE_INTEGRITY_CHECK_IN

STALLATION 
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2.13.5 TSTP Software Integrity Check – Boot  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.13.5 
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router   

• <DUT Software Version:>   

• <Digest Hash of OS>   

• <Digest Hash of Configuration>   

• <Applicable ITSAR: >    

• <ITSAR Version No:>   

• <OEM Supplied Document list: >  

   

1. <ITSAR Section No & Name> Section 13 - Other Security Requirements 

2. <Security Requirement No & Name > 2.13.5 Software Integrity Check - Boot  

3. <Requirement Description: > The SMF shall verify the integrity of a software component 

by comparing the result of a measurement of the component, typically a standard 

cryptographic hash generated strictly using the Secure cryptographic controls prescribed in 

Table 1 of the latest document “Cryptographic Controls for Indian Telecom Security 

Assurance Requirements (ITSAR)” to the expected reference value. 

 

4. DUT Confirmation Details:    

• Use command to get Application No/Version  

• Use command to get OS Version/No  

     Example command used: ./SMF.out (Used in IITH testbed to get SMF version. Check with 

OEM manufacturer document for command specific to your SMF)  

 
     Command used: cat /etc/os-release (To get OS information)  



 

592 
 

 
  

 
  

5. DUT Configuration:   

To get the hash of configuration file if the file is a ASCII text file  

Command used: sha256sum SMF_config.conf (To get hash/digest of config file)  

 
To get the hash of OS if using docker  

Command used: docker images --digests (To get hash/digest of config file)  

 
 

6. Preconditions: 

- A network product document containing information regarding software package integrity 

checks, including details of how the integrity check is carried out, where public keys or 

certificates of sources authorized to sign software packages are stored on the network 

product and who these sources are, and what evidence is created to prove that the integrity 

check has been executed and what the result of the check was. Documentation which 
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describes the installation procedure including how a user is authorized and authenticated 

to perform the installation process.  

- A valid network product software load/package and one that is not-valid (or could be 

deemed to have been tampered with) are available. 

  

7. Test Objective/ Purpose: To ensure that the NF validates the software component integrity 

during boot strictly using the Secure cryptographic controls prescribed in Table1 of the 

latest document “Cryptographic Controls for Indian Telecom Security Assurance 

Requirements (ITSAR)” only. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios  

8.1.1 Test Scenario for .dsc files with dpkg  

     This test scenario verifies that integrity checks are carried out during boot for the software        

package. (Additional Test scenarios based on the OEM document)  

8.2 Tools required: Command Line Interface of the DUT  

8.3 Test Setup: 

 

 
 

8.4 Test Execution Step: 

 

- Check that all pre-conditions are met. 

- Boot the system containing software package 

- Calculate the hash of the software component and compare it to the expected reference hash. 

For sha256 use below command, 

sha256sum name_of_the_software 

- If the calculated hash matches the expected hash, it indicates that the integrity check has 

passed. 

Command Line 

DUT containing 
Network Product 



 

594 
 

 

9. Expected Results:  The system boots, and the calculated hash matches the expected 

reference hash value. 

 

10. Expected Format of Evidence: Evidence suitable for the interface, e.g. screenshot 

containing the operational results. 

 

11. Test Execution: 

➢ Test Case Number: 01  

a. Test Case Name: TC1_SOFTWARE_INTEGRITY_CHECK_BOOT  

b. Test Case Description:  Tester tries to verify that integrity checks are carried out on the 

software package during boot. 

c. Execution Steps: 

- Calculate the hash of the bootable software component using a chosen hash function. 

- Reboot the System. 

- After the system boots, log in and open a terminal. 

- Calculate the hash of the bootable software component using the same hash. 

- Compare the calculated hash in with the hash calculated before booting. 

 

d. Test Observation:  

➢ Case 1: The system boots successfully, and the calculated hash matches the reference hash 

value saved earlier. (Positive Test Case) 

➢ Case 2: The system boots, but the calculated hash does not match the reference hash value 

saved earlier. (Negative Test Case) 

 

12. Test Case Result:  

  

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_SOFTWARE_INTEGRITY_CHECK_BOOT   
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2.13.6 TSTP Report for Evaluation of Unused Physical and Logical 
Interfaces Disabling 
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.13.6  
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name>Section 13: Other Security Requirements 

2. <Security Requirement No & Name > 2.13.6 Unused Physical and Logical Interfaces     

Disabling 

3. <Requirement Description: >SMF shall support the mechanism to verify both the physical 

and logical interfaces exist in the product. Physical and logical accessible interfaces (except 

console interface) which are not under use shall be disabled so that they remain inactive 

even in the event of reboot.  

     Note: This may not be applicable for GVNP Type 1 and Type 2. 

  

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is  conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

     Command used: ifconfig (To find IP information and all interfaces) 
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Example command used: ./SMF.out (Used in IITH testbed to get SMF version.Check with OEM 

manufacturer document for command specific to your SMF) 

Here we are assuming DUT to be SMF, but this test must be conducted for each network 

function.) 

 
Command used: cat /etc/os-release (To get OS information) 

               
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions: A List of all physical and logical interfaces that exist within the Network 

Product should be submitted by the OEM to the TSTL. The Vendor must specify which 

physical or logical interfaces are necessary for the operation of the Network Product. 

  

7. Test Objective: To ensure that Physical and logical accessible interfaces (except console 

interface) which are not under use shall be disabled so that they remain inactive even in the 

event of reboot. 

 

8. Test Plan: 

8.1 Number of Test case scenarios: 1 

-   Test to physical and logical accessible interfaces (except console interface) which are     not 

under use shall be disabled so that they remain inactive even in the event of reboot. 

 

8.2 Tools used: NULL 

8.3 Test Execution Steps: 

1. The tester should verify the that the physical & logical interfaces mentioned in the 

OEM/Vendor documentation exist within the DUT. 

2. The tester should verify that the physical & logical interfaces that are deemed unused in the 

network product documentation are disabled. 

3. The tester should reboot the DUT and again verify   that the physical & logical interfaces 

that are deemed unused in the network product documentation are disabled. 

 

9. Expected Results for Pass: The unused physical and/or logical interfaces (except console 

interface) within the Network product are disabled and remain inactive even after an event 

of reboot. 
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10. Expected format of Evidence: Screenshot/log files describing the status(active/inactive) 

of the Physical and/or logical interfaces. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_ UNUSED_PHY_LOG_INF_DIS 

b. Test Case Description: To ensure that Physical and logical accessible interfaces (except 

console interface) which are not under use shall be disabled so that they remain inactive 

even in the event of reboot. 

c. Execution Steps: 

         Note: The commands/tools specified in the below examples are native to the      

Ubuntu 20.04 OS, the tester must use the tools/commands that are compatible with 

the distribution and version of OS supported by the DUT.  

 

1. The tester should verify the that all the physical & logical interfaces mentioned in the 

OEM/Vendor documentation exist within the DUT. 

 

      We use the ifconfig or ip utility to obtain information regarding all network interfaces that 

exist on the system. 

       The command used for listing all network interfaces along with their details is “ip a” 

 
      We use the lsusb command to list all the USB devices connected to the system via USB ports. 

 
 

2. The tester should verify that the physical & logical interfaces that are deemed unused in 

the network product documentation are disabled. 

         We check status of each interface using the command ip –s link show <interfacename> 
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          Example of Interface status being showed as disabled (DOWN) 

 
          Example of Interface status being showed as enabled(UP) 

 
For checking the USB ports, the tester can connect to a specific port and check if the device 

is being detected on that port, using the ‘usb-devices’ command (for Ubuntu 20.04) 

 

 
 

The above command lists information of the devices connected to the system via USB ports.If 

the USB port is enabled, device will be detected, and vice versa. 

 

3. The tester should reboot the DUT and again verify that the physical & logical interfaces that 

are deemed unused in the network product documentation are disabled. 

Again, we used commands specified in step 2 for verifying status of physical and logical 

interfaces. 

NOTE: Compare the status of Interfaces with the previous status, and mention the outcome of 

comparison in the report. 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_ 
UNUSED_PHY_LOG_INF_DIS 
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2.13.7 TSTP for Evaluation of No Default Profile  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:2.13.7  
 

Note: The test procedure outlined herein is equally applicable to SMF. It has been duly 

verified that all test scenarios and steps remain consistent throughout. It is ensured that 

any references to DUT or SMF in the screenshots/commands yield identical results when 

testing with SMF 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name>Section 13: Other Security requirements   

2. <Security Requirement No & Name>2.13.7 No Default Profile 

3. <Requirement Description: >Predefined or default user accounts (other than 

Admin/Root) in SMF shall be deleted or disabled.  

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is  conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

 

- Command used: ifconfig –a (To find IP information and all interfaces) 
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- Example command used: ./SMF.out (Used in IITH testbed to get SMF version.  Check 

with OEM manufacturer document for command specific to your SMF) 

     Here we are assuming DUT to be SMF, but this test must be conducted for each 

network function. 

 
- Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

 

• To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 
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• To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

 
 

6. Preconditions: 

-   There should be a documentation provided mentioning all accounts which are pre-installed 

(mandatory accounts). 

 

7. Test Objective: 

-   All the predefined accounts should be deleted except for mandatory accounts 

 

8. Test Plan: 

8.1 Number of Test case scenarios: 1 

-   Test to check that all the predefined accounts are deleted except for mandatory accounts 

8.2. Test Setup Diagram: 

 
 

8.3 Tools Used: 

8.4 Test Execution Steps 

• Check that all pre-conditions are met.    

• Login to SMF as root. 

• Check the mandatory accounts from the documentation provided. 

• We can also check the admin/root accounts using the command also: - 

getent group root adm admin 
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• We can check the accounts present with the command: -compgen –u 

• Other than the mandatory accounts all the accounts should be deleted, using the 

command: -userdel <username>    

 

9. Expected Results for Pass: All the default accounts should be deleted by default. 

 

10. Expected Format of Evidence: Screenshots showing there are only mandatory accounts. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_NO_DEFAULT_PROFILE 

b. Test Case Description:  Ensuring there are no default accounts present.  

c. Execution Steps:  

 

Can find the admin accounts with this command 

 
 

We can find all the present accounts 
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d. Test Observations: 

  It should be ensured that all the predefined accounts should be deleted. 

 

12. Test Case Result: 

 

Sl. No OUTCOME OF RUNNING THE SCRIPT 

(CASE 1/CASE2) 

PASS/FAIL Remarks 

1 TC_NO_DEFAULT_PROFILE   

 

 

 

 

 

 

 

 

  



 

605 
 

Specific Security Requirements 
 

3.1.1 TSTP for Evaluation of Priority of UP security Policy 

 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:3.1.1 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 1: Priority of UP security policy. 

2. <Security Requirement No & Name > 3.1.1: Priority of UP Security Policy 

3. <Requirement Description: > User Plane Security Policy from UDM takes precedence 

over locally configured User Plane Security Policy. 

 

[Reference: TEC 25883:2022/TSDSI STD T1.3GPP 33.515-16.4.0 V.1.0.0. section 4.2.2.1.1] 
 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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Example command used: ./amf.out (Used in IITH testbed to get AMF version. Check 

with OEM manufacturer document for command specific to your AMF) 

Here we are assuming DUT to be AMF, but this test must be conducted for each 

network function. 

             
Command used: cat /etc/os-release (To get OS information) 

                
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum AMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions: Test environment with AMF and UDM may be simulated. Both UDM and 

SMF under test are configured with UP security policy, and the UP-security policies are 

different. There is no Session Management Subscription data in SMF. 

 

7. Test Objective: Verify that the user plane security policy from the UDM takes 

precedence at the SMF under test over locally configured user plane security policy. 

 

8. Test Plan:   

8.1 Test Bed Diagram: 

 

 
 

8.2 Tools used: NULL 

8.3 Test Execution Steps: 

1. The tester triggers PDU session establishment procedure by sending Nsmf PDUSession 

Creates Context Request message to the SMF.  

2. The SMF under test retrieves the Session Management Subscription data using Nudm 

SDM Get service from UDM, where the Session Management Subscription data includes 

the user plane security policy stored in UDM.  

3. The tester captures the Namf_Communication_N1N2MessageTransfer message sent 

from the SMF under test to the AMF. 

4. Verify the captured-UP Security Policy in the Security Indication IE with the Security 

Policy configured in UDM and the security policy locally configured at the SMF. 

 

9. Expected results for Pass: There is a Security Indication IE in the N2 SM information 

contained in the Namf_ Communication_N1N2MessageTransfer message, which is the 

same with the UP-security policy configured in the UDM. 
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10. Expected Format of Evidence: Wireshark trace/screenshot that captures the 

request/response messages mentioned in the above execution steps. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_UP_POLICY_PRECEDENCE_SMF 

b. Test Case Description: Verify that the user plane security policy from the UDM takes 

precedence at the SMF under test over locally configured user plane security policy. 

c. Test Execution Steps: 

1. The tester triggers PDU session establishment procedure by sending 

Nsmf_PDUSession_CreateSMContext Request message to the SMF.  

              
2. The SMF under test retrieves the Session Management Subscription data using 

Nudm_SDM_Get service from UDM, where the Session Management Subscription data 

includes the user plane security policy stored in UDM.  

3. The tester captures the Namf_Communication_N1N2MessageTransfer message sent from 

the SMF under test to the AMF. 

 Namf_Communication_N1N2MessageTransfer containing UP Security Policy in Security 

Indication IE.  
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4. Verify the captured-UP Security Policy in the Security Indication IE with the Security 

Policy configured in UDM and the security policy locally configured at the SMF. 

Note: The UP-security policy configured at UDM must take precedence over the locally 

configured security policy at SMF, and hence the UP-security policy captured in the 

Namf_Communication_N1N2MessageTransfer message must match with the security 

policy configured at the UDM and NOT the local policy at SMF.  

 

d. Test Observations: There is a Security Indication IE in the N2 SM information 

contained in the Namf_Communication_N1N2MessageTransfer message, which is the 

same with the UP-security policy configured in the UDM.  

 

12. Test Results: 

 

 

 

 

 
  

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_UP_POLICY_PRECEDENCE_SMF   
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3.2.1 TSTP for Evaluation of UP security Policy Check 

 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:3.2.1 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 2: Security functional requirements on the SMF 

checking UP security policy 

2. <Security Requirement No & Name > 3.2.1: UP Security Policy Check 

3. <Requirement Description: > The SMF shall verify that the UE's UP security policy 

received from the target ng-eNB/gNB is the same as the UE's UP security policy that the SMF 

has locally stored. If there is a mismatch, the SMF shall send its locally stored UE's UP 

security policy of the corresponding PDU sessions to the target gNB. This UP-security policy 

information, if included by the SMF, is delivered to the target ng-eNB/gNB in the Path-Switch 

Acknowledge message. The SMF shall log capabilities for this event and may take additional 

measures, such as raising an alarm. 

 

[Reference: TEC 25883:2022/TSDSI STD T1.3GPP 33.515-16.4.0 V.1.0.0. section 4.2.2.1.3] 

 

4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig  –a (To find IP information and all interfaces) 
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Example command used: ./amf.out (Used in IITH testbed to get AMF version. Check 

with OEM manufacturer document for command specific to your AMF) 

Here we are assuming DUT to be AMF, but this test must be conducted for each 

network function. 

 
Command used: cat /etc/os-release (To get OS information) 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum AMF_config.conf (To get hash/digest of config file) 

 
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 
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6. Preconditions: The SMF under test is preconfigured with a UE UP security policy. 

 

7. Test Objective: Verify that the SMF checks the UP-security policy that is sent by the ng-

eNB/gNB during handover. 

 

8. Test Plan:   

8.1 Test Bed Diagram: 

 
8.2 Tools used: NULL 

8.3 Test Execution Steps: 

1. The tester sends the Nsmf_PDU Session_Update SM Context Request message to the 

SMF under test. A UE UP security policy different than the one preconfigured at the 

SMF under test is included in the Request message.  

2. The tester captures the Nsmf_PDU Session_Update SM Context Response message sent 

from the SMF under test. 

 

9. Expected results for Pass: The preconfigured UE security policy is contained in the 

‘n2SmInf’ IE in the captured Response message. 

 

10. Expected Format of Evidence: Wireshark trace/screenshot that captures the 

request/response messages mentioned in the above execution steps. 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_UP_SECURITY_POLICY _SMF  

b. Test Case Description:  Verify that the SMF checks the UP-security policy that is sent 

by the ng-eNB/gNB during handover. 

c. Test Execution Steps: 

1. The tester sends the Nsmf_PDUSession_UpdateSMContext Request message to the 

SMF under test. A UE UP security policy different than the one preconfigured at the 

SMF under test is included in the Request message. A 

Nsmf_PDUSession_UpdateSMContext Request is sent to SMF from AMF with UP 

Security policy different than one stored in SMF. 



 

613 
 

 
 

2. The tester captures the Nsmf_PDUSession_UpdateSMContext Response message sent 

from the SMF under test. The Nsmf_PDUSession_UpdateSMContext Response message 

contains the corrected-UP Security policy as the one configured in SMF. 

               
3. The tester must verify that the UP-Security Policy present in the 

Nsmf_PDUSession_UpdateSMContext Response message with the one locally stored at the 

SMF.   

d. Test Observations: The preconfigured UE security policy is contained in the ‘n2SmInf’ 

IE in the captured Response message. 

 

12. Test Results: 

 

 

 

  

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_UP_SECURITY_POLICY _SMF   
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3.3.1 TSTP for Evaluation of Charging ID Uniqueness  
 

Session Management function ITSAR ITSAR No: ITSAR111092401 Clause no:3.3.1 
 

• <DUT Details: > Ex: Router  

• <DUT Software Version:>  

• <Digest Hash of OS>  

• <Digest Hash of Configuration>  

• <Applicable ITSAR: >   

• <ITSAR Version No:>  

• <OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 3:  Charging ID Uniqueness 

2. <Security Requirement No & Name > 3.3.1 Charging ID Uniqueness  

3. <Requirement Description: > The SMF shall support PDU session charging using service-

based interface. The SMF shall collect charging information per PDU session for UEs served 

under 3GPP access and non-3GPP access. Every PDU session shall be assigned a unique 

identity number for billing purposes per PLMN. (i.e. the Charging Id). 

 

[Reference: TEC 25883:2022/TSDSI STD T1.3GPP 33.515-16.4.0 V.1.0.0. section 4.2.2.1.4] 

 
4. DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get IP and Interfaces details  

• Use command to get Application No/Version 

• Use command to get OS Version/No 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
Example command used: ./smf.out (Used in IITH testbed to get SMF version. Check 

with OEM manufacturer document for command specific to your SMF. 
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Command used: cat /etc/os-release (To get OS information) 

 

 
 

5. DUT Configuration: 

To get the hash of configuration file if the file is a ASCII text file 

Command used: sha256sum SMF_config.conf (To get hash/digest of config file) 

        

        
To get the hash of OS if using docker 

Command used: docker images --digests (To get hash/digest of config file) 

             
 

6. Preconditions:- Test environment is set up with a Charging Function (CHF), which may be 

real or simulated, and the SMF under test. The tester is able to capture the traffic between 

the SMF under test and the CHF. 

 
7. Test Objective:- To verify that the charging ID generated by the SMF for each PDU session 

is unique. 

8. Test Plan: 

8.1. Number of Test Cases: 

8.1.1. Test Case ID Uniqueness  

- This testcase is to check if the chargingid of every concurrent connection is unique  

8.2. Test Diagram 
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8.3. Tools Used:- Wireshark 

8.4.  Execution Steps 

- Launch the Wireshark app on the tester device. 

- Trigger the establishment of the maximum number of concurrent PDU sessions that 

the SMF under test can handle. 

- Stop the wireshark app and testbed as well. 

 

9. Expected Results for Pass: The Charging ID is unique in each Charging Data Request. 

 

10. Expected Format of Evidence: Screenshots of Wireshark capture 

 

11. Test Execution: 

➢ Test Case Number: 01 

a. Test Case Name: TC_CHARGING_ID_UNIQUENESS_SMF  

b. Test Case Description: This testcase is to check if the chargingid of every concurrent 

connection is unique 

c. Execution Steps:  

- Launch the Wireshark app on the tester device. 

- Trigger the establishment of the maximum number of concurrent PDU sessions that the 

SMF under test can handle. 

- Stop the Wireshark app and testbed as well. 

- In order to view the communication between two communicating parties, put following 

filter in the Wireshark filter box 

• ip.src == <NF1_addr> and ip.dst == <NF2_addr> 
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- Tester shall find the packets with post request containing “/nchf-converged 

charging/<version>/charging data” string and verify that each of these requests contain 

unique charging ID   

- (This is a simulated environment with naïve api servers to act as CHF.) 

d. Test Observations: The Charging ID is unique in each Charging Data Request 

 

e. Evidence provided: Screenshots of Wireshark 

 

12. Test Case Result: 

 

 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_CHARGING_ID_UNIQUENESS_SMF   


