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File No. NCCS/SC/3-1/2025-26
Government of India
Ministry of Communications
Department of Telecommunications
National Centre for Communication Security
https:/ /nccs.gov.in/

Dated: 17.03.2026
NOTIFICATION

Subject: Software changes in Devices under Security Testing — Reg.

The undersigned is directed to convey that the applicants are allowed
to modify software in their DUT while under testing at TSTL subject to
submission of declarations as per Annexure.

2. In case of software modifications during the testing, both the
declarations as per Annexure-I and Annexure-II are required to be submitted.
However, to correct only the typographical errors in ITSAR BOM details
without any software changes in DUT, only Annexure-II may be submitted.

This is issued with the approval of Sr. DDG, NCCS.

Encl: Annexures I & II. Digitally signed by

SUMIT SINGH
Date: 17-03-2026
16:27:46

(Sumit Singh)
ADG (Security Certification-I)

To,
All OEMs/Dealers/Importers/applicants /TSTLs- through NCCS website
Copy for kind information to:

1. Member(S), DCC
2. Sr. DDG, NCCS
3. Sr. DDG, TEC

4. DDG(SA), DoT HQ
5. DDG(TC), TEC
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Annexure-I

Declaration for Software Upgradation During Testing
(To be issued on company’s letterhead)

Name and Address of the applicant entity:
Product Name:

Product Variant Name:

ITSAR Ref:

Brand Name:

Model Number:

Model Name:

Application ID:

Main Model:

Associated Model(s):

S , authorized representative of
........................................... , hereby declare that for the products bearing
details above:

a. Changes in software have been made for making the device compliant
to the ITSAR during testing. Original and Modified signature(s) of the
equipment are given below:

Software Component | Original Signatures | Modified Signatures
Details (version and Hash) (version and Hash)

c. Description of the Modification along with IAD (Impact Assessment
Document) enclosed.

d. The above software modification does not change the compliance status
of already complied ITSAR clauses.

e. Declaration for ITSAR BOM revision is also enclosed herewith.

Signature and Seal:

Name of authorized signatory:
Place:

Date:
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Annexure-II
Declaration for requesting ITSAR BOM changes

(To be issued on company letter head)

Name and Address of the applicant entity:
Product Name:

Product Variant Name:

ITSAR Ref:

Brand Name:

Model Number:

Model Name:

Application ID:

Main Model:

Associated Model(s):

L , authorized representative of
........................................... , hereby declare that in respect of application id
................ on MTCTE portal, due to typographical error/software update,
the details in the ITSAR BOM are required to be updated as follows:

Details in the existing ITSAR BOM Details proposed in the revised
ITSAR BOM

1)
2)

The proposed updated ITSAR BOM is attached herewith.

2. On account of the changes proposed in the ITSAR BOM, the
DuT Declaration submitted earlier remains unchanged/revised DuT
declaration is attached herewith.

It is requested to kindly consider the above changes in the ITSAR BOM.

Signature and Seal:

Name of authorized signatory:
Place:

Date:

1/3378034/2026
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