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File No. NCCS/HQ/COMSEC/2021-22/111-Part(1)
AR ¥R/ Government of India
TR {11 / Ministry of Communications
UER fa9mT/ Department of Telecommunications
T TEOR & g / National Centre for Communication Security

Dated: 29.12.2025

NOTIFICATION

Subject: Security Certification of ONT Devices — Reg.

Based on the representations received from industry, the testing and certification process

for ONT devices and their customised variants shall be simplified as follows:

1.

This is issued with the approval of Sr. DDG, NCCS.
Encl: SDoC format at Annexure-I

To,

Security testing will be mandatory for every model/variant with unique combination of
SoC and SDK version. Any further customised variants of this same SoC-SDK
combinations will be automatically covered under this certification and need not be tested
separately.

Self Declaration of Conformity (SDoC) with all the technical details of customisations in
all the variants, and their software Hash values have to be submitted during the
application process as per the format at Annxure-I.

If an OEM wants to add new customised variants with the same unique combination of
SoC-SDK to the existing Certificate then the applicant would require to apply for
certificate modification under the MTCTE portal. Updated SDoC as per Annexure-I with
the new customised variants' details along with the existing variants' details shall be
submitted in the portal during the application process. Certificate modification will be
approved without involving any testing.

Any update of SoC and SDK will be treated as software update as per section 7 of the
Security Certification Procedure document.

1/3348713/2025

Digitally signed by
SUMIT SINGH

(Rae: 395H3-2025

ADG (Security Cektfthifon-1)

All OEMs/Dealers/Importers/applicants/TSTLs- through NCCS website

Copy for kind information to:

1.

Member(S), DCC

2. Sr. DDG, TEC
3.
4. DDG(TC), TEC

DDG(SA), DoT HQ
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Annexure-I
Declaration regarding Product's Variants

(To be issued on company's letterhead)

Name and Address of the applicant entity:
Product Name:

Product Variant Name:

ITSAR Ref:

Brand Name:

Model Number:

Model Name:

Portal Application ID:

Main Model:

Associated Model(s):

| , authorized representative of .............coeiiiiiiiiiiiiii
(Applicant company Name), hereby declare that the products bearing details above, are having the SoC
) and SDK (eeeeveveeeveeceeennenns ). The same combination of SoC and SDK version is
available in the following customized variants:

S1 Model No | Customised | Software version Hash value
No Variant
Name

The details of customisations effected in all the variants above are as given below:

E

It is hereby declared that all the above customisations do not affect the security conformance of the device
against ITSAR requirements.

Signature and Seal:
Name of authorized signatory:
Place:

Date:
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